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. Cisco VPN Client for Solaris 2.6 3.5k , 3DESH %, (M{&HHE : vpnclient-solaris5.6-3.5.Rel-
k9.tar.Z)


//www.cisco.com/univercd/cc/td/doc/product/vpn/client/nonwin35/user_gd/install.htm

. Cisco VPNERH 2R B : 3005 BootcodehR 4 : Altiga Networks/VPNEE A 8EhRAR2.2.int_9
200041 B 19H05:36:41E B8R A : Cisco Systems , Inc./VPN 3000 Concentrator Series
Version 3.1.Rel 200158 H06 H13:47:37

ANFHEARBRBEEERETREANKREMEY.,. NHEAINMEREERREER (AR
) BAHAEZR N E), MNREEARPERP T  FRAEEAT AT 2 BRRLBTEE,

4]
MEXABOAGFBET | FSWEREARTEO,
RLIE

REFR AR EREAR 4R FATR T BER B F AL
AR ZERABEAXENEANSTHEMER  FEADTERTE(EREMEFR).

i B
AXIEFEA T BT REVHEREERE
10.48.66.5
10.48.66.109
S— Public Private
VPN 3000 Concentrator
VPN Client

AE : ERVPNEFIR3.SERIEIVPNERSR , EEEEFR LRI ORIESRA.
LS
ARV F ] E AR AR

A & BB R R EE /etc/CiscoSystemsVPNClient/Profiles B $#& 1, ELXARERER pcfElfER
, WEEEINEVPNEDRNERIENSIB, SFMLUEIFERSFEEREER, CEEEER
EEHEDPEHRYIE BEE Rsample.pcf. FRHIG  FAZEREY—ERZA
toCORPORATE.pcfffy Hi il E & .

[cholera]: ~ > cd /etc/Ci scoSystensVPNC i ent/Profiles/
[cholera]: /etc/CiscoSystensVPNClient/Profiles > cp sample.pcf toCORPORATE.pcf

ST DU P B B2 Y SO 88 2R A B8 L 3T AR RtoCORPORATE .pefe EATIEMISEIZ AT , MR TFR
Ro


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

X WREMFAMERE U EERENAT)BIPSec , BILA T & &P AIEnableNatffR B HBRR T
EnableNat=1, M2 "EnableNat=01 .

[ mai n]

Descri pti on=sanpl e user profile
Host=10.7.44.1

Aut hType=1

G oupNane=nonkeys
Enabl el SPConnect =0
| SPConnect Type=0

| SPConnect =

| SPComand=

User nanme=chi nchi m
SaveUser Passwor d=0
Enabl eBackup=0
BackupServer =

Enabl eNat =0

Cert Store=0

Cert Nane=

Cert Pat h=

Cert Subj ect Nane=
Cert Seri al Hash=00000000000000000000000000000000
DHGr oup=2

For ceKeepAl i ves=0

FRAERAEREERBRFZVRY , F2REAEREESR.
ERYEELNEERER  ELFTERBRUATEANERE,

- VPNEAF SR E MBS IP#b11E(10.48.66.109)
. 8% #8(RemoteClient)
. $ZHS(cisco)
- ERAEB B (joe)
FERAENEAREER , FHELRUTRE.

[ mai n]

Descri pti on=Connection to the corporate
Host=10.48.66.109

Aut hType=1
GroupName=RemoteClient
GroupPwd=cisco

Enabl el SPConnect =0

| SPConnect Type=0

| SPConnect =

| SPCommand=
Username=joe

SaveUser Passwor d=0
Enabl eBackup=0
BackupServer =

Enabl eNat =0

Cert St ore=0

Cer t Nanme=

Cert Pat h=

Cert Subj ect Nane=

Cert Seri al Hash=00000000000000000000000000000000
DHG oup=2

For ceKeepAl i ves=0

BLEVPNEETER


//www.cisco.com/univercd/cc/td/doc/product/vpn/client/nonwin35/user_gd/profile.htm

ERLLT S REEVPNERER.
AR ARZTERE  ERBEERERB HAEBEE,

1. DB, EFEAAANIPHUEER  FiRBERIEQAVPNEFENATNE , REEE
Configuration > System > Address Management > Pools. #Z—T "TAdd. . ¥5EEAIHERE
R EMHA R ETE RN IPH U EE,

! VPN 3000

al Concentrator Series Manager

r—Chaddress Wonapsment . j
This section lets you configure TP Address Poals

G- Turreing Profocois Chek the Add button to add a peol entry, or select a pool and chick Modify or Delete

Sl nariane IP Pool Entry Actions

@ General 110.20.20.20-10.20.20 200 |

odify
-EHonitoring Delets

E
I

2. EIERVPNERFSBRFEAM , 55 i#ZFConfiguration > System > Address Management >
Assignment , iEZ+ Use Address Pools#E , A% % — T Apply.

B4 VPN 3000
A Concentrator Series Manager

iConfiguration e ————
—HSystem

—Eoervers Thuz section presents Address Assgnment ophions. Each of the follownn
—EhAdidress Managemert
——A=zsignment

L poals . Check to use the TP addrd
—EHTunneling Protocols Uiz ot Addears user/group configuration.
—EEHE Routing -

[ = s i o Use Address from Authentication [ Check to use an TP addre
_E'Eﬂi SEI’VEI‘

—HGeneral Use DHCP [T Check to use DHCP to of

—EHCEent Upclate _
| oad Balancing Use Address Pools 7 C_heck to use mternal addd

—EHUser Manacement client.
o 0 ] Ll U [0 = ri

 Administrati =0 Apply | Cancel |
HFHMonitoring

3. WA MZEE., 1#EConfiguration > User Management > Groups , A 1% — TAdd Group.
WMAERNER K ARR—TAJRIEN. LTREFEAES "RemoteClienty BOTA "




This section lals you add a group. Check the Inheart? box o set & feld that you want to defzull 10 the b
InherL? Do and enter 3 new valug to override base group values

Clieniity | General Y [PSec ! Client FW Y PPTPAL2TP
| pawbate | Vewe | Descriphom
'Grllll HH'M| Renoteltlisnt ;Enter a unlgue name for the group
Password ++ee e IEnter the password for the group
Verify || «+++q iVerify the group’s password,
T‘.I*P‘; P [External froups ane conmgured on an edemal auhentication Server

jarg configured on the VPN 3000 Concentrator Senes's intemal Dalg

Add | | Cancel ]

BBV IPSecEE L |, BRFE 5 M BRFTELE Blnternal,

Configuration | User Manage 5 | Modify RemoteClient

Check the Inherit? boz to set a field that you want to default to the base groy
value to overnide base group walues.

Identity | General |PSec | Client FW | PPTP/L2TP

Attribute Value Inherit?
IPSec SA||ESP-IDES-MOE [~ =
IKE Peer Identit; -
E:"ali; - 2 || supported by ceriificate =} =
IEE Keepalives| ¥ W
Reauthentication|
on Rekey = 2
Tunnel Type|| Bemote Accass = =
Remote Access Parameter
Group Lock| ™ W
Auihem:i:aﬁunﬂ Internal v[ F

5. £ General EB L , BB R B CZEIPSectEARREE,



= Configuration reneral Paramet

w Attribute Value Inherit?|
| Hiser Managemsnt Access Hum‘sirm W |>elect the
—Sazedrowm Simultaneous Logins||3 W  |Enter the
—Lzers Pﬂ[ininlum]]asmmﬂ]:.engthlﬂ ¥  |Enter the o
P T Allow Alphabetic-Only| _ = [Enter whe
-{HMonitoring Passwords be added
Idle Timeout||0 M |{rnutes) |
Maximum Connect Time||0 ¥ |{minutes)
Filter|[-None— __ =]| @ |Enter the |
Primary DNSJ ¥  |Enter the ]
Secondary DIVS|| ¥ |Enter the ]
Primary WIIVS|| ¥ |Enter the ]
Secondary WINS|| ¥  |Enter the ]
" PPTP
Tunneling Protocols ; ;2;3: ™ |Selectthe
M L2TF over IFSec
Cherls te

6. EigFEREFEEIVPNERSS |, 55 iEE Configuration > User Management > Users , A& —

This section lets vou configure users.

Click the Add button fo add a user, or select a user and click Modify or Delete,

Cmrent Users Actions

Gradiond-3002
tmcs-B00

E

hmcl iy
Delete

i

7. W AMERVIEREER , ARE—TApplyRXEH.



[ Canfiguration
——Intarfaces
—5-5yslem Check the Inheril? boxto set a fisld thal vou wanl 1o defacll to the group value. Uncheck the In

—EServers group values.

—EhAddress Management

pralee ey TR Identity [Genstal HESec IPETRIZTR By
— L i e

—LiTE " Altnbute |
—EPSac ' i
—EHE_Routing : L'ur!-lmre;hjus Enler a unigue user name

Jrewnnann :EI‘ItEr the user's password. The passward must satisfy thef

—EHCliant Update Verily

Terdkeine [Veiity the user's passwaord

2358 Group : Group| RemoteClient 3 | Enfer the group 1o which this user belongs,

_®paiicy Management 5 IPMIIrE;s5|_f Enter the IP address assigned 1o this user

(= Monitoring ‘Subnet um[ Enter the subret mask assigred o this user.

= | Apply | ‘ Cancal |

B
AR BIVPN S8R

RAERETVPNEFRMERE , MMHEEEREREERIIVPNES R,

91 [cholera]: /etc/CiscoSystensVPNCl i ent > vpnclient connect toCORPORATE
Cisco Systens VPN Client Version 3.5 (Rel)

Copyright (C 1998-2001 Cisco Systens, Inc. Al Rights Reserved.

Cient Type(s): Solaris

Runni ng on: SunGS 5.6 Generic_105181-11 sun4u

Initializing the IPSec link.

Contacting the security gateway at 10.48.66.109
Aut henti cati ng user.

User Authentication for toCORPORATE. ..

Ent er Usernanme and Password.

User nane [Joe]:

Password []:

Contacting the security gateway at 10.48.66.109
Your link is secure.

| PSec tunnel infornation.
Client address: 10.20.20.20
Server address: 10.48.66.109
Encryption: 168-bit 3-DES

Aut henti cati on: HVAC- MD5

I P Conpression: None

NAT passthrough is inactive.
Local LAN Access is disabl ed.

N



Suspended

[cholera]: /etc/Ci scoSystensVPNC i ent > bg

[1] vpncl i ent connect toCORPCRATE &

(The process is made to run as background process)

[cholera]: /etc/CiscoSystensVPNClient > vpnclient disconnect
Cisco Systems VPN Client Version 3.5 (Rel)

Copyright (C) 1998-2001 Cisco Systens, Inc. Al Rights Reserved.
Client Type(s): Solaris

Runni ng on: SunOS 5.6 Generic_105181-11 sun4u

Your |PSec link has been di sconnected.

Di sconnecting the | PSEC |ink.

[cholera]: /etc/Ci scoSystensVPNO i ent >

[1] Exit -56 vpncl i ent connect toCORPORATE

[cholera]: /etc/Ci scoSystensVPNd i ent >

il 523,

REHRENEF AR R YRS 1T R SRR
mE
ERA

%I%I

& , FEfFHipseclogii . RHIIT,

[cholera]: /etc/Ci scoSystensVPNC i ent > ipseclog /tmp/clientlog

HERBEPEREE iR LA

[cholera]: /etc/CiscoSystensVPNC i ent > cat /tmp/clientlog

1 17:08:49.821 01/25/2002 Sev=Infol/4 CLI/ 0x43900002
Started vpnclient:

Cisco Systens VPN Client Version 3.5 (Rel)

Copyright (C) 1998-2001 Cisco Systens, Inc. Al Rights Reserved.
Client Type(s): Solaris

Runni ng on: SunGS 5.6 Generic_105181-11 sun4u

2 17:08:49.855 01/25/2002 Sev=Infol/4 CVPND/ 0x4340000F
Started cvpnd:

Cisco Systens VPN Client Version 3.5 (Rel)

Copyright (C) 1998-2001 Cisco Systens, Inc. Al Rights Reserved.
Client Type(s): Solaris

Runni ng on: SunGS 5.6 Generic_105181-11 sun4u

3 17:08:49.857 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700013
Del ete internal key with SPlI=0xb0f 0d0cO

4 17:08:49.857 01/25/2002 Sev=Infol/4 | PSEC/ 0x4370000C
Key del eted by SPI 0xb0Of 0d0cO

5 17:08:49.858 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700013
Del ete internal key with SPl =0x637377d3



6 17:08:49.858 01/25/2002 Sev=Info/4 | PSEC/ 0x4370000C
Key del eted by SPI 0x637377d3

7 17:08:49.859 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700013
Del ete internal key with SPl=0x9d4d2b9d

8 17:08:49.859 01/25/2002 Sev=Infol/4 | PSEC/ 0x4370000C
Key del eted by SPI 0x9d4d2b9d

9 17:08:49.859 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700013
Del ete internal key wth SPlI=0x5facd5bf

10 17:08:49.860 01/25/2002 Sev=Info/4 | PSEC/ 0x4370000C
Key del eted by SPI 0x5facd5bf

11 17:08:49.860 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700009
| PSec driver already started

12 17:08:49.861 01/25/2002 Sev=Info/4 | PSEC/ 0x43700014
Del eted all keys

13 17:08:49.861 01/25/2002 Sev=Info/4 | PSEC/ 0x43700014
Del eted all keys

14 17:08:49.862 01/25/2002 Sev=Info/4 | PSEC/ 0x43700009
| PSec driver already started

15 17:08:49.863 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700009
| PSec driver already started

16 17:08:49.863 01/25/2002 Sev=Info/4 | PSEC/ 0x43700014
Del eted all keys

17 17:08:50.873 01/25/2002 Sev=Info/4 CM 0x43100002
Begi n connection process

18 17:08:50.883 01/25/2002 Sev=Info/4 CM 0x43100004
Est abli sh secure connection using Ethernet

19 17:08:50.883 01/25/2002 Sev=Info/4 CM 0x43100026
Attenpt connection with server "10.48.66.109"

20 17:08:50.883 01/25/2002 Sev=Info/6 | KE/ 0x4300003B
Attenpting to establish a connection w th 10.48. 66. 109.

21 17:08:51.099 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK AG (SA, KE, NON, ID, VID, VID, VID) to
10. 48. 66. 109

22 17:08:51.099 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700009
| PSec driver already started

23 17:08:51. 100 01/25/2002 Sev=Infol/4 | PSEC/ 0x43700014
Del eted all keys

24 17:08:51.400 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

25 17:08:51.400 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP OQAK AG (SA, KE, NON, ID, HASH WVID, VID, VID,
VI D) from 10. 48. 66. 109

26 17:08: 51.400 01/25/2002 Sev=Infol/5 | KE/ 0x43000059
Vendor | D payl oad = 12F5F28C457168A9702D9FE274CC0100



27 17:08:51.400 01/25/2002 Sev=Info/5 I KE/ 0x43000001
Peer is a G sco-Unity conpliant peer

28 17:08:51.400 01/25/2002 Sev=Info/5 I KE/ 0x43000059
Vendor | D payl oad = 09002689DFD6B712

29 17:08: 51.400 01/25/2002 Sev=Infol/5 | KE/ 0x43000059
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100

30 17:08: 51.400 01/25/2002 Sev=Infol/5 | KE/ 0x43000001
Peer supports DPD

31 17:08: 51.400 01/25/2002 Sev=Infol/5 | KE/ 0x43000059
Vendor | D payl oad = 1FO7F70EAA6514D3BOFA96542A500301

32 17:08:51.505 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK AG *(HASH, NOTI FY: STATUS_I NI TI AL_CONTACT)
to 10.48. 66. 109

33 17:08:51.510 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

34 17:08:51.511 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from 10. 48. 66. 109

35 17:08:51.511 01/25/2002 Sev=Info/4 CM 0x43100015
Launch xAut h application

36 17:08:56.333 01/25/2002 Sev=Info/4 CM 0x43100017
xAut h application returned

37 17:08:56.334 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 10.48.66. 109

38 17:08:56.636 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

39 17:08:56.637 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from 10. 48. 66. 109

40 17:08:56.637 01/25/2002 Sev=Info/4 CM 0x4310000E
Established Phase 1 SA. 1 Phase 1 SAin the system

41 17:08:56.639 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 10.48.66. 109

42 17:08:56.639 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP OAK TRANS *(HASH, ATTR) to 10.48.66. 109

43 17:08:56.645 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

44 17: 08: 56. 646 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP OAK TRANS *(HASH, ATTR) from 10. 48. 66. 109

45 17:08:56. 646 01/25/2002 Sev=Info/5 | KE/ 0x43000010
MODE_CFG REPLY: Attribute = | NTERNAL_| PV4_ADDRESS: ,
val ue = 10. 20. 20. 20

46 17:08:56. 646 01/25/2002 Sev=Info/5 | KE/ 0x4300000D
MODE_CFG REPLY: Attribute = MODECFG UNI TY_SAVEPWD: |,
val ue = 0x00000000



47 17:08:56. 646 01/25/2002 Sev=Info/5 | KE/ 0x4300000D
MODE_CFG REPLY: Attribute = MODECFG UNI TY_PFS:
val ue = 0x00000000

48 17:08:56. 646 01/25/2002 Sev=Info/5 | KE/ 0x4300000E
MODE_CFG REPLY: Attribute = APPLI CATI ON_VERSI ON,

value = Cisco Systens, Inc./VPN 3000 Concentrator Series
Version 3.1.Rel built by vmurphy on Aug 06 2001 13:47: 37

49 17:08:56.648 01/25/2002 Sev=Info/4 CM 0x43100019
Mode Config data received

50 17:08:56.651 01/25/2002 Sev=Info/5 I KE/ 0x43000055
Recei ved a key request fromDriver for |P address 10.48. 66. 109,
GW 1P = 10. 48. 66. 109

51 17:08: 56.652 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP CAK QM *(HASH, SA, NON, ID, ID to 10.48.66.109

52 17:08:56.653 01/25/2002 Sev=Info/5 I KE/ 0x43000055
Received a key request fromDriver for |P address 10.10.10. 255,
GW 1P = 10. 48. 66. 109

53 17:08: 56. 653 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP CAK QM *(HASH, SA, NON, ID, ID to 10.48.66.109

54 17:08:56.663 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

55 17:08: 56. 663 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP QAK | NFO *( HASH, NOTI FY: STATUS_RESP_LI FETI ME)
from 10. 48. 66. 109

56 17:08:56.663 01/25/2002 Sev=Info/5 | KE/ 0x43000044
RESPONDER- LI FETI ME notify has val ue of 86400 seconds

57 17:08:56.663 01/25/2002 Sev=Info/5 | KE/ 0x43000046
This SA has already been alive for 6 seconds, setting expiry
to 86394 seconds from now

58 17:08:56.666 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

59 17:08: 56. 666 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, ID,
NOTI FY: STATUS_RESP_LI FETI ME) from 10. 48. 66. 109

60 17:08:56.667 01/25/2002 Sev=Info/5 | KE/ 0x43000044
RESPONDER- LI FETI ME notify has val ue of 28800 seconds

61 17:08: 56. 667 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP CAK QM *(HASH) to 10.48.66.109

62 17:08:56.667 01/25/2002 Sev=Info/5 I KE/ 0x43000058
Loadi ng | Psec SA (Message | D = 0x4CEF4B32 OUTBOUND SPI =
Ox5EAD41F5 | NBOUND SPI = OxE66C759A)

63 17:08: 56. 668 01/25/2002 Sev=Info/5 | KE/ 0x43000025
Loaded OUTBCOUND ESP SPI: Ox5EAD41F5

64 17:08: 56.669 01/25/2002 Sev=Info/5 | KE/ 0x43000026
Loaded | NBOUND ESP SPI: OxE66C759A

65 17:08:56.669 01/25/2002 Sev=Infol4 CM 0x4310001A



One secure connection established

66 17:08:56.674 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

67 17:08:56.675 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, ID,
NOTI FY: STATUS_RESP_LI FETI ME) from 10. 48. 66. 109

68 17:08:56.675 01/25/2002 Sev=Info/5 I KE/ 0x43000044
RESPONDER- LI FETI ME notify has val ue of 28800 seconds

69 17:08:56.675 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP CAK QM *(HASH) to 10.48.66.109

70 17:08:56.675 01/25/2002 Sev=Info/5 | KE/ 0x43000058
Loadi ng | Psec SA (Message | D = 0x88E9321A OQUTBOUND SPI =
0x333B4239 | NBOUND SPI = 0x6B040746)

71 17:08:56.677 01/25/2002 Sev=Infol/5 | KE/ 0x43000025
Loaded OUTBOUND ESP SPI: 0x333B4239

72 17:08:56.677 01/25/2002 Sev=Infol/5 | KE/ 0x43000026
Loaded | NBOUND ESP SPI: 0x6B040746

73 17:08:56.678 01/25/2002 Sev=Infol/4 CM 0x43100022
Addi ti onal Phase 2 SA established.

74 17:08:57. 752 01/25/2002 Sev=Infol4 | PSEC/ 0x43700014

Del eted all keys

75 17:08:57. 752 01/25/2002 Sev=Infol4 | PSEC/ 0x43700010

Created a new key structure

76 17:08:57. 752 01/25/2002 Sev=Infol4 | PSEC/ 0x4370000F

Added key with SPlI =0x5ead41f5 into key |i st

77 17:08:57. 753 01/25/2002 Sev=Infol4 | PSEC/ 0x43700010

Created a new key structure

78 17:08:57. 753 01/25/2002 Sev=Infol4 | PSEC/ 0x4370000F

Added key with SPlI =0xe66c759a into key |ist

79 17:08:57. 754 01/25/2002 Sev=Infol4 | PSEC/ 0x43700010

Created a new key structure

80 17:08:57. 754 01/25/2002 Sev=Infol4 | PSEC/ 0x4370000F

Added key with SPI =0x333b4239 into key list

81 17:08:57. 754 01/25/2002 Sev=Infol4 | PSEC/ 0x43700010

Created a new key structure

82 17:08:57. 755 01/25/2002 Sev=Infol4 | PSEC/ 0x4370000F

Added key with SPlI =0x6b040746 into key |i st

83 17:09: 13. 752 01/25/2002 Sev=Info/6 | KE/ 0x4300003D
Sendi ng DPD request to 10.48.66.109, seg# = 2948297981

84 17:09: 13. 752 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK | NFO *( HASH, NOTI FY: DPD_REQUEST)
to 10.48. 66. 109

85 17:09: 13. 758 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109



86 17:09: 13. 758 01/25/2002 Sev=Infol4 | KE/ 0x43000014
RECEI VI NG <<< | SAKMP QAK | NFO *(HASH, NOTI FY: DPD_ACK)
from 10. 48. 66. 109

87 17:09:13.759 01/25/2002 Sev=Info/5 | KE/ 0x4300003F
Recei ved DPD ACK from 10. 48. 66. 109, seq# recei ved = 2948297981,
seq# expected = 2948297981

debug on the client when di sconnecting

88 17:09: 16.366 01/25/2002 Sev=Info/4 CL1/ 0x43900002
Started vpnclient:

Cisco Systems VPN Client Version 3.5 (Rel)

Copyright (C) 1998-2001 Cisco Systens, Inc. Al Rights Reserved.
Client Type(s): Solaris

Runni ng on: Sun0OS 5.6 Generic_105181-11 sun4u

89 17:09: 16. 367 01/25/2002 Sev=Infol/4 CM 0x4310000A
Secure connections term nated

90 17:09: 16.367 01/25/2002 Sev=Infol/5 | KE/ 0x43000018
Del eting | Psec SA: (OUTBOUND SPI = 333B4239 | NBOUND SPI = 6B040746)

91 17:09: 16. 368 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK | NFO *(HASH, DEL) to 10.48.66.109

92 17:09: 16.369 01/25/2002 Sev=Infol/5 | KE/ 0x43000018
Del eting | Psec SA: (OUTBOUND SPI = 5EAD41F5 | NBOUND SPI = E66C759A)

93 17:09: 16.369 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK | NFO *(HASH, DEL) to 10.48.66.109

94 17:09: 16.370 01/25/2002 Sev=Infol4 | KE/ 0x43000013
SENDI NG >>> | SAKMP QAK | NFO *(HASH, DEL) to 10.48.66.109

95 17:09: 16.371 01/25/2002 Sev=Infol/4 CM 0x43100013
Phase 1 SA del eted cause by DEL_REASON RESET_SADB.
0 Phase 1 SA currently in the system

96 17:09: 16.371 01/25/2002 Sev=Info/5 CM 0x43100029
Initializing CVPNDrv

97 17:09:16. 371 01/25/2002 Sev=Info/6 CM 0x43100035
Tunnel to headend devi ce 10.48. 66. 109 di sconnect ed:
duration: 0 days 0:0:20

98 17:09: 16.375 01/25/2002 Sev=Info/5 CM 0x43100029
Initializing CVPNDrv

99 17:09: 16. 377 01/25/2002 Sev=Info/5 | KE/ 0x4300002F
Recei ved | SAKMP packet: peer = 10.48.66. 109

100 17:09: 16. 377 01/25/2002 Sev=Warning/2 |KE 0x83000061
Attenpted incom ng connection from 10. 48. 66. 109. | nbound
connections are not allowed.

101 17:09: 17.372 01/25/ 2002 Sev=Infol/4 | PSEC/ 0x43700013
Del ete internal key with SPl =0x6b040746

102 17:09: 17.372 01/25/ 2002 Sev=Infol/4 | PSEC/ 0x43700013
Del ete internal key with SPl=0x333b4239



103 17:09: 17.373 01/25/2002 Sev=Infol4 | PSEC/ 0x43700013

Del ete internal

key w th SPlI =0xe66c759a

104 17:09: 17.373 01/25/2002 Sev=Infol4 | PSEC/ 0x43700013

Del ete internal

key w th SPlI =Ox5ead41f5

105 17:09: 17.373 01/25/2002 Sev=Infol4 | PSEC/ 0x43700014

Del eted all

106 17:09: 17. 374
| PSec driver already

107 17:09:17. 374

Del eted all

108 17:09: 17. 375
| PSec driver already

109 17:09:17. 375

Del eted all

110 17:09: 17. 375
| PSec driver already

111 17:09:17. 376

Del eted all

VPNE#ERER TR

01/ 25/ 2002 Sev=Infol/4 | PSEC/ 0x43700009
started
01/ 25/ 2002 Sev=Infol/4 | PSEC/ 0x43700014
01/ 25/ 2002 Sev=Infol/4 | PSEC/ 0x43700009
started
01/ 25/ 2002 Sev=Infol/4 | PSEC/ 0x43700014
01/ 25/ 2002 Sev=Infol/4 | PSEC/ 0x43700009
started
01/ 25/ 2002 Sev=Infol/4 | PSEC/ 0x43700014

i##£Configuration > System > Events > Classes , A7E 84 S4B R K BEFFERLL TR,

. AUTH —

FOERBEM1-13

- IKE — HEEB&EM1-6
- IPSEC — BB EM1-6

Ths sechon lets you configure special handling of specific event classes.

Clicle the fSdd button to add an event clazs, or gelect an event clasz and ehele Mod

Cliclk here to confipure peneral svent parameters

Configured
Event Classes  Actions

IKE

IPSEC Add
Modity
Dielete

& 0] LAiE 1832 EMonitoring > Event Log R #&4% B &6,

HHEE A
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