
在具有VPN客戶端3.5版及更高版本的Cisco VPN
3000集中器上配置IPSec over TCP 
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簡介

本文說明如何設定透過傳輸控制通訊協定(TCP)的IP安全(IPSec)。 這使VPN客戶端能夠在標準封裝
安全協定（ESP，協定50）或Internet金鑰交換(IKE，使用者資料包協定(UDP)500)無法運行或只能
修改現有防火牆規則的環境中運行。IPSec over TCP將IKE和IPSec通訊協定封裝在TCP封包中，並
透過網路位址轉譯(NAT)和連線埠位址轉譯(PAT)裝置和防火牆啟用安全通道。

注意：IPSec over TCP不適用於基於代理的防火牆。

IPSec over TCP可與VPN軟體客戶端和VPN 3002硬體客戶端配合使用。它只是客戶端到集中器的
功能。它不適用於LAN到LAN連線。

VPN 3000 Concentrator可以根據其交換資料的客戶端同時支援標準IPSec、IPSec over TCP和
IPSec over UDP。

VPN 3002硬體客戶端一次支援一個隧道，可以使用標準IPSec、IPSec over TCP或IPSec over
UDP進行連線。

必要條件

需求

應配置VPN 3000集中器的公共介面。只有乙太網2上的公共介面支援IPSec over TCP。有關詳細資
訊，請參閱Cisco VPN客戶端發行說明。

//www.cisco.com/en/US/products/sw/secursw/ps2308/prod_release_notes_list.html


採用元件

本文中的資訊係根據以下軟體和硬體版本：

VPN 3000 Concentrator版本3.5或更高版本●

VPN客戶端3.5版或更高版本●

本文中的資訊是根據特定實驗室環境內的裝置所建立。文中使用到的所有裝置皆從已清除（預設
）的組態來啟動。如果您的網路正在作用，請確保您已瞭解任何指令可能造成的影響。

慣例

如需文件慣例的詳細資訊，請參閱思科技術提示慣例。

配置VPN 3000 Concentrator

逐步說明

完成以下步驟以配置VPN 3000集中器。

轉至Configuration > User Management > Groups > Add Group，然後在VPN集中器上建立組
名和密碼。完成時按一下Add。

1.

如果使用者在3.5之前的VPN客戶端版本上使用同一組，或者如果您在VPN客戶端上使用IPSec
over UDP，請在「客戶端配置」頁籤下選擇IPSec over UDP。

2.

//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml


前往Configuration > User Management > Users > Modify esupport。如果使用內部身份驗證
，請建立使用者以對組進行身份驗證。然後將使用者分配給該組。

3.

轉至Configuration > Tunneling and Security > NAT Transparency，然後選擇IPsec over
TCP選項輸入最多10個埠，使用逗號分隔埠。您無需使用空格。預設埠為10,000。範圍為1到
65,635。如果您輸入公認連線埠(例如連線埠80(HTTP)或連線埠443(HTTPS))，系統會顯示一
則警告，說明與該連線埠相關聯的通訊協定在公共介面上不再有效。結果是，您不能再使用瀏
覽器通過公共介面來管理VPN 3000集中器。要解決此問題，請將HTTP/HTTPS管理重新配置
為不同的埠。您必須在VPN客戶端以及VPN集中器上配置TCP埠。客戶端配置必須至少包含此
處為VPN集中器設定的埠之一。

4.



配置VPN客戶端

完成以下步驟以配置VPN客戶端。

前往選項 > 屬性。在General頁籤下，選中Enable Transparent Tunneling，然後選擇Use
IPSec over TCP(NAT/PAT/Firewall)。

1.

在Authentication頁籤下，在客戶端上配置組名稱和密碼。2.



檢驗VPN 3000集中器上的連線

VPN 3000 Concentrator上的Monitoring > Sessions區域驗證具有相同組IPSec over TCP和IPSec
over UDP的使用者連線。



疑難排解

本節提供的資訊可用於對組態進行疑難排解。

疑難排解指令

輸出直譯器工具(僅供註冊客戶使用)支援某些show命令，此工具可讓您檢視show命令輸出的分析。

注意：發出debug指令之前，請先參閱有關Debug指令的重要資訊。

在Configuration > System > Events > Classes下，為級別1至13啟用AUTH、AUTHDBG、
AUTHDECODE、IKE、IKEDBG、IKEDECODE、IPSEC、IPSECDBG、IPSECDECODE的調試
。

1203 12/05/2001 11:40:54.220 SEV=9 IKEDBG/0 RPT=5347 172.18.124.241

Group [rtpvpn] User [esupporttcp]

processing SA payload

1204 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5035 172.18.124.241

SA Payload Decode :

DOI : IPSEC (1)

Situation : Identity Only (1)

Length : 696

1207 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5036 172.18.124.241

Proposal Decode:

Proposal # : 1

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1211 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5037 172.18.124.241

Transform # 1 Decode for Proposal # 1:

https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml


Transform # : 1

Transform ID : Triple-DES (3)

Length : 28

1213 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5038 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm: MD5 (1)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1216 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5039 172.18.124.241

Proposal Decode:

Proposal # : 1

Protocol ID : IPCOMP (4)

#of Transforms: 1

Spi : 5D 82

Length : 34

1220 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5040 172.18.124.241

Transform # 1 Decode for Proposal # 1:

Transform # : 1

Transform ID : LZS (3)

Length : 24

1222 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5041 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1224 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5042 172.18.124.241

Proposal Decode:

Proposal # : 2

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1228 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5043 172.18.124.241

Transform # 1 Decode for Proposal # 2:

Transform # : 1

Transform ID : Triple-DES (3)

Length : 28

1230 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5044 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm: SHA (2)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1233 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5045 172.18.124.241

Proposal Decode:

Proposal # : 2

Protocol ID : IPCOMP (4)

#of Transforms: 1

Spi : D8 44

Length : 34

1237 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5046 172.18.124.241

Transform # 1 Decode for Proposal # 2:

Transform # : 1

Transform ID : LZS (3)

Length : 24

1239 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5047 172.18.124.241



Phase 2 SA Attribute Decode for Transform # 1:

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1241 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5048 172.18.124.241

Proposal Decode:

Proposal # : 3

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1245 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5049 172.18.124.241

Transform # 1 Decode for Proposal # 3:

Transform # : 1

Transform ID : Triple-DES (3)

Length : 28

1247 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5050 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm: MD5 (1)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1250 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5051 172.18.124.241

Proposal Decode:

Proposal # : 4

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1254 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5052 172.18.124.241

Transform # 1 Decode for Proposal # 4:

Transform # : 1

Transform ID : Triple-DES (3)

Length : 28

1256 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5053 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm: SHA (2)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1259 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5054 172.18.124.241

Proposal Decode:

Proposal # : 5

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1263 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5055 172.18.124.241

Transform # 1 Decode for Proposal # 5:

Transform # : 1

Transform ID : DES-CBC (2)

Length : 28

1265 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5056 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm: MD5 (1)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds



1268 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5057 172.18.124.241

Proposal Decode:

Proposal # : 5

Protocol ID : IPCOMP (4)

#of Transforms: 1

Spi : 80 07

Length : 34

1272 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5058 172.18.124.241

Transform # 1 Decode for Proposal # 5:

Transform # : 1

Transform ID : LZS (3)

Length : 24

1274 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5059 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1276 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5060 172.18.124.241

Proposal Decode:

Proposal # : 6

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1280 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5061 172.18.124.241

Transform # 1 Decode for Proposal # 6:

Transform # : 1

Transform ID : DES-CBC (2)

Length : 28

1282 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5062 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm: SHA (2)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1285 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5063 172.18.124.241

Proposal Decode:

Proposal # : 6

Protocol ID : IPCOMP (4)

#of Transforms: 1

Spi : 1A D4

Length : 34

1289 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5064 172.18.124.241

Transform # 1 Decode for Proposal # 6:

Transform # : 1

Transform ID : LZS (3)

Length : 24

1291 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5065 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1293 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5066 172.18.124.241

Proposal Decode:

Proposal # : 7

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38



Length : 40

1297 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5067 172.18.124.241

Transform # 1 Decode for Proposal # 7:

Transform # : 1

Transform ID : DES-CBC (2)

Length : 28

1299 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5068 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm: MD5 (1)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1302 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5069 172.18.124.241

Proposal Decode:

Proposal # : 8

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1306 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5070 172.18.124.241

Transform # 1 Decode for Proposal # 8:

Transform # : 1

Transform ID : DES-CBC (2)

Length : 28

1308 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5071 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm: SHA (2)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1311 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5072 172.18.124.241

Proposal Decode:

Proposal # : 9

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1315 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5073 172.18.124.241

Transform # 1 Decode for Proposal # 9:

Transform # : 1

Transform ID : NULL (11)

Length : 28

1317 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5074 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm: MD5 (1)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1320 12/05/2001 11:40:54.220 SEV=8 IKEDECODE/0 RPT=5075 172.18.124.241

Proposal Decode:

Proposal # : 9

Protocol ID : IPCOMP (4)

#of Transforms: 1

Spi : 7B 9B

Length : 34

1324 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5076 172.18.124.241

Transform # 1 Decode for Proposal # 9:



Transform # : 1

Transform ID : LZS (3)

Length : 24

1326 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5077 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1328 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5078 172.18.124.241

Proposal Decode:

Proposal # : 10

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1332 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5079 172.18.124.241

Transform # 1 Decode for Proposal # 10:

Transform # : 1

Transform ID : NULL (11)

Length : 28

1334 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5080 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm: SHA (2)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1337 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5081 172.18.124.241

Proposal Decode:

Proposal # : 10

Protocol ID : IPCOMP (4)

#of Transforms: 1

Spi : 79 45

Length : 34

1341 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5082 172.18.124.241

Transform # 1 Decode for Proposal # 10:

Transform # : 1

Transform ID : LZS (3)

Length : 24

1343 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5083 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1345 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5084 172.18.124.241

Proposal Decode:

Proposal # : 11

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1349 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5085 172.18.124.241

Transform # 1 Decode for Proposal # 11:

Transform # : 1

Transform ID : NULL (11)

Length : 28

1351 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5086 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:



HMAC Algorithm: MD5 (1)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1354 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5087 172.18.124.241

Proposal Decode:

Proposal # : 12

Protocol ID : ESP (3)

#of Transforms: 1

Spi : 98 79 D2 38

Length : 40

1358 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5088 172.18.124.241

Transform # 1 Decode for Proposal # 12:

Transform # : 1

Transform ID : NULL (11)

Length : 28

1360 12/05/2001 11:40:54.230 SEV=8 IKEDECODE/0 RPT=5089 172.18.124.241

Phase 2 SA Attribute Decode for Transform # 1:

HMAC Algorithm: SHA (2)

Encapsulation : Tunnel (1)

Life Time : 2147483 seconds

1363 12/05/2001 11:40:54.230 SEV=9 IKEDBG/1 RPT=666 172.18.124.241

Group [rtpvpn] User [esupporttcp]

processing nonce payload

1364 12/05/2001 11:40:54.230 SEV=9 IKEDBG/1 RPT=667 172.18.124.241

Group [rtpvpn] User [esupporttcp]

Processing ID

1365 12/05/2001 11:40:54.230 SEV=12 IKEDECODE/11 RPT=115

ID_IPV4_ADDR ID received

172.18.124.217

1366 12/05/2001 11:40:54.230 SEV=5 IKE/25 RPT=58 172.18.124.241

Group [rtpvpn] User [esupporttcp]

Received remote Proxy Host data in ID Payload:

Address 172.18.124.217, Protocol 0, Port 0

1369 12/05/2001 11:40:54.230 SEV=9 IKEDBG/1 RPT=668 172.18.124.241

Group [rtpvpn] User [esupporttcp]

Processing ID

1370 12/05/2001 11:40:54.230 SEV=12 IKEDECODE/11 RPT=116

ID_IPV4_ADDR_SUBNET ID received

0.0.0.0

0.0.0.0

1371 12/05/2001 11:40:54.230 SEV=5 IKE/34 RPT=36 172.18.124.241

Group [rtpvpn] User [esupporttcp]

Received local IP Proxy Subnet data in ID Payload:

Address 0.0.0.0, Mask 0.0.0.0, Protocol 0, Port 0

1374 12/05/2001 11:40:54.230 SEV=5 IKE/66 RPT=58 172.18.124.241

Group [rtpvpn] User [esupporttcp]

IKE Remote Peer configured for SA: ESP-3DES-MD5

1376 12/05/2001 11:40:54.230 SEV=9 IKEDBG/0 RPT=5348 172.18.124.241

Group [rtpvpn] User [esupporttcp]

processing IPSEC SA

1377 12/05/2001 11:40:54.230 SEV=12 IKEDECODE/0 RPT=5090



IKE Decode of received SA attributes follows:

0000: 80050001 80040001 80010001 00020004 ................

0010: 0020C49B . ..

1380 12/05/2001 11:40:54.230 SEV=12 IKEDECODE/0 RPT=5091

IKE Decode of received SA attributes follows:

0000: 80050002 80040001 80010001 00020004 ................

0010: 0020C49B . ..

1383 12/05/2001 11:40:54.230 SEV=8 IKEDBG/0 RPT=5349

Proposal # 2, Transform # 1, Type ESP, Id Triple-DES

Parsing received transform:

Phase 2 failure:

Mismatched attr types for class HMAC Algorithm:

Rcv'd: SHA

Cfg'd: MD5

1387 12/05/2001 11:40:54.230 SEV=12 IKEDECODE/0 RPT=5092

IKE Decode of received SA attributes follows:

0000: 80050001 80040001 80010001 00020004 ................

0010: 0020C49B . ..

1390 12/05/2001 11:40:54.230 SEV=7 IKEDBG/27 RPT=58 172.18.124.241

Group [rtpvpn] User [esupporttcp]

IPSec SA Proposal # 3, Transform # 1 acceptable

1392 12/05/2001 11:40:54.230 SEV=7 IKEDBG/0 RPT=5350 172.18.124.241

Group [rtpvpn] User [esupporttcp]

IKE: requesting SPI!

1393 12/05/2001 11:40:54.230 SEV=9 IPSECDBG/6 RPT=282

IPSEC key message parse - msgtype 6, len 200, vers 1, pid 00000000,

seq 58, err 0, type 2, mode 0, state 32, label 0, pad 0,

spi 00000000, encrKeyLen 0, hashKeyLen 0, ivlen 0, alg 0,

hmacAlg 0, lifetype 0, lifetime1 707832, lifetime2 0, dsId 300

1397 12/05/2001 11:40:54.230 SEV=9 IPSECDBG/1 RPT=1062

Processing KEY_GETSPI msg!

1398 12/05/2001 11:40:54.230 SEV=7 IPSECDBG/13 RPT=58

Reserved SPI 1889854019

1399 12/05/2001 11:40:54.230 SEV=8 IKEDBG/6 RPT=58

IKE got SPI from key engine: SPI = 0x70a4e243

1400 12/05/2001 11:40:54.230 SEV=9 IKEDBG/0 RPT=5351 172.18.124.241

Group [rtpvpn] User [esupporttcp]

oakley constucting quick mode

1401 12/05/2001 11:40:54.230 SEV=9 IKEDBG/0 RPT=5352 172.18.124.241

Group [rtpvpn] User [esupporttcp]

constructing blank hash

1402 12/05/2001 11:40:54.230 SEV=9 IKEDBG/0 RPT=5353 172.18.124.241

Group [rtpvpn] User [esupporttcp]

constructing ISA_SA for ipsec

1403 12/05/2001 11:40:54.230 SEV=9 IKEDBG/1 RPT=669 172.18.124.241

Group [rtpvpn] User [esupporttcp]

constructing ipsec nonce payload

1404 12/05/2001 11:40:54.230 SEV=9 IKEDBG/1 RPT=670 172.18.124.241

Group [rtpvpn] User [esupporttcp]

constructing proxy ID



1405 12/05/2001 11:40:54.230 SEV=7 IKEDBG/0 RPT=5354 172.18.124.241

Group [rtpvpn] User [esupporttcp]

Transmitting Proxy Id:

Remote host: 172.18.124.217 Protocol 0 Port 0

Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol 0 Port 0

1409 12/05/2001 11:40:54.230 SEV=9 IKEDBG/0 RPT=5355 172.18.124.241

Group [rtpvpn] User [esupporttcp]

constructing qm hash

1410 12/05/2001 11:40:54.240 SEV=12 IKEDECODE/5 RPT=58

IKE Responder sending 2nd QM pkt: msg id = f2a6ce35

1411 12/05/2001 11:40:54.240 SEV=8 IKEDBG/0 RPT=5356 172.18.124.241

SENDING Message (msgid=f2a6ce35) with payloads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)

... total length : 152

1414 12/05/2001 11:40:54.250 SEV=8 IKEDECODE/0 RPT=5093 172.18.124.241

ISAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): E7 AC CD 06 A6 74 A7 1A

Responder Cookie(8): 98 3B 37 97 CA 06 BC 18

Next Payload : HASH (8)

Exchange Type : Oakley Quick Mode

Flags : 1 (ENCRYPT )

Message ID : f2a6ce35

Length : 52

1421 12/05/2001 11:40:54.250 SEV=8 IKEDBG/0 RPT=5357 172.18.124.241

RECEIVED Message (msgid=f2a6ce35) with payloads :

HDR + HASH (8) + NONE (0) ... total length : 48

1423 12/05/2001 11:40:54.250 SEV=9 IKEDBG/0 RPT=5358 172.18.124.241

Group [rtpvpn] User [esupporttcp]

processing hash

1424 12/05/2001 11:40:54.250 SEV=9 IKEDBG/0 RPT=5359 172.18.124.241

Group [rtpvpn] User [esupporttcp]

loading all IPSEC SAs

1425 12/05/2001 11:40:54.250 SEV=9 IKEDBG/1 RPT=671 172.18.124.241

Group [rtpvpn] User [esupporttcp]

Generating Quick Mode Key!

1426 12/05/2001 11:40:54.260 SEV=9 IKEDBG/1 RPT=672 172.18.124.241

Group [rtpvpn] User [esupporttcp]

Generating Quick Mode Key!

1427 12/05/2001 11:40:54.260 SEV=7 IKEDBG/0 RPT=5360 172.18.124.241

Group [rtpvpn] User [esupporttcp]

Loading subnet:

Dst: 0.0.0.0 mask: 0.0.0.0

Src: 172.18.124.217

1429 12/05/2001 11:40:54.260 SEV=4 IKE/49 RPT=58 172.18.124.241

Group [rtpvpn] User [esupporttcp]

Security negotiation complete for User (esupporttcp)

Responder, Inbound SPI = 0x70a4e243, Outbound SPI = 0x9879d238

1432 12/05/2001 11:40:54.260 SEV=9 IPSECDBG/6 RPT=283

IPSEC key message parse - msgtype 1, len 620, vers 1, pid 00000000,

seq 0, err 0, type 2, mode 1, state 64, label 0, pad 0,

spi 9879d238, encrKeyLen 24, hashKeyLen 16, ivlen 8, alg 2,



hmacAlg 3, lifetype 0, lifetime1 707832, lifetime2 0, dsId 0

1436 12/05/2001 11:40:54.260 SEV=9 IPSECDBG/1 RPT=1063

Processing KEY_ADD msg!

1437 12/05/2001 11:40:54.260 SEV=9 IPSECDBG/1 RPT=1064

key_msghdr2secassoc(): Enter

1438 12/05/2001 11:40:54.260 SEV=7 IPSECDBG/1 RPT=1065

No USER filter configured

1439 12/05/2001 11:40:54.260 SEV=9 IPSECDBG/1 RPT=1066

KeyProcessAdd: Enter

1440 12/05/2001 11:40:54.260 SEV=8 IPSECDBG/1 RPT=1067

KeyProcessAdd: Adding outbound SA

1441 12/05/2001 11:40:54.260 SEV=8 IPSECDBG/1 RPT=1068

KeyProcessAdd: src 0.0.0.0 mask 255.255.255.255, dst

172.18.124.217 mask 0.0.0.0

1442 12/05/2001 11:40:54.260 SEV=8 IPSECDBG/1 RPT=1069

KeyProcessAdd: FilterIpsecAddIkeSa success

1443 12/05/2001 11:40:54.260 SEV=9 IPSECDBG/6 RPT=284

IPSEC key message parse - msgtype 3, len 334, vers 1, pid 00000000,

seq 0, err 0, type 2, mode 1, state 32, label 0, pad 0,

spi 70a4e243, encrKeyLen 24, hashKeyLen 16, ivlen 8, alg 2,

hmacAlg 3, lifetype 0, lifetime1 707832, lifetime2 0, dsId 0

1447 12/05/2001 11:40:54.260 SEV=9 IPSECDBG/1 RPT=1070

Processing KEY_UPDATE msg!

1448 12/05/2001 11:40:54.260 SEV=9 IPSECDBG/1 RPT=1071

Update inbound SA addresses

1449 12/05/2001 11:40:54.260 SEV=9 IPSECDBG/1 RPT=1072

key_msghdr2secassoc(): Enter

1450 12/05/2001 11:40:54.260 SEV=7 IPSECDBG/1 RPT=1073

No USER filter configured

1451 12/05/2001 11:40:54.260 SEV=9 IPSECDBG/1 RPT=1074

KeyProcessUpdate: Enter

1452 12/05/2001 11:40:54.260 SEV=8 IPSECDBG/1 RPT=1075

KeyProcessUpdate: success

1453 12/05/2001 11:40:54.260 SEV=8 IKEDBG/7 RPT=58

IKE got a KEY_ADD msg for SA: SPI = 0x9879d238

1454 12/05/2001 11:40:54.260 SEV=8 IKEDBG/0 RPT=5361

pitcher: rcv KEY_UPDATE, spi 0x70a4e243

1455 12/05/2001 11:40:54.260 SEV=4 IKE/120 RPT=58

172.18.124.241

Group [rtpvpn] User [esupporttcp]

PHASE 2 COMPLETED (msgid=f2a6ce35)

1456 12/05/2001 11:40:55.120 SEV=7 IPSECDBG/1 RPT=1076

IPSec Inbound SA has received data!

1457 12/05/2001 11:40:55.120 SEV=8 IKEDBG/0 RPT=5362

pitcher: recv KEY_SA_ACTIVE spi 0x709e5f39



   

1458 12/05/2001 11:40:55.120 SEV=8 IKEDBG/0 RPT=5363

KEY_SA_ACTIVE no old rekey centry found with new spi

0x709e5f39, mess_id 0x0

相關資訊

Cisco VPN 3000系列集中器支援頁面●

Cisco VPN使用者端支援頁面●

IPSec支援頁面●

技術支援與文件 - Cisco Systems●
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