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A Web policy i made up of rulesets and rulesets are made up of rules. A rule determines how Umbrella’s various securities pratect your organization’s identities. This security proteetion includes
configuratians that control access ta intemat destinations. A rule can then be applied to a subset of those rulesat identites. A rulesat can include all of & subset of all of your organization's identities.
are evaluated in descending order and apply their action when the identity and destination match, and when any rule conditions, such as time of day or week, are met. Click Add to add and configure
Management now rubiset to your organization’s Web policy, For mone infarmation about Web policies, niliesets, and rules, see Urnbrellas Holp,

Block Threats and Socia T . X - ~

Addarule g

y Components b

Click “..." to
expand rule setting

Edit a rule
1 Markiting Access to Socia, o Allow 1 AD Group, 2 Applications Any Day, Any Tirme
Al AD Groups
2 Block Games/Sacial © Block " Nﬂww: 2 Categories Mon-Fri 09:00-17:00

DELETE RULE

A Ruloset Settings

Fuieset settings affect the nies within the rueset and are not applied globally throughout your Wb policy, Various settings listed must be configured through their respective

3. B THLBESF |, ABEiEZEAllow, Warn, BlockZIsolatefor,

Ruleset Rules

Priority Rule Name Rula Action Identities Destinations Rule Configuration
Any Day, Any Time
Rule 1 @ Block A Mo Select.lons Mo Selec?lon_s Ch angg schedule . . e
Add Identity Add Destination Mo additional configuration

applied
@ Allow - Security Enforced PP

Allow: | rul i iti C t
ows selected ruleset identities access to Any Day, Any Time

destinations unless Umbrella detects a

| Content Warn Sites ) Mo additional configuration R
security issue. "
applied
Warn ;
. N Any Day, Any Time
2 Allowed Sites Wams salected ruleset identities befora jed ... Mo additional configuration i
allowing access to destinations. applied
@ Block Any Day, Any Time
13 Security Block Blocks selected ruleset identitias from Mo additional configuration .
accessing destinations. applied
Isolate Any Day, Any Time
4 $ECI—II‘iIY Block - Apps Isolates salected rulesat identities' web plied ... Mo additional cunfigura‘tian :

requasts in a virtual cloud-based browser,

applied
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1 AD Group... 2 Applications ... Any Day, Any Time CARGEL ‘SR i.

I Marketing Ac to So.. O Allow ~
: b e Edit Identity Edit Destination Change Schedule
Owvemride Security
All AD Groups
¥ lock ial Block ies ... Mon-Fri 09:00-17:
2 Block Games/Socia @ Bloc Al iiatainiics 2 Categories on-Fri 09:00 00

4 Ruleset Settings
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