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NMREREERBUNBRBERT Fin , AREDEH TR, EFET , FRTUTERE

Windows

1. MRFERABR2IXNRAE , FFHTHZEHE PR , MARETAERZEHRER.
2. BERKEIEE DB Umbrella Roaming ClientE <.



3. Rt g MRERHE, BEERRRun Diagnostic Tool iV iE#E,

macOS

1. fRIBE M R — T Umbrella Roaming Client® R
2. RSB IRERE, &— TKIFRRRun Diagnostic Tool#ViE#E

Cisco AnyConnect Umbrella’g #1848

¥ Cisco AnyConnect Umbrellai@iziE#H , A& S EETMME TR : AnyConnect Diagnostics
and Reporting Tool(DART)#IRoaming Client Umbrella Diagnostic tool ( /@ HEZFiwZE TR )

Windows

B —XFHIERBEST

1. f§ Ak & HBICisco AnyConnectZ £ BB &
DART,

2. BTN RUTNENDEHITE : C:\Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility
Client\UmbrellaDiagnostic.exe

macOS
1. EAWE B BECisco AnyConnectZ £ BB E S gt in N B A RS HEBRE A — XA EREBIEST
DART,

2. BTNAUTNENZEHITE ! /opt/cisco/anyconnect/bin/UmbrellaDiagnostic.app
3. ng*?i? ?ﬁ?ﬁ/opt/ci sco/anyconnect/umbrel | a/data/beacon-logs/service/acumbrellacore* ?&%@ijﬂ e

BRZ2ERERHEMRBERE

¥ Cisco Secure Client Umbrella Roamingt&#H , fFAE X EETMELE | DARTHIEER F in
Umbrellai2 i T &,

Windows

1. AW E B FECisco AnyConnectZ £ B E Finin stV E AR BFEHBRE A — X PR BETT
DARTo
TR TEMZEHITRE ; c\Program Files (x86)\Cisco\Cisco Secure Client\UmbrellaDiagnostic.exe
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https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html#:~:text=DART%20is%20the%20AnyConnect%20Diagnostics,Assistance%20Center%20(TAC)%20analysis.
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html#:~:text=DART%20is%20the%20AnyConnect%20Diagnostics,Assistance%20Center%20(TAC)%20analysis.
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html#:~:text=DART%20is%20the%20AnyConnect%20Diagnostics,Assistance%20Center%20(TAC)%20analysis.
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html#:~:text=DART%20is%20the%20AnyConnect%20Diagnostics,Assistance%20Center%20(TAC)%20analysis.
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html#:~:text=DART%20is%20the%20AnyConnect%20Diagnostics,Assistance%20Center%20(TAC)%20analysis.
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html#:~:text=DART%20is%20the%20AnyConnect%20Diagnostics,Assistance%20Center%20(TAC)%20analysis.

macOS

1. E AU EE B BACisco AnyConnectZ £ B E) & F ik sE 8 ) — X HERIAEST
DART,
2. lgﬁ'f_LTJ'AU\Tf_LEE’J %ﬂﬂ'ﬁ /opt/cisco/secureclient/bin/UmbrellaDiagnostic.app
3. H—r*?'-? m’-llopt/usco/securecllent/umbrelIa/data/beacon Iogs/serwce/ax:umbrellex:ore*m%*ggz | EE3%,
BIZETIE
ZZU%EFE%ﬁﬁ}xﬁ-ﬁ-ﬁlﬁ'ﬁjAnyConnect , AR R E’J:J‘—“Tiijb_f VEETE, THIEKE
DHTE®R A FS2RT— , R IAEENEXRE LETHXIE,

Microsoft Windows

- MRRKBERTEHNET 35, AIFAETUTHLEEERIAEKEEUmbrella®2
T EEXEFFEMMEEMNE, Jttis.J’ﬁﬁf“Jt.NET 3.5 o

macOS

Linux

- RETRANIE, FZ2EBXE "Umbrella Diagnostic Tool : ( REZPETE : ) 4 KR
REARIHER A,

£ Microsoft Windows LTI T E

EfAEERETZIRER , ERARIRFEF. RREFANSETAH. LEARMEN , BR
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https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5459-gather-information-for-basic-troubleshooting-on-cisco-anycon.html#:~:text=DART%20is%20the%20AnyConnect%20Diagnostics,Assistance%20Center%20(TAC)%20analysis.
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B! Umbrella Diagnostic v1.6.57 i L >

This tool will un a set of network diagnostics to assist in troubleshooting issues with the Umbrella
Roaming Client.  having connection problems, click the "Run tests” button and send the
resulting URL (or text file) ta your administrator, Run i=sis

Daomain to test optional): ||

Test Status:

Exit

7702129618580

1. BT IR BEEETAH.
2. TEHER T T X c:\Windows\tmp or C:\Users\

\AppData\L ocal\Temp\
. RE , LERTRMALBUMbrellaxx &,
AR, BE2021F3A31H , Windows EIEARA1 65 TERTEELE, BLE

ERBERUEHRZE,
P T EERET

fRDiagnosticRiEIT , FREMBEEN S SRIFHTHER

tracert 208.67.222.222

tracert 208.67.220.220

tracert api.opendns.com.

tracert bpb.opendns.com.

tracert block.opendns.com.

tracert hit-adult.opendns.com.

nslookup -timeout=10 -type=txt debug.opendns.com. 208.67.222.222

nslookup -timeout=10 -type=txt -port=5353 debug.opendns.com. 208.67.222.222
nslookup -timeout=10 -type=txt -port=443 debug.opendns.com. 208.67.222.222
nslookup -timeout=10 -type=txt debug.opendns.com.

ipconfig /all

systeminfo.exe



£ Apple macOSLIETRE TR

EFEAEENETRIER , cHBERIRFENA. EREANFETIE. LEARTEN , B2
MRBEHEHFHEEE , FFEHEBETE "Domain to test(ZRIFAE) . WAF,

OpenDMS Diagnostic v1.6.4

OpenDNS account (optional)

lcket # (optional):

Domainto t [optional):

Run tests

7702027945236

1. EETRIE , FEEETAR. IETHEEE-EREFETK.
2. REEE Ediagnostic_results.ixtiER, FERLEREEFUmbrellaxzi®,

FEETDERE
MREFEHETAR , FRURENDS

/usr/bin/dig +time=10 myip.opendns.com

/usr/sbin/traceroute -I -w 2 208.67.222.222
/usr/sbin/traceroute -I -w 208.67.220.220
/usr/sbin/traceroute -I -w 2 api.opendns.com
/usr/sbin/traceroute -I -w 2 bpb.opendns.com
/usr/sbin/traceroute -I -w 2 block.opendns.com

/usr/bin/dig @208.67.222.222 +time=10 debug.opendns.com txt
/usr/bin/dig @208.67.222.222 -p 5353 +time=10 debug.opendns.com txt
/usr/bin/dig +time=10 debug.opendns.com txt

/usr/bin/dig +time=10 whoami.akamai.net

/usr/bin/dig +time=10 whoami.ultradns.net

/usr/bin/dig @208.67.222.222 +time=10 myip.opendns.com
/usr/bin/dig @nsl-1.akamaitech.net +time=10 whoami.akamai.net
/usr/bin/dig @pdnsl.ultradns.net +time=10 whoami.ultradns.net

N NN



/usr/bin/nslookup -timeout=10 -class=chaos -type=txt hostname.bind. 4.2.2.1
/usr/bin/nslookup -timeout=10 -class=chaos -type=txt hostname.bind. 192.33.4.12
/usr/bin/nslookup -timeout=10 -class=chaos -type=txt hostname.bind. 204.61.216.4
ping -n 5 www.opendns.com (www.opendns.com)

ping -n 5 rtrl.pao.opendns.com
ping -n 5 rtrl.sea.opendns.com
ping -n 5 rtrl.lax.opendns.com
ping -n 5 rtrl.chi.opendns.com
ping -n 5 rtrl.nyc.opendns.com
ping -n 5 rtrl.lon.opendns.com
ping -n 5 rtrl.mia.opendns.com
ping -n 5 rtrl.sin.opendns.com
ping -n 5 rtrl.fra.opendns.com
ping -n 5 rtrl.hkg.opendns.com
ping -n 5 rtrl.ams.opendns.com
ping -n 5 rtrl.ber.opendns.com
ping -n 5 rtrl.cdg.opendns.com
ping -n 5 rtrl.cph.opendns.com
ping -n 5 rtrl.dfw.opendns.com
ping -n 5 rtrl.otp.opendns.com
ping -n 5 rtrl.prg.opendns.com
ping -n 5 rtrl.ash.opendns.com
ping -n 5 rtrl.wrw.opendns.com
ping -n 5 rtrl.syd.opendns.com
ping -n 5 rtrl.jnb.opendns.com
ping -n 5 rtrl.yyz.opendns.com
ping -n 5 rtrl.yvr.opendns.com
5

ping -n rtrl.nrt.opendns.com

/bin/ps wwaux

/sbin/ifconfig -a

/usr/sbin/scutil --dns

/usr/sbin/netstat -rn

/usr/bin/curl -Ls block.a.id.opendns.com/monitor.php
/usr/bin/curl -Ls -c /dev/null bpb.opendns.com/monitor/

ZELinux/Unix L IBfTEZ BT E

ERMALnu/UnxERNDEHET , FETRMUNG T , TEHIETENZEFRMABER

nslookup -type=txt debug.opendns.com.

nslookup -type=txt debug.opendns.com. 208.67.222.222

nslookup -type=txt debug.opendns.com. 208.67.222.222 -port=443
nslookup -type=txt debug.opendns.com. 208.67.222.222 -port=5353
traceroute 208.67.222.222

traceroute api.opendns.com.

traceroute bpb.opendns.com.

ifconfig

AR ES

MRZMERGAURABED , FETRENS T .



nslookup domain.com

nslookup domain.com 208.67.222.222
nslookup domain.com 208.67.220.220
nslookup domain.com 4.2.2.1
traceroute domain.com

RETEMEGTERNTOIEEBE, BNBERTERERRMEL , B8 "Umbrellas ZHIERT
%5?}§EH€E-- Eﬁ]o

anthony@ubunt fDesktop$ traceroute facebook.com
traceroute to facebook.com (173.252.110.27), 30 hops max, 60 byte packets
16.111.0.1 (16.111.8.1) 0.592 ms ]
67.215.78.49 (67.215.78.49) 4.552
ae®-130.rtri.sjc.opendns.com (67.215.78.5) 4.294 ms 4.241 ms 4.165 ms
te-8-1.car2.SanJosel.Level3.net (4.28.12.197) 7.745 ms 7.677 ms 7.613 ms
vliangd.cs anJosel.Level3.net (4.69.152.198) 67.319 ms 67.371 ms 67.293 ms
ae-81-81.ebrl.SanJosel.Level3.net (4.69.153.9) 67.219 ms ae-82-82.ebr2.Sanlosel.Level3.net (4.69.153.25) 66.177 ms 66.018 ms
oseS.Level3.net (4.69.148.141) 6 32 ms 65.221 ms ae-5-5.ebri.SanJoseS.Level3.net (4.69.148.137) 65.227 ms
se5.Level3.net (4.69.148.110) 65.174 ms ae-6-6.ebr2.LosAngelesl.Level3.net (4.69.148.201) 65.001 ms 65.001 m

[

0O~ O bW

3 .78) 65.961 ms 66.091 ms ae-6-6.ebr2.LosAngelesl.leveli.net (4.69.148.201) 65.354 ms
3-3.ebr3.Dallasi.Level3.net (4.69.132.78) 66.482 ms 65.498 ms 65.630 ms
* ae-181-101.ebri.Atlanta2.Level3.net (4.69.202.65) 65.977 ms

ae-102-1082.ebr2.Atlanta2.Level3.net (4.69.202.69) 66.475 ms ae-203-3603.edgeS5.Atlanta2.Level3.net (4.69.159.57) 64.874 ms ae-101
-181.ebri.Atlantaz.Level3.net (4.69.202.65) 65.185 ms
13 FACEBOOK-IN.edge5.Atlanta2.Level3.net (4. 5.46) 64.812 ms ae-183-3503.edge5.Atlanta2.Level3d.net (4.69.159.41) 65.022 ms FACEB
00K-IN.edgeS.Atlanta2.Level3.net (4.28.26.46) 65.280 ms
14 FACEBOOK-IN.edge5.Atlantaz.Level3.net (4.28.26.46) 64.829 ms ael.bboi.atli.tfbnw.net (74.119.78.214) 65.735 ms ae2.bbez.atl1.tfb
nw.net (2084.15.23.210) 65.588 ms
15 ae2.bb82.atll.tfbnw.net (264.15.23. 55.485 ms be26.bbo2.frc3.tfbnw.net (31.13.27.112) 73.276 ms ael6.bbe3.frc3.tfbnw.net (31
.13.27.110) 70.395 ms

be26.bbB1.fre3.tfbnw.net (31.13.27.118) 71.395 ms ae87.dr02.frcl.tfbnw.net (74.119.79.209) 71.616 ms ae88.dr02.frcl.tfbnw.net (1

3.252.64.189) 71.076 ms

ae88.dro3.frcl.tfbnw.net (173.252.64.191) 73.283 ms aeB89.dr02.frcl.tfbnw.net (173.252.65.95) 71.459 ms ae88.dr02.frcl.tfbnw.net
(173.252.64.189) 71.087 ms
1 E * % W
19 edge-star-shv-13-frcl.facebook.com (173.252.110.27) 70.928 ms 72.461 ms 7
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