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A[fECisco Umbrella SAMLZS#EE( "5E, > "S4BT > "SAMLL )P HREIEFZEHR.

Security Type Status

SAML Disabled

1. Choose SAML provider 2. OpenDNS Metadata 3. Upload Metadata

OpenDNS Metadata
For more information on how to do this, please view our SAML setup guides.

Option A: Copy and Paste
Copy this into your SAML provider's configuration

CAQIwgf8wHQYDVRAOBBYEFDrNb] TxppCIqDDpLx61xPqX8Uj+MIHPBgNVHSMEgccwgcSAFDrNbITxppCIgDDpLx61xPgX8U7j+0YGgpI
GAMIGaMQswCQYDVQQGEwIVUZETMBEGALUECBMKQZF saWZvemSpYTEWMBQGALUEBXMNUZ FUIEZYYWS jaXNjbzEQMA4GALUEChMHT3EB1b
kROUzEUMBIGALUECXMLRWSnaWS1ZXJpbmcxEzARBgNVBAMT CkOwZWSET1MgQ1gxITAfBgkqhkiGOWOBCQEWEMVuZySjeEBvcGVUZG5z
LriNvbY LJALzrHoOEB FKMAWGALUAEWQFMAMBAF 8WDQY JKoZIhveNAQEFBQADgGEBAApcp6PqcEMopi tp65x1oA1HOHQI sxePWF+TOkH
8sNE11AFCcRFVDIPQVGLVQfymadUfGRHB51Kr0sM+529nQgzkWXSnQLRA1RFFABGGASbIXxVv26xr/X148yRP1YVNPEvxMaonU++Uot
hxlcriZgX7ZYoxhRZXEcPqVLXaskAAHN@preupeQz2w8gxv/s+2E@NeZ9ehH2 fVIeHbKAY1TuC/RWkVfoN4VvDnzby5C56q]s4z1gTR
11jpkgltSTSixeFJOP/IdLKNalY8SM3USTnXcwWawMz tKznE+/b3W+bvmISFYG3z1025CY4aj8GMTLGLhdk4BB2QVpCH@z /xNk=
</ds:X5@9Certificate>

</ds :X5@9Data>

</ds:KeyInfo>

= fmd s KevNaerri ntar 4

Option B: Download XML File

& DOWNLOAD XML FILE

115001332488
[EAZERE R MCisco UmbrellafZ £

1. BEX A mEERPFBCisco Umbrella® B E R ( EARFEPTH ) LREXS509FE, BE
BAds:X509CertificateBi58 , LA/ds:X509Certificateft B — ER B EFE RETER,

2. # L FTIE R 3 7 ACiscoUmbrella.cer,

3. #x509F EE#H APKCS7 / PEM, #THWwSHNAZEETMEE , Bt S ASITIERE -
openssl x509 -in CiscoUmbrella.cer -out CiscoUmbrella.pem -outform PEM

4. ENetlQH , TETrusted Root T EXEINAM,

5. i #ENew > Browself fE A CiscoUmbrella.pem,

4]

Certificate name: CiscoUmbrella

()

@) Certificate data file (DER/PEM/PKCST)
Browse... | No file selected.
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1. B3| 54 R2T> NetlQ NAM,
2. Z—TEBME,
3. EENewl ¥ BLDAPE 14 :

CiscoUmbrellaAttributeSet

General IIHHHHHEI. Usage |

New | Delete

maps to Remote Attribute Attribute Value Encoding

[] Local Attribute
[] Ldap Attribute:userPrincipalName [LDAP Attribute Profile] <> Email Address Special characters encoded
[] Ldap Attribute:mail [LDAP Attribute Profile] <--> NamelD Special characters encoded

BV EEREREN

1. B Z|IDP General B, , AERIEESAML 2.0,
2. i#3#2Create New Trust Provider,

ldentity Servers §

IDP-Cluster
General « Local | Liberty « SAML 1.1

Trusted Providers| | Profiles

115000348788




CiscoUmbrella-S50

(o001 0 Metadata |
Trust | Attributes | Authentication Response | Intersite Transfer Service | Options

Name: CiscoUmbrella-SSO

Security
] Encrypt assertions ] Encrypt name identifiers

Certificate Revocation Check Periodicity: On Startup v -

— S0AP Back Channel Security Method
@ Message Signing
) Mutual SSL
) Basic Authentication

115000349827

3. RIELERIREMANBMY | REIZESend with Authentication, ¥R B ERHERE | EiZEPost
Binding, Persistent, TransientfUnspecified.

4. ZEFELDAPEM : Y [LDAPBHEER R WA HZATARE.
CiscoUmbrella-SSO

Configuration

Trust | Attributes | | Authentication Response| | Intersite Transfer Service | Options
Binding: Post -

Name |dentifier Format Default Value
[V Persistent () Automatically generated
W] Transient () Automatically generated
| E-mail () Ldap Attribute:userPrincipalName [LDAP Attribute Profile] ~
|| Kerberos ) <Not Specified> -
"] X509 ) <Not Specified> v
Unspecified @  Ldap Attribute:mail [LDAP Attribute Profile] -

Use proxied requests

] Include the Session Timeout attribute in the assertion
Assertion Validity 300 seconds

115000355688



5. Bfin B Configuration > Intersite Transfer Service, A& 1EE LR Cisco Umbrella SAMLEY &
| , A& Cisco Umbrella SSOE AURL#T8 & B 1% (https:/login.umbrella.com/sso).

CiscoUmbrella-SSO

Configuration
Trust | Attributes | Authentication Response | |Intersite Transfer Service

ID: CiscoUmbrella

Target: https://login.umbrella.com/sso
1 Atlow any target

115000356827

6. HI{¥Configuration > Options , A% 1&EKerberostEAFMEEH :

Identity Servers b IDP-Cluster p

CiscoUmbrella-SS0O

o= B Metadata

Trust | Attributes | Authentication Response | Intersite Transfer Service |

"] 0IOSAML Compliance

—Step Up Authentication contracts

Selected contracts: Available contracts:

Kerberos - Name/Password - Basic

@ Secure Name/Password - Basic
quickhelp
v Secure Name/Password - Form

[#][3]

115000356068

7. BB Cisco Umbrella Metadatatg R, #§EntityDescriptionifi{ivaldUntil B 8 31 58 3k & %l
, $51212020-12-10T20:50:59Z ( MEBEBEFTR ) o
8. IR [E E|NetlQ > Metadatait [E A EFHMZ R ERHER,


https://login.umbrella.com/sso

CiscoUmbrella-SS0

Configuration 0 <T-F150
| Edit | Certificates

Expiration date: December 10, 2020
Metadata |+| Reimport

= EntityDescriptor
validUntil = 2020-12-10T15:05:36Z
cacheDuration = PT6048005
entitylD = https://login.umbrella.com/sso
= SP550Descriptor
AuthnRequestsSigned = false
WantAssertionsSigned = false
protocolSupportEnumeration = urn:oasis:names:tc:SAML:2.0:protocol

— WA LY

115000357147

9. IETS #HWEE. Cisco UmbrelaiS EEZE
urn:oasis:names:tc: SAM L : 2.0: ac: classes: Passwor dProtected Transpor t

10. EELocal > Contracts , iZ##Secure Name/Password i #718 ZlAllowable ClassiB{y , A&
1|8 ERE

Requested By Do not specify -
Allowable Class itc:SAML: 2.0:ac:classes: PasswordProtectedTransport

If you add more than one X509 method, only the first one will be used and it will automatic
Methods: Available methods:

Secure Name/Password - Form - AD_Login

ﬂ chgpwd
=% |  kerberosMethod

i »

115000357247

M. EFSORBNFHEEBAUARREMHERERZFTN , AR THNtQEREHR,
12. EFATENRREREBCisco Umbrella "Hftl, SAMLEBEET, £3TRERELERER
BERWVE :



SAML

1. Choose SAML provider 2. Gisco Umbrella Metadata 4. Validate

Upload Metadata
For mere information eon how to do this, please view our SAML setup guides.

Configure Cisco Umbrella to work with your SAML provider by doing one of the two options.

Option A: Upload XML file

Choose File Mo file chosen

115001186107
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