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Backoff Settings

DNS Backoff Settings

Backoff Behind Virtual Appliance

Enabies the routing of DNS tratfic through the local netwerk if a vinual appiiance is detected. When disabled and a vinual appliance is detected, DNS vaffic is routed through Urnbneiia and web traffic is not
W Disabled

Customer Trusted Network

Enables the addition of a subdomain, which when detected results in all traffic to and from it bypassing Umbrella. Subdomain mus an [P address in t C: 2l ra
@) Eravied
Subdomiain
Protected Network Detection
Enables the detection by endpoints of Umbrella registered networks. When detected, Umbrella is ssed 2 points

Disabied

I AnyConnect Trusted Network Detection I

Enables: the detection by endpoins of Tusted networks. When cerecied, Umbrella is bypassed and the usted network Is relied on instead. Excludes dyna

@) Enabled

I AnyConnect VPN Detection I

Enables the detection by endpoints that a full-tunnel VPN session is active. When detected, DMS tra a Um a is disabled. C 5
@) Enasied

Secure Web Gateway Backoff Settings

Secure Web Gateway backoff follows DNS backoff

WWhen enabled, the endpoint Secure Web Gateway module will follow DNS backoff behavior

WVhen disabled, the endpoint Sacure Web Gateway module can be configured with the following backoff sattings indepandent of DNS bac &
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AnyConnect VPN Detection

Secure Web Gateway Backoff Semings

backoff follows DNS backotf
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Secure Web Gateway Backoff Settings

Secure Web Gateway backoff follows DNS backeff

Customer Trusted Network

Ensblse the detsetion by sndpoints of trusted netwarks. When detsetsd, Umbrslls iz bypaesed and the trustsd nstwerk i3 relisd on inzsad. Speaific 1o Clace Sseure Clant only snd sueludss dynsmic 3

L_(®)
| ADD
AnyConnact Trusted Network Detection
Enablse th by endpointz of trusted netwarke. When detected, Umbrslle i bypeeszed and the trustsd netwerk is refisd on sd. Excludse dynsmic sglit tunnsling.
-0):

AnyConnect VPN Detsction

Enables the detection by endpoinia that & full-tunnel VPN sesaicn is astive. When detected, Web traffic forwarding 1o Umbrells is dissbled. Ciaco V'
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