#&ZeroFOXEEUmbrella®B &
B &%

- AN
ZeroFOX{ # kR M B R UmbrellaZ & 814
Cisco UmbrellaflZeroFox® & : f1{MiE{E ?

R
S B 1:Umbrellats S EEFAPIT 84 B

3:EXEEEUmbrella 1B ZeroFOX

fEUmbrella for ZeroFOXE B R
REZeroFOXZEEH

AN B IN{AT A ZeroF OX EnterpriseE2Umbrella® 4 , UME AT LIS R 2 B4R A Z Umbrellatk
ENEFiN,

ZeroFOX1> 2k F E BlUmbrellaZ 4 #5548

JBiBA§ZeroFOX EnterpriseE2Cisco Umbrella® & , R ABMEE S W IER TSN EC R
B, FHREKIEFHNESERUBERNEENDE  ARAS RN CERBRERMS —BEH
B,

Cisco UmbrellaFlZeroFox® 4 : an{a,&4E ?

ZeroFOX Enterprise#S HEB RN EFMRE ( SINEREHERNRKEE K SRESEEHE,. #
BHA, tRXIE, BERNHABERERTE ) HEZERNRESR , MEEL2KREERERK.

A% , UmbrellaB@ B B B LA B RAGEH TR KK S, ZZD%EEE”JEQZeroFOXE’Jﬁ:RE}?E% , Blligith
HWEEATTEAMBEMUMDbrellazRBE I Z 2R EMN — 20 FiE 2| ZeroFOXBE/BEE, Z RIS IAD
FE R AR 2 BLAR L SR BE Y 28 (2 2% U V(T RE R 6

TR |, Cisco Umbrella® B B T ZeroFOXE 3R L A& EE U B #T 18 B ZeroFOX B BB E | A



ZeroFOXEZRMRIFMARRERAEMNRE , Y REN L TAWEBRMSE —BEEIEE,
EBEBUTHENRESRER !

1. BUEHUmbrellad BV E S LA RAPIT R,
2. AP & EE ERIEH ZeroFOXIR E F,
3. #ZeroFOXREATEMERBNEZ £EE FHELE

AR
« ZeroFOX Enterprise B 25 nJ #&

o UmbrellalBZ R EEF A1
« Umbrellaf& RIRA B FZeroFOXE S

MizE : ZeroFOXE&E S EEUmbrella PlatormE ek, MRESETFAHBEIIFE
BAEZeroFOX , FEHi& B Cisco Umbrellaff &R, MREETLAEBEE K BRERES
ZeroFOXHB A HIERMNES |, FFEUmbrellaxx EHiK,



https://www.cisco.com/c/zh_tw/support/docs/security/umbrella/224775-contact-umbrella-support.html
https://www.cisco.com/c/zh_tw/support/docs/security/umbrella/224775-contact-umbrella-support.html

BEEEIE : #AUmbrela@ EXHBRAZIBRBEMNAFEHNZLE ( HlWGooglef
Salesforce ) , MBREMAFENFE , BRI RBEER |, 58T % LM LV ETEHTE
B Global Allow Listst E b B Z;&58E F,

RplaE

- WHEBHEE, 710, mydomain.com,

o RANBRMEWRBEHIE , TLARRKEBRIBMAEBE K. HI20 , mail.myservicedomain.com#
portal.myotherservicedomain.com,

- BRERKENTANENEERARIEERFIUmbrella, 8B EGHIFEEEBBEBED,

570 |, localcloudservice.com,

M A EE MR Umbrellad By Policies > Destination Lists, MEFMER , F2BERMVER
- EEENMEE

S B 1:Umbrellaigs SIS FAPIT A K

B %fEUmbrellah BB —URL , LA{EEThreatQEEEH .

1. LAdmin &4 & A E|UmbrellafZ HIE 4R , EfnElSettings > Integrations , REE— T HREFH
FZeroFOX, #HEER.
2. B Enable , A%RE— T Save, EERFEERTF B/ —URL,

2 offers & leading platform for social media Cybersecurity that empowers organizations to harmess socisl data to improve information security posture, mitigate fraud and stay a step ahead of the
adversaries. I

Copy and paste your unigue token to the appropriate location on your ZeroFOX dashboard. |
https://s-platform.opi.opendns. com/1. B events? customerkey=f536dc57-b96b-49d1-8d15-cBadefedaZdf

SEE DOMAINS

LEELEZeroFOXRFFEEURL , At EEEZURLY E | ThreatQfE R Ro
HBR 2.3 EZeroFOX{E EFE R MR A @MUmbrellafEix E A,
T—SREBEESBIPERNURLITE EIZeroFOXER MR T
1. B — T ZerofoxZHIHIR PV EwE R , ARER1EEAccount Settings,
2. BT RBRAFE , BEREEZTOpenDNSIRFEH , A& Umbrelladh BHURLES L3

OpenDNS{Al Ak 28RURLAR Lo
. EAXMAEE®R , RFEZELED Targets Only,


https://docs.umbrella.com/deployment-umbrella/docs/add-a-new-destination-list
https://docs.umbrella.com/deployment-umbrella/docs/working-with-destination-lists

OPENDNS ACCOUNT

OpenDNS Server URL: https://s- platform.api.opendns.com/1.0/events?customerKey=Your-Customer-Key

Targeted Data Only |_| Please append your customerKey to the end of url in the format: opendns_server_url?

customerkey=)000C

S 3R EEEUmbrella® P LEBYZeroFOXZEH

1. LEE B B EHZ AT UmbrellaiZ &I E 4R,

2. BRI E>BE , RBB—TREPH "ZeroFOX. HEHER,

3. #— T See Domains,
EXERE—EEEE K HPhSERBENZeroFOXIRE N REZ LB/ NEEH, RBEFE |, —
B SN FERBRERTNER,

ZeroFOX Destination List

Search tha Domains... Q

E fasclsm.thegentlemanmotorcycleclub.com

T — S REBENERIHE I ERNFHZeroFOXZ £ BINE 4,

BREFETEX T B EZeroFOXLZ £ H BRI S 4+

ZeroFOX Enterprise P EHHRER — B EBEEEE , REE W UEAZeroFOXZ £ ERIFER
RERE, ARERT , EEFENRZLERENETER , TEARKIMAXRE  YEFTESEHHRA
BUmbrellaZR B ETEAE Ko



BiEE . TARMAREEER  ERBENTELREERNBREE , BREXTERREE

o

WIREEJE
& a] LABE R M 18 ZeroFox B &S &,

1. BB ESettings > Integrations,

2. BBEARTH "ZeroFOX, , ABEKR—T "&FH, .
BARBNEZLRTE
B LABER MR T UL ARKBEBANZ 2R E,

1. Bt B|Policies > Security Settings.
2. B—TRPNZEHRESHRER , AR R EIntegrations AEFHZeroFOXFZE -



INTEGRATIONS

ZeroFox

1-2af2

DELETE CANCEL

115014041606

ETLER "RERERE ARREESEA,

\riolied To antaing ast Modifie -~
Your o Bolcy 0 Identities 2 Policy Settings ~ Aug 22, 2017
Palicy Name
Your New Policy
0 |dentities Affected l’J 2 Destination Lists Enforced

Edit

Edit
!] Security Setting Applied: Default Settings

';l Umbrella Default Block Page Applied
| Edit Preview Block Page
Edit  Lisable

U Content Setting Applied: High

Edit Disable

ADVANCED SETTINGS

DELETE POLICY CANCEL

25464154913556

ERE N T8 ZeroFOXZ £ ER AN E R F iy KB

—BEBHFHAUMbrellaEENEFRERELMNZERE  RAFEXRARBNLTLEHRE , 3
B —ESN AR RE | ERE TEREZEK,

1. BB ZEPolicies > Security Settings , A% TEIntegrations T i#FZeroFOX , A& % — T Save,



INTEGRATIONS

ZeroFox

1-2af2

DELETE CANCEL

115014042806

ETR, £ "R, B8P BRERENHEIEERENRESD

1. Bfi E|Policies > Policy List,
2. BBAK &I 2 — T Security Setting Applied T BYEdit.
3. & "Security Settingsy FHIEEH | EIF DS ThreatConnectiR EMN R LR E.

Security Settings

Default Settings

Mew Security Setting 2
Default Settings

MSP Default Settings
Mew Security Setting
Mew Security Setting 1

ADD NEW SETTING

25464147943700

Integrations T IE K E RS EM RER,

INTEGRATIONS

U ThreatConnect

5464147957652
4. ¥ —T TSet & Return. o

ZeroFOXHY R £ 3R E ‘2 & HI ZeroF OXIZi ¥ 1A 68 A 3% 5% W 9 AR L AR A AR PR LE

£ Umbrella for ZeroFOXE 43R E



EZeroFOXLZ £ EH

ZeroFOX Destination List2 AIABRENZ L HERIBEEZ —. KAZHIFMERRBERLZLERES
BF®E2T, Hlan |, B LERRE %R , LAME REERZeroFOXMBEHYEE,

1. BfnFReporting > Activity Search , A% 1£ Security Categories T i21EZeroFOX A BRE &
, MEERERZeroFOXH Z £ A,

BiEE : MR ZeroFOXE S , AIFSE~E "R2E5R, BnERT.



Security Categories Sedoct All
Dynamic DNS

Command and Control
Malware
Phishing

v ZeroFOX

115014043046

2. #%—T "Applys o
RE A T8 EZeroFOX B 125 E R B ]

Umbrella Admin Audit ( UmbrellaZE % ) Bt 2 &R B & ZeroFOXIRFHNEH , RATHKEH
BIBERE,

Umbrella Admin Audit B 52 AReporting > Admin Audit Log. & T SR/ EFHT181E | FEi5 B8RS
it ZeroFox B B EMZRMERTE , BhiZRETEZeroFOXER,

BTRES  BREBAIEZeroFOX B A BT E R BE,
RETFENRATRE
EEARTREENRANAFEE



HATATRE , ERZeroFOXE BB B AL S BT FEMNMEL , HILERESBIBERN.

EEERRAT  BMNEBSVEAFEIAIEE  LFEBARAEMREBNHHEEE (2%
2ERE ) . EMESTHEFEEN , AFFFEELRELEE,

E-FEETHEMERRE, BE , MRZeroFOXKEEMBRBEBREHRFEE , AAFEFET
PRt HBE—-SHEE, HR , RfFEER T RESNELLHE , EEHATRARNRAED IHE
;&

BRERT , HMAFBERARTAEE, SEFATLEM A EREREFNEERD A
i,

MBHEX P ZeroFOXZ 2R EEEANZEUmbrellalZB N 75 ( fln , SERBAKEEEK
MABEE ) , MU AEEERSREEIBEATEE,

ERVAFEE , FYITUTRE

1. BfiiE|Policies > Destination Lists , E5i&E

25464155856404

T8, B
2. 1BZAllow , REMENEFHIBEFEFESF,
3.%—T TSave, »
—BREFETEERBE , R U EFE I EENEZIFEENHLEFENEFRFIRNRERES,
®*ZeroFOX B 175 5 & Ml BriZ

B—1&



FZeroFOXBEBBE , AEEFEEZE2HNMER)E R, BBEMERE , aTUEERATEZNRREE
BZeroFOXB&EBE,

BRE , IR ZeroFOXEH E#HEXEE|Umbrella , BIMIBRIEESE K AN,
I R3S -

1. BREFRE>EES , RBRE—T "ZeroFOX., #HHEM.
2. ¥ — T See Domains,

3. BEEMBRMIEA,

4. & — T Delete @ Ro

N Y

5. —T "Close. »
6. % —T TSave, o




MREBAZENHBRER , RPBRBILEEUmbrellad B AFFEE |, REEZeroFOXHIEE
SRR, % |, LA LA ZeroFOX B &5 B R 18.



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



