#ThreatQEaUmbrella® &
B &%

REEHS
BRHARTHE
ThreatQFI B RlUmbrellaZE & #1iR
BAYEL
Umbrellais B FAPI S hE 4 5L

fEUmbrellad R & ThreatQEH
HEThreatQER £ EH

@

KR RNB A HE ThreatQEECisco Umbrella® 4,

BREREBMELUT EE
- BEAEHURLLEITE S BRI EH ThreatQIE FIE R
UmbrellafE R AR & E 5 7 #
 Umbrellaf& R4 B A ThreatQE &,
R T
FIERPHEARRECisco Umbrella,



ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BAEREREE) . MRIEHPEEREFT |, FRARECEAEAESTRERNTE,

ThreatQF B R UmbrellaZ & #1iR

BiBA&ThreatQEECisco UmbrellaB & , K AENEEERAE U BBENELCRERK. FRE
MREFNSHREEEENE  FARAIBRACEXRRREMRS —BEERIEE.,

RIS BLA A B E ThreatQLALEEUmbrellai@FA , LLEAThreatQ TIPHHNZ 2 EH B AKX+
, IE LK BE A LAFE A A= Cisco UmbrellaiR EM & F i,

KI5t : ThreatQBESEDLEEE L Cisco Umbrella#k et , MBEEEMENRESI A
FHEEEThreatQ , FBAEIEM Cisco Umbrellaft &R, MR EH EREH Cisco Umbrelladh i
@, BRAR#ThreatQR AL EHRMWES |, 5B Cisco Umbrellas EB#%



https://umbrella.cisco.com/products/umbrella-enterprise-security-packages
https://umbrella.cisco.com/products/umbrella-enterprise-security-packages
https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support
https://docs.umbrella.com/deployment-umbrella/docs/open-a-ticket-with-umbrella-support

ThreatQF A B ASHKINBRRAEER (FINAEEZLRENE. ERMARIBRNALEN
RS ) FEEUmbrella,

ARE , Umbrellaf BRI EBUERSEFTIERREEP, WRERRBThreatQWEAREE , BlfE
&5 T E R MMEAUmbrellalR BN Z £ R EMN — 2 BB ThreatQE BIFE ., ZEKREE LA
FERRER %A ThreatQB BB E M RIE R E B % HEMFE R,

TR, Umbrella@ BE) 2 M Threat QBRI AS EZ VL B FTIE B ThreatQEE/FE, ES
ThreatQREERZIMERKERAENEE K YALN LR EHRS —BERINEE.

R #ARCisco Umbrella BB ERFBN AFE ML 21T ( HlIGoogleFM Salesforce ) , LA
BEATEEWHE  RPEZTIREBEHREAS SRR FH LR LA 538 FGlobal Allow
Listsi Hb B ZFE, =~HI2TIE -

- BHEBNEER


https://docs.umbrella.com/deployment-umbrella/docs/add-a-new-destination-list
https://docs.umbrella.com/deployment-umbrella/docs/add-a-new-destination-list

- RAGREHERBRE  TARKEEREMASCE, Hlwm, "
mail.myservicedomain.comJ # "portal.myotherservicedomain.com o
o BKFEMCisco Umbrellaf T AHMEZEMNERENEARX T EEEBEBRIED. Fi

i, Tlocalcloudservice.comy o

IE L4318 7] #7318 ZCisco Umbrella® Policies > Destination Lists T #JGlobal Allow List,

Umbrellatg S FIAPIT 4 X

BHEEUmbrelladb EH B —HURL , U{@ThreatQEBEL TR EEHN :
1.2 A Umbrellai® &I E 4R
2EMNERE>EES , RBREXRPEEThreatQULUERE,

3.J8#ZEnable , A% ZiESave, ERAEBTEUmbrellad A BB 4 B M — 45 EURL,
Mama Status -

N
&) Theeata Enabied
Threatd from ThreatQuotient is the only Threst Intelligence Platform (TIF) that centrally manages and correlstes external intel sources with all internal security data for contectual intelligence in a single pane of

giass. Les Tiore

Copy and paste your unigue token to the appropriate location on your ThreatQ dashboard. Instruction
mttps://z-plotform.opi.opendns. com/1l. @ events? customarkey=e542d806-cbdf-4722-bf@F -2680ce 740536

SEE DOMAINS

BB EThreatQLA B UmbrellaBA BRI | BB EZURL , AtEERZURLY EE| ThreatQiz &l
HR,

WAl &g E ThreatQEEUmbrella@ A

ZE AN ThreatQE#IE R , AAURLHTIERE E I [EiZ LLEEUmbrellaiE 4R .

BERRAZTHEE , MRETEENARATEEThreatQHELEAPIE S , UmbrellaZE R B4&
ThreatQ% &,

EREEX THENBE ThreatQR £ HFINEH
EERBNER  ThreatQEHHRPHEHRBER —BREBREE , RBEETUESR

ThreatQZ 2 FRIBARK, FARERT , EEBFENREFIENEZEN , ERKECMAT
FERPMEIRES | I B RSB RBUmMbrellaREEEITIEME R,


https://docs.umbrella.com/deployment-umbrella/docs/add-a-new-destination-list
https://docs.umbrella.com/deployment-umbrella/docs/add-a-new-destination-list
https://docs.umbrella.com/deployment-umbrella/docs/add-a-new-destination-list

BiEE . TARMAREEER  ERBENTELREERNBREE , BREXTERREE

o

BRIEETEBE

B A LABER 2 4E Umbrellad B ThreatQ B 2B & -
1.EVE T8REL > T&8S, o

2.BBERF M ThreatQ , ARRIEIESee Domains(B 17 1),



ThreatQ Destination List

Search the Domains... Q

atasex.co.us
L

BB R ERTE

A LARE R AR AR AT EEUmbrellah AR AN Z £
1 EMNERB>RERE.
2EERTHNLZEMREREER.

it

RX

3. 88 ZFIntegrations AE # ThreatQi& E

INTEGRATIONS
—  ThreatQ
l—l Domains sent to Umbrelia via ThreatQ Event notifications, basad on the notification settings enabled within the ThreatQ dashboard

1-2of 2

DELETE CANCEL m

115014040286

BETLER "RERERE ARBERSEA,



i
YOl New EolCy 0 Identities 2 Policy Settings ~ Aug 22, 2017

Policy Name
Your New Policy
0 Identities Affected l‘J 2 Destination Lists Enforced

Edit

Edit

U Security Setting Applied: Default Settings

[} Umbrella Default Block F’age Applied
| Edit  Preview Block Page
Edit Disable

':] Content Setting Applied: High

Edlit Disatile

ADVANCED SETTINGS

DELETE FOLICY CANCEL

25464141748116

ERER TR ThreatQZ £ EE M EIFEE T F infy K

—BERFHAUMbrellaEENEFRERELMNEZERE  BUTUAERRERBNELERE
, BN — AR FERRREE AR | URRE S EEZRE

1.5 EPolicies > Security Settings.

2.7 TS, T, E#EThreatQ , A&iEESave,

INTEGRATIONS

v] ThreatQ

1-2af 2

DELETE CANCEL

115014207403

BTR, £ "Xi, B8+  BLLREMEINEERENRES
1.ZEfLZEPolicies > Policy List,
2REAXRKILZBZFEANT2RE THWHRE.



3.7 "Security Settingsy THIREH | BEFE G B ThreatQFREMN LT LR E.

Security Settings

Default Settings

New Security Setting 2
Default Settings

MSP Default Settings
New Security Setting
New Security Setting 1

ADD NEW SETTING
ADD NEW SETTING

&4 . (Integrations) FTHIERE RGEHAEE,

NTEGRATIONS

U ThreatQ

43812 "TSet & Returny »

BT, ThreatQR R 2B ED L SN ThreatQEI B #HHEL , AREAZEBN T 5.

EUmbrellad ¥ & ThreatQE 4

|EThreatQR 2 B4

ThreatQ Destination ListR I AR EMN R EEEIFEZ —. RSBEAMBHRRBEALLERES
ERERR. i, B NERZLER , LWEERREThreatQMEEIRIEE,

1 ENERE>EBHES,

2.7£Security Categories T , i##EThreatQUAEHER T , MEERE R ThreatQM R £ 55,



fiEE : MREEMAThreatQE S , AIETEERE "R2EHR, BERT.



Security Categories Sedact All

Dynamic DNS
Command and Control

Malware

Phishing
¥ ThreatQ

115014207603

3.EEApply,
WEM ST FIE S| ThreatQE BB E
Umbrella Admin Audit B &2 & ThreatQEHIHRF N EH , RATKEFIERBEERTE, 845 "

ThreatQ Accounts ( BB ThreatQ®FR ) WEAELENEH ., ELSHTIEPTFTE VIR RTE X
E MR, 7EReporting > Admin Audit Logs A] # E|Umbrella Admin Audit B &,

BiEAThreatQiR FFE A E R AR , B LUETERUEI EThreatQE X,
BREAEEN RS

it

7



BEWRMETK , EThreatQEBF BN E RS HB AT ENMEL , HILER SRS EMLE,
HEEERBAT , Unbrella BB BIAFEES , LBEEBEREEMGEBINHEZFE
(BRZERE ).

EEAAEATR , HRRAWA

- B, DR ThreatQIEHIEREMBRARBRAEFRFHEE  MAFFSETH ELHRE-SHE

« HIX , RAFPRER R T BEENELRE  SEHAARBED THEFTHRE

BEREAT , £ EMEAFERARMAERE, BEHMEI A EESEREMRTREDR
AFRZ I

MREEEXPHThreatQR R EERARZEUMbrelaF Y75 ( flan , EEEARBIES
BEAMRBERE ) , AIATUAELENHRELFEN RFPEE,

BEEBVAEE , FETUTRE:

1. ENERB>-BEEE , AR BENEE TR,

2. #FEAlow , REGEWIFFILEBES,

3BERT.

RBEERRER  TUSHENEINBEENLESIFTFTENELEEZENETFIRNAERBED,
#ThreatQ B 1275 B 2 il BR iz

ThreatQ B ZFEF WS EE B 5288 —EDelete B /R, MIBRIE A BEAE HIRTEENMRE SR
ThreatQEBEE, B2 , MR ThreatQiZR#|E M ig1s EF X ZCisco Umbrella , BIBRIEIER 2
KA,

i R 3

1.EMLE "&REL > "BE, , RBBEF "ThreatQu BHEM.
2. BEFERBRE,

SRESEMERAVER.

4 BREMERE R

J33.aa8zxy.ru %

5.12{ZREIRA,
6IREREE,
EHRAEZEEMNHBIRBEHRF , UnbrellaZ B BNEUmbrella B RFFEE | REEThreatQiz



FIER IS ERRER. TBE , BRI A ThreatQE &EE Ml BR 1



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



