FEFHAMS Intunefti& Umbrellas® £ 5 HC
B &%

B8
Umbrella#Z #i H 1z
MS IntunefZ &

ISRl

AR B EFAMS Intunelit EUmbrellad& 2538,

B
AEEIEFEREEBEMS IntuneFB UmbrellaiRCAFTEN TE.

LERAF

« Umbrellaf& &R AREH B 55 o] #8
« UmbrellatRCA
« MS Intunei2HIESHR

Umbrella$2 &l E 4k

1. #£Deployments > Configuration > Root Certificate T 55 B &I Umbrellai® &I E AR T
Umbrella#& CA:



&Y Internet Properties 7

General

bt

Security Privacy Content Connections Programs Advanced

settings

<

Use TLS 1.2

Enable DOM Storage s
[ ] Enable Enhanced Protected Mode™

Enable Integrated Windows Authentication™

Enable native XMLHTTP support

Enable Windows Defender Smartscreen

[ ] send Do Mot Track requests to sites you visit in Internet E
[] Use ssL 3.0

Use TLS 1.0

Use TLS 1.1

| Warn about certificate address mismatch®
[ ] warn if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that does n
W

>

*Takes effect after yvou restart your computer

Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

Reset...

condition.

You should only use this if your browser is in an unusable state.

blobid0.png

oK Cancel Apply



MS Intunei &l 1E

1. SEMS Intune MDMIt A £ B>-H BRR-BURBER-ZETA:

86b492a7fb03fb72fa2c255ed5f34309fc7427aee918937b6990a66f956dc9ac.png

2. %EE "EREERER, UEM "TE IR,  REREHR "REEESE.

ca00d2c34ecac4f6fe2584d61b9c8a9832¢458d7c083e0aabb532b8c8ebcd7aa.png

3. AXGENRERERRBARRENER , ARE-TT %,

dfd78f03070787c9ffc4c6c968929d7a12be36429590740ed27641144cf143cf.png

Trusted certificate -

, REBER—TEB:

Trusted certificate

[===—

o |

@ easic @ Configuration settings.

4. EEUmbrellalRCANIEE B ERTF A RREET -

a318563a22a600910b206f01cdfeb483ccc04cb0e15a1757c48e663cfe234ec0.png

B«



Trusted certificate

Wirndowd 10 &l Libid

@ ssic: & Configuration settings [ 3] Assignments

Included groups

I . I 'IE'-'I, Add all usesrs fuhd 1 I

Groups

| )l devces I Rempve

Excluded groups

ﬂ ‘Wihien entluderg groupd, you Carnol Mo uler ind devede groupd Sinodd schede snd exclude, Lok hene 1o earn mare
SE0UT BTl Groupt

= Add groups
Groups

Mo groups selected

hm

93effe94c92¢3b063c406e89c4b6d0f759chb8c5d606302e3701b702b1a8cb213.png

Trusted certificate

Windows 10 and later
@ Basics @ Configuration settings (@ Assignments @ Applicability Rules

Specify how to apply this profile within an assigned group. Intune will only apply the profile to devices that meet the
combined criteria of these rules.

Rule Property Value

5. EEES T UmbrellalBCAW A & /& EE, -

c436635d3e0dce29ec76802ffb26e604964abe08862c00ec25866dbf4a9d5b95.png

6. HE , FBE THAMBKA, K ARBRE-TT—%.
7. BRERERTEREHIT , REBIER—TCreate,



Trusted certificate

Windoners 10 and later

0 Basics Q Configuration settings o Assignments ﬁ Apphicability Rules

Summary

Basics

Mame
Descnphon

Platform

Profile type

Configuration settings

Certificate file

Destinabion store

Assignments

Included groups
Excluded groups

Applicability Rules

Rule

e L

Umbrella_RootCA

Windows 10 and later
Trusted certificate

Cisco_Umbrella_Root CA.cer
Computer certificate store - Root

all dewvices

Value

6329621f732c63ec97b6ef656b78dc1¢392fe976105a0c3dbb7a779b945ba7e8.png

8. BVYEBERESR.

o Review + create




L ] D O
D e
= n e — e o T
W B e I ozl Rt s L B e A SRR - I
Lredipoent oSy
" ey platiors
= B
e
& ven
. WA
L
¥ e
¥ Terurd pdrermtraton
o
B b = e
Drvice pwoliemant
L .
Frocsamy
[« B
Py
g

D Corsbona o

40c213cc1de22637d88e671a7074d58426573aed1f2fb7ebfdadbc338a691d84.png

9. E—Tﬁﬂlﬁﬁ?ﬁg

(i Umbrella RootCA

Dt conffiy

DM Dwavices

-
2 Sgarch (CRr+]

l.'l Creernes

Muanage

N Fropedies
[

B Cwvice status
B user statin

B eristmng st

CAE’J% %Eo

fnZ "Overview page.

, EZEHR A REDEAREFMEEUmbrella Root

& Celte

4 Esserntialy

vkl B e cartidate Ay L3
Flatioam sopporied 1 Windows 8.1 and laber Groups aasigned : |

Groupd excluded 2 @

Profile sagagnment et — Windows 5.1 and later diraos

I
o 0
o

Aggigned 1o Ao
Windows 5 and
later devices

24b011d4b760c8245d7a4363e885857dea9881cb4ef0a683b83024e4e618ac9c.png

10.

g Umbrella_RootCA | Device status

A LAENE TREME, S0 UHBERDIHENEE,

cadac2eb3017c37d68f0f8aa8230508ea33777afb93250291384962555a4de2b.png

1. BB A AR IR

BIRCARTF L%



@ certim - [Certificates - Local Computer\Trusted Root Certification Authorities\Certificates]
File Action View Help
Lol AR s (EEIERETN 7 o

Eﬁ| CFrtiﬁcatu - Local Computer Issued To h Issued By Expiration Date
_ :";’;"; e (5 AR Certificate Services AAA Certificate Services 12/31/2028
v [ Trusted Root Lertification AUY =) addTrust External CA Root AddTrust External CA Root 5/30/2020

e : i - Baltimore CyberTrust Root
> | Enterprnise Trust : ;
Fi Cisco Umbrella Root CA

5 || Intermediate Certification fu

a9e8eaebad6df501ad7627dbc87f5ea6cf9488b273925¢5277fbf8a396ae1a49.png

31272025

o Uzt



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



