EHMWMDM¥E & LEZFECSC for iOS
B &%

EaEm

FTIEMDM
MobilelronZE i
Citrixifs 21 E EMDM
Lightspeed MDM
JAMFE
{£/410.2.089 JAMF

AEANMAERMRBEEEEF 5 LHFEARNIOSH BN L 2B

HRAR

B ARIOSH 2Rl & £ BiifE 88 (CSC) R E A RiPhoney ST EUmbrella DNSIRE, EAGLLIERARH
F2H , FEMCSCHENE, FHNEELARNIERENSEEMCSC,

AEREBEERANCSCHEMRBEREEE(MDM)E X &, 1ELMDME EIB MK K & F 5
, B REZEBERERSERL.

ERTVOSKELRAFAERERER , FUTUTRAE

1. Effli ESettings > General > Device Management > [MDM Profile Name] > More details.
2. TEFRIE R BIDNS Proxy= & FHE , AR TFHHEER :

- FERFFMEA : com.ci Ssco.ciscosecurity.app

- REFEHADFHFMENR : com.ci sco.ciscosecurity.ciscoumbrella

S MR AR E 1 Apple MDMUh B+ Bl B BYIOSHL & 4 R EF 4 2

FFEMDM

UTSRERANBERFFEMDM , XHE LT !

1. BRGENER B E 7B 4 it 5718 FMobile DevicesEH "Settings 28 T A 32 &I Ak

2. F#Cisco_Umbrella_Root_CA.cerfEZR , AEIOSEKE LFH, WERBAFEHESESRHTTPSH


https://docs.umbrella.com/deployment-umbrella/docs/cisco-mobile-security-setup-guide
https://docs.umbrella.com/deployment-umbrella/docs/cisco-mobile-security-setup-guide
https://docs.umbrella.com/deployment-umbrella/docs/cisco-mobile-security-setup-guide
https://docs.umbrella.com/deployment-umbrella/docs/cisco-mobile-security-setup-guide
https://support.apple.com/guide/mdm/welcome/web
https://support.apple.com/guide/mdm/welcome/web
https://support.apple.com/guide/mdm/welcome/web
https://support.apple.com/guide/mdm/welcome/web
https://support.apple.com/guide/mdm/welcome/web

HEMmM. EXHURCA , BHITUTERE :
1. BE EDeployments > Configuration > Root Certificates
2. iIEEDownload Certificate,
I MTHABRSTFR . ceriBF,

MobilelronZE i

B, ERRLEAMobilelron TEHEXERERAN, EMAEANEELBERESRETE, BF
B BEFEIEEML , BEE—LHI5. MobilelronBZ O A REZEE LML N , ERBURMRMZA,

EEZEZE|MobilelronE |, SEHATUTIRE :

1. BREBENERE S E T B4t it T8 FIMobile DevicesEH "Settings #IE T #YZ=HIE R+

2. f¥Umbrellai I E 4R T ZMobile lronEl EE =R,
3. B LITEE

BRMGUNEH MEBH

"$DEVICE_SN$" ${deviceSN}

"$DEVICE_MACS"™ ${deviceWifiMacAddress}

“EZEARCSCH Clarityt#f , MAARUmbrellattF, MRFEMAClarity , AR EEZHRH
$DEVICE_MACS.,

Citrixim 2 & EMDM

EEEBFICitrix , FEBRIRPTHA T ERBSR !
1. BREENERE S E T B4 it #38 FIMobile DevicesBH "Settings #IE T A2 HIE AR+

2. ##Umbrella FTEEAMDMEE ( AMPRMRBEARNEE ) -

3. TEUmbrellaf B E :
1. BE EDeployments > Configuration > Root Certificates
2. iEEDownload Certificate,
I WTHABRSTFR. ceriBFR,

4.8 oL B 30 A% 8 G U A B R A Citrix MDMBY IEFRE S

BRAMGNTEH TR

B 7|8 ${device.serialnumber}



https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm
https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm
https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm
https://docs.citrix.com/en-us/xenmobile/server/deploy-resources/macros.html
https://docs.citrix.com/en-us/xenmobile/server/deploy-resources/macros.html

MACH 5t * ${device.MAC_ADDRESS}

*EEARCSCH Clarityt#f , M AR Umbrellajt,
A&, TR TMDMEER

1. BELEMDMUELfE F Apple Business Manager(ABM) ( LARIEBVPP |, #tXBERER ) R
CSCHFEMA,

2. tEREEFESBRPELRAUmbrellaHl/=Clarityfic &

3. HHACIHIXEPHWITREARBER.

4. FEEENFELUEFEUmbrella Root Certificate Authority,

5. iiBRMELUEE BER. 1ECAMIECSCERAMXIIFMENEE,

Lightspeed MDM

Lightspeed MDMZ #&iOS DNSRIENERNANEE, E A AEBESEAMDME EERRER

o

1. T& "@HAmobileconfigigZ 1 I # EIHE & K& xmIFE H A .txto
2. MRUER |, #85E581T LV IR Fr 555% F SR BB i B%serial_number%
3. #ZLightspeed? , # BRI L L ERIEEDNSKREEERR , M TR

@ DNS Proxy ==

App

4. #$1& % 88 AAmobileconfighE RETIE ZIFEA T HAIDNSHKER ERIEAF, . =
5. &% , ®®Umbrella FEERIECA , WHEHIPB £ Lightspeed , ABEREZEHIEEME,

ELLSBREANPBEZFFEMDM, SFEEFEHELTER,
JAMFE#;

£ FIJAMF Schools#f BCSCEIAMFA[E, RBEARERRFAK , F2RIAMFXERH LR,
LT BB AR M AS WE B AR TSR EE R


https://docs.citrix.com/en-us/citrix-endpoint-management/policies/import-ios-mac-os-x-profile-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/import-ios-mac-os-x-profile-policy.html
https://docs.citrix.com/en-us/citrix-endpoint-management/policies/import-ios-mac-os-x-profile-policy.html
https://docs.umbrella.com/deployment-umbrella/docs/generic-mdm#install-umbrella-root-certificate:~:text=by%20Umbrella.-,Install%20Umbrella%20Root%20Certificate,-The%20intelligent%20proxy
https://docs.umbrella.com/deployment-umbrella/docs/install-the-cisco-umbrella-root-certificate
https://docs.umbrella.com/deployment-umbrella/docs/install-the-cisco-umbrella-root-certificate
https://docs.jamf.com/jamf-school/deploy-guide-docs/Setting_Up_the_Cisco_Security_Connector_App_with_Jamf_School.html
https://docs.jamf.com/jamf-school/deploy-guide-docs/Setting_Up_the_Cisco_Security_Connector_App_with_Jamf_School.html

PayloadContent

AppBundleIdentifier

com.cisco.ciscosecurity.app

PayloadDescription

Cisco Umbrella

PayloadDisplayName

Cisco Umbrella

PayloadIdentifier

com.apple.dnsProxy.managed.{pre-filled in the download}



PayloadType

com.apple.dnsProxy.managed

PayloadUUID

{pre-filled in the download}

PayloadVersion

ProviderBundleIdentifier

com.cisco.ciscosecurity.app.CiscoUmbrella

ProviderConfiguration



disabled

disabled

internalDomains

10.1in-addr.arpa

16.172.1in-addr.arpa

17.172.1in-addr.arpa

18.172.1in-addr.arpa

19.172.1in-addr.arpa

20.172.1in-addr.arpa



21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

172

172

172

172

172

172

172

172

172

172

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa



31.172.1in-addr.arpa

168.192.1in-addr.arpa

local

TogLevel

verbose

orgAdminAddress

{pre-filled in the download}

organizationId

{pre-filled in the download}

regToken



{pre-filled in the download}

serialNumber

%SerialNumber%

PayloadDisplayName

Cisco Security

PayloadIdentifier

com.cisco.ciscosecurity.app.CiscoUmbrella.{pre-filled in the download}

PayloadRemovalDisallowed

PayloadType



Configuration

PayloadUUID

{pre-filled in the download}

PayloadVersion

1. EIAMFERE B ERE R,
BEFRES  F2REEREER FNIAMFXIE,
2. EFIDNSHRERFEBEUATRE :

1. 7 "App Bundle ID WA , B A com.cisco.ciscosecurity.appo
2. £ "Provider Bundle IDJ #{ZH , ¥l A com.cisco.ciscosecurity.app.CiscoUmbrellao

3. AR IJAMF IS 5 BR2 o 22 37 I XMLAE R £ 18 ZlProvider Configuration®

KA 10.2.069 JAMF

ERJAMFEECSCREARBEUMERR. ERUTHZRERIAMF MDMEZECSC,

1. BRBENEE S E T B4 it H 8 EMobile Devices B H SettingsiZ & T & RIRF -
2. FBUmbrellaiR CA:

1. BE EDeployments > Configuration > Root Certificate.

2. i Download Certificate,


https://docs.jamf.com/jamf-school/deploy-guide-docs/Device_Profiles.html
https://docs.jamf.com/jamf-school/deploy-guide-docs/Device_Profiles.html
https://docs.jamf.com/jamf-school/deploy-guide-docs/Device_Profiles.html
https://docs.jamf.com/jamf-school/deploy-guide-docs/Setting_Up_the_Cisco_Security_Connector_App_with_Jamf_School.html

. B THRAB S FA.cerfgx,
4. RUBERT , A%RiBE Upload Certificate,
5. & cerd AR BHM B 2=,
6. ERAREEEEUHEHILES,
3. ffUmbrellaZHER THEARERER.
4. MREERAPRIAMF Pro v.10. 2.0 ESHRA , BITTUABKBILE BR, Sl UBIBHIELATA
BEEKEA :

<key>serialNumber</key>
<string>$SERIALNUMBER</string>
<key>Tabel</key>
<string>$DEVICENAME</string>

5. INRIEME AN RERY.10.2.09JAMFIRAE | FE51R RA RGBS B A8 3= AV R A s AR BB XMLEL
BER, S7ERLTRE  ZORFIEERERTHE. EERAERRTHBEATHEE,

<?xml version="1.0" encoding="UTF-8"7>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertylList-1.0.c
<plist version="1.0">

<dict>

<key>PayloadContent</key>

<array>

<dict>

<key>AppBundleIdentifier</key>
<string>com.cisco.ciscosecurity.app</string>
<key>PayloadDescription</key>

<string>Cisco Umbrella</string>
<key>PayloadDispTayName</key>

<string>Cisco Umbrella</string>
<key>PayloadIdentifier</key>
<string>com.apple.dnsProxy.managed.DBE2A157-E134-3E8C-B4FB-23EDF48A0CD1</string>
<key>PayloadType</key>
<string>com.apple.dnsProxy.managed</string>
<key>PayloadUUID</key>
<string>59401AAF-CDBF-4FD7-9250-443A58EAD706</string>
<key>PayloadVersion</key>

<integer>1l</integer>
<key>ProviderBundleIdentifier</key>
<string>com.cisco.ciscosecurity.app.CiscoUmbrella</string>
<key>ProviderConfiguration</key>

<dict>

<key>disabled</key>

<false/>

<key>internalDomains</key>

<array>

<string>10.1in-addr.arpa</string>
<string>16.172.1in-addr.arpa</string>
<string>17.172.1in-addr.arpa</string>
<string>18.172.1in-addr.arpa</string>
<string>19.172.1in-addr.arpa</string>
<string>20.172.1in-addr.arpa</string>
<string>21.172.1in-addr.arpa</string>
<string>22.172.1in-addr.arpa</string>
<string>23.172.1in-addr.arpa</string>
<string>24.172.1in-addr.arpa</string>
<string>25.172.1in-addr.arpa</string>



<string>26.172.1in-addr.arpa</string>
<string>27.172.1in-addr.arpa</string>
<string>28.172.1in-addr.arpa</string>
<string>29.172.1in-addr.arpa</string>
<string>30.172.1in-addr.arpa</string>
<string>31.172.1in-addr.arpa</string>
<string>168.192.1in-addr.arpa</string>
<string>local</string>
<string>cisco.com</string>

</array>

<key>loglLevel</key>

<string>{pre-filled in the download}</string>
<key>orgAdminAddress</key>
<string>{pre-filled in the download}</string>
<key>organizationId</key>

<string>{pre-filled in the download}</string>
<key>regToken</key>

<string>{pre-filled in the download}</string>
<key>serialNumber</key>
<string>$SERTALNUMBER</string>
<key>1abel</key>

<string>$DEVICENAME</string>

</dict>

</dict>

</array>

<key>PayloadDispTayName</key>

<string>Cisco Security</string>
<key>PayloadIdentifier</key>
<string>com.cisco.ciscosecurity.app.CiscoUmbrella.{pre-filled in the download}</string>
<key>PayloadRemovalDisallowed</key>

<false/>

<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadUUID</key>

<string>{pre-filled in the download}</string>
<key>PayloadVersion</key>
<integer>{pre-filled in the download}</integer>
</dict>

</plist>

6. EEAZ|JAMF:
1. EMDMEBEERE T , H—TNewE M HEEE R,



MiEE : EEEERSARERNEERER  TREEUNIESREER—EME
R, EHEEAEETHE , LADBKEMERERREEIEKE,

2. mEEREERLEMBIDNSKRIE,
3. EDNSRE T , #&— T Configure,
4. BREEEFREAUmbrellaFE & -

1. 7 "App Bundle IDJ B{LH , B A com.cisco.ciscosecurity.appo

2. £ "Provider Bundle ID, #{u ¥ , @A

com.cisco.ciscosecurity.app.CiscoUmbrellao

3. fUmbrellaB HiREBHXMLA R
FREERSEE
XMLE 4 »

5 #— T Scopel FER B EFEMNEBEHE,
InTune

INTuneA$ EEF B E|UmbrellaiZlEiR. BAEZENR , FE@EUmbrella InTune X 1E,



https://docs.umbrella.com/deployment-umbrella/docs/intune-registration
https://docs.umbrella.com/deployment-umbrella/docs/intune-registration

MYEE : Clarity RE D 0 SNAMPRES. MREE 8 ABEEUERNIHT , FHk
MR RELS.
LR

DNSREEREMNF AN ZEEM :
« 1£ "App Bundle ID #{LFA , B A com.cisco.ciscosecurity.appo

« 1 "Provider Bundle IDJ #{z4 |, @A

com.cisco.ciscosecurity.app.CiscoUmbrellao

& XML<key>ProviderConfiguration</key>+ = 7 #7# sIModule Provider Configuration¥§{# :

<dict>
<key>anonymizationLevel</key>
<integer>0</integer>



Fkk

<key>serialNumber</key>
<string>%SerialNumber¥%</string>
</dict>

MiEE  EEREBRAREREFAEUEKWEE , ARBER TR EERE,

HDNSHEEEEXAE LEERS:

« 1£ "App Bundle ID #{LF , B A com.cisco.ciscosecurity.app
« £ "Provider Bundle IDJ M{Z " , i A com.cisco.ciscosecurity.app.CiscoUmbrella

FEAUTTEREE pl1istiER -
1. RIOSEHL EERAE , ERFBES .plist, HFEITE<dice-F



</dict><key>ProviderConfiguration</key>at 1 B <di ct>F</dict>,
2. #&serialNumberB@ B2 Bsserialnumber @& ( WSecurlyFIER ) -
3. plistERAB AJEEEARBISEFEELL, &tk LEZIDNSKREEE

anonymizationLevel

disabled

internalDomains

10.1in-addr.arpa

16.172.1in-addr.arpa

17.172.in-addr.arpa

18.172.1in-addr.arpa



19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

172

172

172

172

172

172

172

172

172

172

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

.in-addr.

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa

arpa



29.172.in-addr.arpa

30.172.in-addr.arpa

31.172.in-addr.arpa

168.192.1in-addr.arpa

local

TogLevel

{pre-filled in the download}

orgAdminAddress

{pre-filled in the download}

organizationId



{pre-filled in the download}

regToken

{pre-filled in the download}

serialNumber

$serialnumber



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



