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BERGEHTHENNEIEETA.
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BB RECEEDFEI0SENLEER |, ELREMUmbrellaicék , AR AHIESITH,
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BEFFEGERAEHETNorgIDRER LHE AR , UESEATFHRIIER KR, tWalliREE
EFFIEEBBARER LI,
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« HCisco UmbrellaBE, BEEMNX Y,

ZIRNEELNSIRHEREERE,
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BAASES , BERES —RIRENREXFASETALEMAL,
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- BHEIRFAFERNEERBERG. BRE#REFREAKSZI0K,
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Q, Search for a customer or organization

<eys PSA Integration Details More ~

Support Contact

Log Management

115012963103

BB HREERSIHFR

BB
EBEAR, XAREUTER :

 ¥Cisco Umbrella MSP, MSSP= Z A= HEBHN T EEHBFF I,

« & AAmazon AWS AR # (https://aws.amazon.com/console/). MREEERSE , Amazon® 5
BIRMSIHN R ERM, B2, MRENERAEXBBREBHENFERE  AIEFEFEAGHTF.

« 7£Amazon S3H A AR IFRENRER. EREENFREAmazon SIHEFERNRA , FS
BT —f,

% TEAmazon S3EHFE

1. BB AAWSEHIE AR "FMiF, THRBBEHREE "S3, .,


https://aws.amazon.com/console/
http://aws.amazon.com/console/
http://aws.amazon.com/console/

* -
R Services ~  Resource Groups v %

History [ |

Console Home

S8 @ Compute

EC2

EC2 Container Service
Lightsail

S Elastic Beanstalk
Lambda

Batch

Storage

EFS
Glacier

115012842106

2. e E T EODIE N A Amazon Simple Storage Systemiy i & &

3.ETR, MRBEREREES , AFERY —EREFR. BT BEAREH



* Amazon S3

Q. Search for buckets

<4 Create bucket

115012842326

4. BREMARRER
FBEREBLEARBRAE—N , TEHEHAWSHUmbrella2 it , ¥ FFTHAmazon AWSH
2k, FEAEAEZERE "my-organization-name-log-bucket s )T LA E Bh A& 4E 18 1B F ME — B
BEBNER, BERBRECANEFE , THEESTEKI O , WAL ERFSDNSTRE
fil, EREBRINFMES , FEELE. FRBRINFHEES , S EGE , FEELE


https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html
https://docs.aws.amazon.com/AmazonS3/latest/UG/CreatingaBucket.html

Create bucket
CD Name and region @ Set properties @ Set permissions @ Review
Name and region

Bucket name

my-msp-organization-name-log-bucket

Region

US West (N. California)

Copy settings from an existing bucket

Select bucket (optional) 2 Buckets

115013010503

5. BERBEALMENENES , REIE—TCreate, BANE —EREHERKRTE

6.7 "REBML TBH BT T -5, EENEULHAE

7.7 "REFUE SBY , RER-TT 5. RMBRSEFFETTE , UREARLE
M REFE

8. TREBRENIZ—T BIARER



Create bucket X

@ Name and region @ Set properties @ Set permissions @ Review

Name and region

Bucket name my-msp-organization-name-log-bucket- Region US West (N.
2 California)

Properties

Versioning Disabled
Logging Disabled
Tagging 0 Tags

Permissions

Users L
Public permissions Disabled

System permissions Disabled

Create bucket

115012842686

9. TR , BEEKHBEREEAESKEHUmbrellafRIEH L&, £S37F , EBAREREK.
BE—THEENRFTENER K RAREENEEBAPermissions HEH

* Amazon S3 > my-msp-organization-name-log-bucket

Q. Type a prefix and press Enter to search. Press ESC to clear.

115012842906

10. i##EBucket Policy , AR IR RERL L2+



Access Control List Bucket Policy CORS configuration

Bucket policy editor ARN: arn:aws:s3:::my-msp-organization-name-log-bucket
Type to add a new policy or edit an existing policy in the text area below.

1 K
2 "Version": "2008-10-17",
3 "Statement": [
4 {
5 ESTdEIEE
6 "Effect": "Allow",
7 "Principal”: {
8 "AWS": "arn:aws:iam::568526795995:user/logs"
9 1,
115012843006

M. B THIERRBEHNISONTEERWE FBXARESRT  EEZMLIEED, ETE
$8 EbucketnamefI i B B E MW bucketname, MR KEEEITIIE/E , Bl HIRIERHEE

{
"R A":"2008-10-17",
IIE%;H:[
{
llSid":llll,
u;;‘&%u:uﬁléq:u’
III%II:{
FTAWS, : "arn:aws:iam::568526795995:user/logs"
1
"2 4E":"s3:PutObject”,
"&iE""arn:aws:s3:::bucketname/*"

2

{

"Sid":"",

BRI

"R

FAWS, : "arn:aws:iam::568526795995:user/logs"
13

"2 1E":"s3:GetObject",
"&iR":"arn:aws:s3:::bucketname/*"

2

{

llSidll:llll,

";;&%'I:|'ﬁ_\,§q:",

ujzg-%nl:

{ TAWS, : "arn:aws:iam::568526795995:user/logs" }

F,



"1 4E":"s3:GetBucketLocation",
"&R""arn:aws:s3:::bucketname"

2

{
"Sid":"™"

ll*&%ll IIA_q:II
quggu.{
FAWS : "arn:aws:iam::568526795995:user/logs"

3
"#®4E""s3:ListBucket",
"&iR""arn:aws:s3:::bucketname"

}
]
}

12,32 — T Save A BN E X
B =2 ) Amazon S3EETEE

SR

1. IREF|Umbrellai® B B 2R E>AFEE

2. B8 "Amazon S3.1 LARBIRE

3. fEBucket Namei@{u s , B AR L BESIHEVHN BB ERERE | REIE—T Verify
!@%E?’“ﬁiﬂﬁﬂiqﬂﬂiﬂ—ﬂ%ﬁﬁwwﬁ , ERERINBBEREEMR.

Log Management

Amazon S3 Not Configured Never

AWS 53 Bucket
my-msp-organization-name-log-bucket

Verification Successful
For security, we need to confirm that we're sending logs to your bucket. Navigate to your AWS account, copy your
unique token from the README file from your bucket, paste it below, and click save.

Unique Token

115012847146

MREWEERES  FHEIRIRTH  FEFLERTRSBNELZ  IREEE. WRH
BHAERRE , BERMNEIFIBE

SR 2:

RBREET ERHFHEER , Unbrela8 EREW A —NBASHE, TUBBEMHESIFHFRE



RERBASHE. EFARZBEN—I2 , —ESE BREADME_FROM_UMBRELLA txtHERE R’
Umbrella L B2 Amazon S3FEEFREI HIEE]E,

1. BEMTERER , RRENAREFRTAHRAR , KM THERER., #ERP , 5 —EHE—
B 5 A IR B S 17 4R BRIE B IR K UmbrelladZ HI ET AR

ME . ATEREENERFRIFSIHER , UEE L RERRREADMER R,

2. REIF|Umbrellaf@ RAR AL AS FhERE I, A "Unique token, MBI , RAEBIKR—T
Save, ltE  BEA
TR, EMIRENERE , REZELog Management&l 2 F#IAmazon S3HE B



Log Management

AST SYNC

Amazon 83 @ Configured August 2nd 2017, 11:43:21 am
AWS S3 Bucket: my-msp-organization-name-log-bucket
Last Sync: August 2nd 2017, 11:43:21 am

o By default all customers are logged to this Amazon S3 Bucket. Logging can be manually turned off for customers
individually from the Customer Management page.

STOP LOGGING CLOSE

115012848126
EEAFEWAY

EFAS3E , BALEREFRTFERENNEEY  UERCEAHRE AFNFERKRE. REE
EAASEFEENRRE , FEKBURREIREK. fll, ERAFE24PRRUSIHFETHA
i, RBBHBERFESF , AERAFERBREEEP, BREAT , Amazonf§ERERBFH T

HERAFRET , EERNRTRERS TREHHENRE. BRASIEGENNFMER , FELE

)
AR o

EREREFROEMBENY , FRTUTERE
1. i##BManagement , REZE—T £diBH

* Amazon S3 > my-msp-organization-name-log-bucket

Analytics Metrics Inventory

115012848246

2. ¥ —TAdd a Rule , A% — T Apply the Rule to the whole bucket ( - F& ¥k , MREE
HEITTHERE ) .

3. B EYHHRIAITHIRME ( HliDeleteTHArchive ) , REBERBBRURREFLEFEH
Glacierf#Z R E B {KAmazon A<, ( GlacieriscolditRBiiRfEEF A HAVREERIE |, B
RABK, )

4. MRERFEREMIE (MEHAEROFERSTR ) EEAR , AFRSITHRFALUE
A RNEREEM  RRERESTHRES/ER.

it B CiscoE B M S3fFEF

FEUmbrellai® & EHx H Efn E Settings > Log Management.



EMERE .

. [EABNTIEENAmMazon SIFHER
. {ERCiscoE B Amazon S3RFH

Settings

csce | og Management

Amazon S3

0o Use your company-managed Amazon S3 bucket

Amazon S3 bucket

Amazon S3 bucket name VERIFY

Learn more about Amazon S3 bucket verification »

Use a Cisco-managed Amazon S3 bucket

25231151138964

BEFE TEHAERFEENWAmazon SIFEFHL |, B EBSMERNEIE : "Select a Region"f"Select a

Retention Duration",



Settings
Himir

asco | og Management

Amazon S3

Use your company-managed Amazon S3 bucket

@ Use a Cisco-managed Amazon S3 bucket
Cisco will manage your logs in Amazon S3 for you. To learn more view our guide.

Select a Region

US West (N. California)

Select a Retention Duration

Data older than the selected time period will be automatically deleted and cannot be recovered.

30 days

25231151158036
BEE

E# AR TRIENARSFR , EERREREARERBRVIEEFREER., JHNEHE
Amazon S3H AR [EEMETLE , BB REEHTA, fl, PEMREH,

RTIEEDEEREROINEE, NREFERREXENESE , LFEMBREBIRE L EFB
Yo

BEEREHR

REMERT, 14F30K, ERENRER R , MEERHERER , MEERTEEREHTRE
BER, MRENBEBBRERN , RAEZBFREE -—HEE. REPTURRELR,

MHRER BT T—F , REBRREEFD L ENSERE



Do these settings look ok?

If you wish to change your region in the future, you will need to delete your current bucket and
start over. Retention duration can be changed at any time.

Storage Region Asia Pacific (Seoul)

Retention Duration 30 Days

25231181211796

—BERERE  SHRIIRAEH,

We're activating AWS S3 export now...

_—

D

We're still working to create your AWS S3 bucket...

Once activation is complete, we'll provide you with keys to access your new bucket.

25231181218708

REEGWIFBERANER, CLARI(EE "5, ), RAEREK ——REATIEM
EWRNED, SRRV SRESBREFHENTHBFALFN,

¢ SN

FIETEENREER K EBENR , CHNREREE,



Active (Managed) Sep 28, 2017 at 10:19 AM

us-west-1

Retention Duratior 30 days

s3://umbrella-managed

Last Sync Sep 28, 2017 at 10:19 AM

Forget your keys?

e

IERBAE S B RS EEAE A




BiEE - ENMEC B BESRHE , BRMNERBERENREFERBREBRRAR.

BlE R

B L& KA

R LA HEEECisco Umbrella EEZIS3/ER , AIB4/NESNRERY , A HE |, lk¥ESF200
EERE R HENKR RN XEERESRB—EARS , wMERERERENRR , X5
Big& , ELHERE.

BE LHABFEMER

BEELU T 2EBREUmbrella BRI L BISIREEFR. TREER , F—EBEFEERNER
LEZSIFHEER , TELBERR RV ANEEMAIN, BER , LERARETHREEFEN LN
AFER Bt , IREEAFHRRHEALRE |, FRAKBRENCHE FDES, P,

ERERES—UIER , UnbrellaiZ G E R 8 EIRED K EEMH M B ER BB RESIRERP,
EREA , #EFFERSERERID , BHENRERS

Amazon S3/<bucket-name>/<orgID>/<subfolder>

<bucket-name>Z B EFM BT , <orglD>ZEHEMBZID , <subfolder>=2dnslogs. proxylogszk
iplogs , EREURA I BFFE A,
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orgIDICEL, ZHEMEFALEBE AR SEEBN FEMSLEZZESurFERorgIDXRIKE
orgID:(https://dashboard.umbrella.com/o/#####/) .

S3 LOGS

Centralized Log Management
To enable centralized log management, a centralized bucket needs to be set up in the Log Management page.

Individual Log Management

Configure individual log management

DEPLOYMENT PARAMETERS

i Show install command
1918 1300a53676a576151b1c37 BA955 How to set up RMM scripts

DELETE THIS ORGANIZATION CANCEL m

360002271623
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