FRERBECEHTTPS LRYWebZIE 2R MIDNS
B 8%

zHla HTTPSHIDNSH: B

&

ZX 3257 B8 #04A] B Cisco Umbrellafk EWebBIE 22 FIHTTPS _EKIDNSTERR B,

BEARAF

R REHEER.
KA T4

AIERHP I EFARIBIECisco Umbrellas

AXFHNENRRBREEERETRENNEEFEL. XHPFEHINMEEERREER (AR
) WAERERENE), MREBIWHFEREED , FRACERIMIESTREERNEFE,

BLE

feFirefoxhR 2<63BH%8 , Mozilla®] LA B Firefoxff i & 5B ADNS-over-HTTPS(DoH). E&#%
DoHEi%:ZICloudFlare , & AT LUEIBZAIUmbrellaik E. A& T RBEHUmbrellaikE , FERAAR
NEEBNSR,

E ZFirefoxBA AVDoHE: | ZEEWFirefoxFEAESEF I ILER -



DNS GACHE Roaming Information Device Page

DOMAIN TAGGING Organization The Cloud
INFECTED DOMAINS Status Open
eSS Last Syne Apr 25, 2016 12:41:57 pm
MOBILE DEVICES
Version 2.0.168
MONITORING
Bundle Mame Middle Earth 2
MSPS 1 3
Settings Name Middle Elrth
MSSPS
Categories Blocked Adware, Brugs, Gambling, Web Spam
ORGANIZATIONS
ON-FREMISEASSETS  Beacon Settings (View ERC Logs)
PARTNER API
B Applied Setting Device Settings Org Settings Default Settings
J— Upload Logs: m None m m
Write required
SUPPORT TOOLS
ERC Writes Logs:  Detautt P On]
Upload Interval: E Save [ None £3
In seconds
Logging  Detautt Level 2 - Debug & [ None |  Dobug
URL For Log Upload:  Detautt Save
{leave blank to use the default)
Default
Telemetry Settings (Visualization) Delete Device-Level Telemetry Settings
Applied Setting Device Settings Org Settings Default Settings
Write telemetry data: Mone ot
Upload telemetry data:  Defauit None ot

(Write implied)
1.jpg

E&FMRAS , ChromeiEDoHEEAFBIR ERM. REERKE LN RKDNSHREFHESE
DoHEF , Chrome DoHF 8ERY . EIlt | @R FinfE &R E A A DNSHIIRES YA E T BIRK
F #Chrome DoH,

EFUmbrellafFTE5% & R FEDNS

HARZEUmbrellafE A& |, EBEFAEERITEMRIE, FirefoxZEFE A4S 1Fuse-application-
dns.net 15 RDNSIB B R HF R ( HlACisco Umbrella ) BWIEHE, MRFFiFIEREEHUmbrellafg
HiEX |, BlIFirefox TSR ADoH,

BER , MR EHEZECEFirefoxh FEEEDoH , RlFirefox&&=sr %80 & I i A E & #YDoH R fRES -
EEEERT , BREEXTKANEMMOEMRE , B LA EHE#EHADoH,

BIEChrome 83984 : "Chrome#s B B) Y1 ZIDNS-over-HTTPS ( IR EFTHIDNSIREHER X



%)Jo

BE LE EE FHHTTPSRYDNSHY H it 552 A

BT RELEMNUmbrellaZfE , Umbrellall EHDoHEAE R S ERE/EZREARNEZTENS, Elt
BERMRFE LR | BB R EEMATDOHARESM EME | WIBFE AUmbrellaB EEHIDNSHIZXRERK
DNS, EfERENEZEM IEDoHRHER -

1. EMNERBE>ABEH.
2. ZEIEEERNERRE.
SHARRERE/ERREN,

DNS CACHE
DOMAIN TAGGING
INFECTED DOMAINS
MESSAGES

MOBILE DEVICES
MONITORING

MSPS

MSSPS
ORGANIZATIONS
ON-PREMISE ASSETS
PARTNER API
RESELLERS

STORE

SUPPORT TOOLS

1.jpg

Roaming Information Device Page

Organization The Cloud

Status Open

Last Sync Apr 25, 2016 12:41:57 pm

Version 2.0.168

Bundle Name Middle Earth 2

Settings Name Middle Jurth 3
Categories Blocked Adware, Brugs, Gambling, Web Spam

Beacon Settings (View ERC Logs)

Applied Setting Device Settings Org Settings Default Settings
Upload Logs: m None m m
Write required
ERC Writes Logs: m None m m
Upload Interval: ﬂ Save = £
In seconds
Logging Level 2 - Debug 4 = by
URL For Log Upload: Save

{leave blank to use the default)

Default

Telemetry Settings (Visualization)

Applied Setting Device Settings Org Settings Default Settings
Write telemetry data: None [ None ot
Upload telemetry data: None [ None ot
(Write implied)



A REEH
B1E , EFirefoxm BN EREHHILLERE | BOFERE T LUEEZFE R Umbrella,

MIEE : B8 ZWA&Moxzilla Kill SwitchiFTIBZIPRILFE R, ERRA , MRIFHAELE
, Umbrellaf$iR B fH IF B E A%, Firefox St IR AEWERE K Rt BB ARE
DoH,

Hit 2=

Firefoxtt fJ A F B EL B A4S EDoHIEHRERN ., MRFFEE , BT HUmbrella# 1T,
Umbrella(DNS)E £ HIETIPEE. HMDoHMMERER , WAEZSEMRABRE, MESE
S B R B A& 35 R B LE #2318 Cisco Umbrellas

3



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



