Windows_EUmbrellai@iz & P g BYHT TP IR H &
BERR

H &%

HiA

PsExecAIMMC (_IEQE

R ST

LRl

R 3TRE AT 4B I ¥ Windows £ BYUmbrellai@ & F s BIHT TP B # /T B HERR .

B R

ER

AXHREBEER,
RATH
A ERHNEFAERWindows EBIUmbrellai@ 2% F i,

AXHFHNEARBBREEERERREANKENREL. XHEAZNMERERRCER (R
) AARERRE, WMREHMEREFT , FEARERAEAESTREXRNTE,

BLE
ZEUmbrellaBBF WL REZPEH L , Umbrellai@EZ Fig Rk EHEEM, SfEFZ3E—%

AHES FAUmbrella@ it E FInEBRE RERILEMRE  REBRRPRENEHBRER
Umbrellai@iE & Fim, o , BB G RELWBE EFERHTTP Proxy. MR EF ik IE1E 8



, AIE P E@EIBHTTP ProxyBi#,

BB HIEITHTTP Proxy:Umbrellai@iz & FinfE A "SYSTEM. £AE K RACEARKRKEELT
, WHAERBEBEAREHRGPOZEMERRELRNEBRVMM) TE#HXA THRENRE , ZTEM
%E%%%EP WERERBSERERAENHTTPRERE, il , BB AP ETERIERER R
, EEH BT AFHTTP/HTTPSRE , BRIEFREEBProxy.

BB ESHITHTTP Proxy: "SYSTEM, A EUBIEEREBHTTP Proxyi%E , BEZKProxyEF
T?Td‘:o HARETBFE , HSYSTEMEAE R ERBIBHTTP/HTTPSEH B & IR UL EIHE R,

ER—EARBESYSTEMEAEFIENERIE, EABARXERATSR !
1.EAEREREE "C:\Program Files\Internet Exploreniexplore.exe o

2.55 B https://api.opendns.com/v2/OnPrem.Asset,

BEHFTHFEMALZERTH T1005RDAPIZIR, . MRBRT , FHEARUDP/TCP 443 RE "
api.opendns.comJ ., 'crl4.digicert.com, . Tocsp.digicert.com, , ¥ BR&R#HKHEEDigiCertii
CA.

MBIREIFE N BREI RS EMBRBMNIRS (MSYSTEMIRE ) FR4ENUEY  AIEERK
Umbrellaiifigi, ARABIERFiESYSTEMEA EIRE R , Bk X AR IE
, Umbrellaffy 53R IGH F BEHEIT R SR RFTBAIFHR

REAR

R ERVERRELZTMIBERIRINELUmbrella APIEE, EFEEHEFinft At ( Bt ~#E
AREBER ) , REFLEHRERR

MREBINELER  FENREBERT FiRRE A AREEFTMBRIUNEEZEHRE BFEUAX
BT, ERhefEERBRETHRERS,

m el 2R ENE
B S .

MREBRT , CEFIEULTRARN BFHRKE

<{froot>

2014-03-14 09:39:43 [2252] [INFO ] Trying to get Device ID from API...
2014-03-14 09:39:43 [2252] [DEBUG] Sending GET to https://api.opendns.com/v3/organizations/XXXXX/roamin

2014-03-14 09:39:43 [2252] [ERROR]
Error creating DevicelD

: The remote name could not be resolved:

api . opendns. coni


https://api.opendns.com/v2/OnPrem.Asset

UTRA :

2014-12-08 09:25:27 [5700] [ERROR] POST failed: The operation has timed out

SRULIE

2015-03-05 12:41:11 [4084] [ERROR] Error creating DeviceID: Unable to connect to the remote server

KREFRES S E R AL EL AR
=411

HESBERELMEAT Tapi.opendns.comy o

<tfroot>

The remote name could not be resolved:

api . opendns. com

ERRER AU T EERBESHM

o WARRERR ERIDNSHERAT KRB . G LIESE = A DNSHIMRES |, FBREM AT L FUmbrellafy
DNS{AI AR 25,

« BE—EFRAFEMTESHNRERRSS  MREE—EARERES  SHAEE "
*.opendns.com. , EEXERITE TEIMIAPIED,

o BAAZTCPERMISEIPEE : MMRFEAFEEREHWPHAERE | WEEEROME HILER
BRR443/TCP, Umbrellai@ii:® FimE E ¥ GeoTrust IP/IHZEEEESSLEE,

& B FEUmbrellalty Mg 5 i So R IRAF 1 — XX FBIRUmbrellafy 45 ER K EFE R , RXEFRE
HTTPHER,

61273

HFEHE R EEMNT T proxyserver.exampledomain.comy o

<#root>
2014-03-14 09:39:43 [2252] [ERROR]
Error creating DevicelD

: The remote name could not be resolved: '



proxyl. exanpl edomai n. com

Hi#EFERE ER B Umbrella API("api.opendns.com")BE & , B RERBERTCERERT
"proxy1.exampledomain.com"

BAEREFRNERRUmbrellai@iz % Fin £ A WebRequest.DefaultWebProxy#y.NET
framework PP ALE A E LAY "SYSTEM, EAENNRERE., EBEFEBHERER(GPO)RE

, BRIFBBIMBREL IR , FRITURBREEZHED, IRERBRARBABEFE , AFEZEHD
Hib X8  oTUBIBUL T AR WERE,

=44

HFEERUTHER

Error creating DevicelID: The underlying connection was closed: Could not establish trust relationship f

{82 , UDP/TCP crl4.digicert.coms{ocsp.digicert.comZ B Bh A &8, 70 R T iS4 % 2 H A ER%
(fBlamBE R )  AREEEFE.

BT T UEERSMATELERERE

netsh winhttp show proxy

LR IR S E {7 B #EMicrosoft I Z2API v24E A NET Framework B EEMEN —X o FEH. MRLRED
By, BITTRe BBt ER R A, BEEFMEN , F2BMMicrosoft X ENE "HCRLOBHTHIRE
B SHEE (CRL) B INBRAPHCER MBI S RYEREA L



BEE : PCIEMRMERENNET (MREREATLS 1.0 ) L ARREBE R4, FHAFMESN
, 2B Umbrella i ENE,

Fig s M BRI ERE



BL UREBREEAGPOREEETHRRE, FEMEM ELREXBRETER,
UmbrellaZBEE U TRER FEMLLGE  BEEEBNER LETRE , HEZDALER
EHRULERZME -/, BFRET—EFE , BEEHAREEEAGPONET.

PsExec#lInternet Explorer ( IE 10T E SR )
1. FE I ## BB PsExec,

2HEANEEGTRAT(AREERSDUEEE BMDET).
34EH "cdy ERAREEIPSTools B 8.

cd C:\Path\To\PSTools\

4 BT TR EL "SYSTEM, A #E & 4B Blinternet Explorer:



PsExec.exe /i /s "C:\Program Files\Internet Explorer\iexplore.exe"

= st CA\Program Files\Internet Exploreniexplore.exe ===

Microsoft Windows [Version 6.1.%6H1 1 a
Copyright (c?> 200? Microsoft Corporation. HAll rights reserved.

CisHindowsssystemd2 dcd C:slUsersszacksDownloads\P5Tools™

wzackxDownloads~P8Tools »PsExec .exe ~1i /3 "C:sProgram FilessInternet Expl
cplore .exe"

. Execute processes remotely
(G 28001 - 4 Mark R inowvich

internals ..com

5.9&Internet Explorerty 5% € 1& & (cog) H M Rl Interneti & 1H,

6.#£ConnectionsE &+ , i##ELocal Area Network(LAN)Settings , AZ BB EEZF R MR EER
Eo



msn.comy - oCid=1enp

msn
h. | bing | SO sign in -ﬁ-
Internet Options i 3
General | Security | Privacy | Content | Connections | Programs | Advanced
| | | . Mote £ OneDrive >
I To set up an Internet connection, dick Setup
Setup. _ |
Dil-up and Virtsl Private Metwork settings Local Area Metwork (LAN) Settings IE’
Add Automatic configuration
Automatic configuration may override manual settings. To ensure the
Add VEN... use of manual settings, disable automatic configuration.
| Automatically detect settings

Use automatic configuration script

Choose Settings if you need to configure a proxy

server for a connection.

Proxy server
Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).
Address:  badproxy.com Port:  B0s0| Advanced
Bypass proxy server for local addresses

Local Area Metwork (LAN) settings

LAN Settings do not apply to dial-up connections. LAN settings

Choose Settings above for dial-up settings. oK | Cancel

0K Cancel

about Koger oodell's
annual address

S|

F WM BRLANGRE PRV R EEERE

7THORREBREEMER |, A% BB Internet Explorer,
Umbrellai@iE & FimfE X9 =2 ER .

BRAR (BHE)

1.8 EHKEY_USERS\S-1-5-18\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Connections\DefaultConnectionSettings PV £ A EHRERE. MREFERERE , A
SRR ERREAB EERRETERNRE,

RETNERAEEREAERE

QEEBHEPMER  FERATIER,

1.FEHKCU\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Connections\DefaultConnectionSettings F B £ 8 W B R H,

2 4 HERBIHKEY _USERS\S-1-5-18 ( SYSTEMfEA % ) THRE—ESEF,



3 EFHE SR SR REIMEERI.
PsExecFIMMC ( IEQE, E{EKARAS )

1. F AR EPsExec.
2BAEERSRIF(ERER-UEES BT,
3.8/ Tcd) ERARBMMPSToolsH &,

4ETHGD :

PsExec.exe /i /s mmc

5 HAMMCE , SIABERBHRERE T,

| Consolel - | =8|

@ File Action View Favorites Window Help

«= | = BHE

7 Console Root Name

There are ne items to shew in this view,

Add or Remove Snap-ins
| Select Group PuhcyObJect
You can select snap-ns for this console from those avalable on your comp

extansible snap-ns, you can configure which extensions ane enabled. Welcome to the Gi Policy Wizard
Avallable snap-ns: Selacted|
Snap-n Vender - S cofl
F pHeP Microsoft Cor...
Efokhunagement  MaoscRand... Local Grous Poly Chiects are sored an the local
2 ons Microsoft Cor.. computer.
T Enterprise PRI Microseft Cor... ;
8] Event viewer Microsoft Cor... | _ Lb_elh:&umbmonmaeammhe&upmw
SaFie Server Resourc.,,  Microsoft Cor... | s
I Folder Microsoft Cor... .

L Group Pobicy Manag...  Microsoft Cor...
_,' Group Pobcy Manag...  Mirosoft Cor...
i Group Policy Object ... Microsoft Cor...
.| Group Pokicy Starter... Micrasoft Coe...
€ Internet Informatio... Microsoft Cor...
-§]P Security Monitor  Microsoft Cor...

| [ Allorw the focus of the Group Policy Snapn to be
Description: changed when launching from the command Ine. This
This snap-n allows you to edit the local Group Polcy Objects stored on a g orly apples # you save the console.

GPOEEE T

C.EBEARMERNTE  REBBEEFNSMBRRERREZER.
7EFREIRE FIRIBOK , AREUmbrella)@iE & FimiE T




TEErCAr

B \\LTIEFFVOGT: mme

o I EE

| Administrative Template

Connection Settings

":.-.. @ Conselel - [Conscle Root\Lecal Computer Pelicy' User Configuratior\Windows Settings\Internet Explorer Maintenance\Ceonnection] o | @ [ & ]
M = File Action View Favontes Window Help Internet Propesties Al
B e | 2[E L= BE
& i (i) -1 || Local Area Network (LAN) Settings ==
| Consele Root Mame Description Ad " stion
a 1] Lecal Computer Palicy ~ = - Bukomakic condfigur
. I8 Computer Configuration ﬂCunMdl.nn Settings Sett:ngsfur <unne:u.un settings G Ankoanbtic coniguration iy, cverids macusl singE. To srcrs the
2, User Configuration i Automatic Browser Configu... Settings for sutomatic browse.., use of manual settings, disable automatic configuration,
o - . .
Prowy Settings Settings for ]
2 Software Settings 3U 0y t;_ o g : proy . c | Awstomaticaly detect settings
4 ] Windows Settings ser Agent String ings for user agent stnng Use sutomatic configuration script
i Scripts (Legon/Logof
T Security Settings
ollj Policy-based Qo5 Proy server
= Deployed Printers ) 7 Lise & provy server for your LAN {These settings will not apphy to
4 ) Internet Explorer Mair, * disbup or VPN connections).
&l Browser Uses Intes Ak ool Pt | E0E
&8 Connection w5t intemet].jackso t: | Advanced ]
&1 URLs [F]Bypass prosy server For local sddresses
8] Security Connection Settings
(=) Programs

: -_Gu'a:cl

You can import your connection settings. IF you chooss to import, all of your connection setting

aned Connesctions tab to make changes

instabied with this package. Go to the Internet Contral P Local Area Netuork (LAN) settings

settings, LAN Settings do not apphy to da-up connections. | LAN settings ]
Choose Settings above For dishup settings. b
Yiou can also restrict how usars are able to interact with connection settings via the System Adj s erer s
page. It Is not necessary to import your curent settings in order to set these restrictions,
For more help on what connedton settings are, and how bo customize them, dick Help,
Connection Settings
O Cancel

(" Do not customize Connection Settings
¥ Impost the current Connection Settings From this machine

Modfy Sattings [

You may aleo remove old diskup connection settings from your users” machines, |
I~ Delste existing Dial-up Connection Settings

R ERRER E
R EE 2 8RS
RIFEHIWindows ServerhRas | 5 B HE 12 Z1 49 25 BB 5 FAMMCH2 Il B30 158 4 1E FE AV 4B mT DA T4,

B BB S S AR MBRILRE , WEESEN

EEn =

W RIERIWindows ServeriR 88 BiE LR E |

A (ZBEK ) BRERE
HKEY £ f &

.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Internet:% E\\E iR\ TE X B4R R E

ProxyEnable [Drder: 1) show
ProxyEnable [Drder: 2] zhow
ProxyEnable [Drder: 3) show
@ DefaultConnectionSettings (Order: 4) hide
General hide
Action Delete
Properties
Hive HEKEY_USERS
K.ey path DEFAULT S oftwarehicrozoft\WwindowshCurrenfersiontnternet
SettingzhConnections
Walue name DefaultConnectionS ettings
Common show
ProxyServer [Order: 5) hide
General show

BRGPOR By IEARER TE

hESBEREREANEREAREXN RO, RCPOFA MR E F MERAEEM LFFUmbrellai®
BEE FimERT U RRERES DR ( ZELIERERENR ) .



----- . RestartManager *
b SBE
p - Security Center
----- Shared
> || Shared Tools
b -l Speech
-}l SQMClient
b- SystemCertificates
> -}, Web Service Providers
s 1 Windows
4- | CurrentVersion
- . | Authentication
> )0 DPX
> - Explorer
b -y Bxt
| Group Policy
----- , GrpConv =
al ) .Internet“_";-eftings
BRAEE

MRE PR —ELEHEY

Mame

ab) (Default)
5 EnableMegotiate

ab)IES_UA_Backup_..

34| ProsyEnable
ab | ProwyServer
ab] User Agent

%] ZonesSecurityl...

Type
REG_SZ
REG_DWORD
REG_SZ
REG_DWORD
REG_SZ
REG_SZ
REG_BIMARY

Data

(value not set)

000000001 (1)

5.0

000000001 (1) ‘

prfsrvisa:B080

Mozilla/4.0 (compatible; MSIE 8.0; Win32)
d2 80 a9 04 3f 04 call

mEBEFERFERUMbrela X BRRI S E I E,



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



