| B #5aC

FEAnyConnect SWGHE#E £ B & KFE

WindowsEf 58
macOSE ¥

AERM B M{AIEAnyConnectF BRI 2 £ A EIR(CSC)MZ£Web & (SWG)#EHE L AZRKE
¥H Haﬁo

R B K FARE B FE5C 8% /Y F Bl

BEBRLAT BIRERT , ESWGHEE L RAA & AFEE HFERC K

- BB G F R RIS B
AEERBBERER
- FEEMERIDNSE Web3K BE &

fEAnyConnect 4.10 MR7, CSC 5.0 MR2HE R/MA LA HK K
785 H ASRC 8%
ZZU%EFHAnyConnecM 10 MR7. CSC 5.0 MR2REEMRAE , FRHITUA T TR, BARIERT , KK

ARXRFAFBFEE , B LZEBUmMbrellatZ FIEARHASAE TR E. HBEF BRI ogleve:
“1"orgConfig , EIHE R AV ¥ R swaconfigjsono 1SR I F B9 = B FT AR 4S89 AnyConnect=; Cisco Secure



Client , FE¥B 9

SWGConfig.jsonfy{x &

* Windows(AnyConnect):

C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Umbrella\SWG\
« Windows ( Z&&Fif ) :
C:\ProgramData\Cisco\Cisco Secure Client\Umbrella\SWG\

+ macOS(AnyConnect):

/opt/cisco/anyconnect/umbrella/swg/
« macOS ( ZE£EFifw ) .

/opt/cisco/secureclient/umbrella/swg/

fEsRR Hasre s E R K@M

1& B9 swaconfig.jsontE S 1E R & Bl Cisco AnyConnect Umbrellat& 8 1T~ —EAPIE LS &1k, BRE
WEEIWFFIEAPIRSBE LA E |, 57E &R K EBE —Bswg_org_config.flagumbrelladatalis 28 o

1. B ERESR

* swg_ org configflag FEUmbrella DataBE R RARGIEZ AN FHER, FIEBHLER fla

* Windows(AnyConnect):

C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Umbrella\data\swg_org_config.f1

« Windows ( &% Fifw ) :

C:\ProgramData\Cisco\Cisco Secure Client\Umbrella\data\swg_org_config.flag



+ macOS(AnyConnect):

/opt/cisco/anyconnect/umbrella/data/swg_org_config.flag

« macOS ( B&EFifw ) .

/opt/cisco/secureclient/umbrella/data/swg_org_config.flag

2. BRNBEARR

o BERABHorgconfight ZRE R swaeconfigjsonZl #8 Fswg_org_config flage
¢ Wﬂﬂﬁ"logLeVel"; "
¢ ﬁﬁﬁﬂﬁléi;

{

"exceptionList": [

"www.example.com",

"smh.com.au",

"* _ smh.com.au",

"www.blue.com",

"* www.blue.com",

"146.112.133.72"

// ...additional entries...

] ’

"failOpen": 1,

"logLevel": "1",

"swgAnycast": "146.112.255.50",

"swgDomain": "swg-url-proxy-https.sigproxy.qq.opendns.com",
"swgEchoService": "http://www.msftconnecttest.com/connecttest.txt"

}

o FRARIESERE LA "exceptionList™: [..]BTE , LA" SWGEchoService':
" http://www.msftconecttest.com/connecttest.txt" }:%J—% o

c BEEHRZATHNZRERZSEARNIT,
o $EERHIE T (B Widentity, deviceldER) A aduseri DAE F BISWG T AE,

SEERRG  ESHERIT SR, HlMidentity, deviceldBduserlD TE


http://www.msftconecttest.com/connecttest.txt

IEFE R %?#EEU\{ exceptlonL|st

3. EXMRE BRI

E#H B E Cisco AnyConnect Secure Mobility Agent/Secure ClientiR 3 , EFREI E K
, EERILETFRVPN,

4. BaRBERTE

o EEFEHVPNELR/EBHEAR & sweconfigjson , FIRIERUTER C R ESWCR KAR
HEkAl. BER , MKEBETERRYP .

"logLevel": "1"

E@i jt?IEL\Eij(EEIEﬁ H nl:lg.:\

Windows B 3%

1. BABRWindowsZE #1885,
2. BEHEREL RFIBELH BT, EXRRERIIBARABE B &%,

g1 1 -

BRIDGE | Thread 1d18 | Connection : Resolved IP from 'swg-url-proxy-https.sigproxy.qq.opendns.com’
THREAD | Thread 1d18 | SetGUID '959bfe4d6fba87a65b433321c6748d761d9492ch’

2 . KRBT AIWebB RESHAC sk, RECHIRIFEAZB/F\EP1HE E & iBAnyConnect
SWGHIWebiEK,

LISTEN | Thread 1d18 | Connection : Hostnames from KDF are Togin.live.com

3. fE APowerShellin & & AT S 4 B 36 (.evix) B Hixt:

Get-WinEvent -Path C:\Desktop\Umbrella.evtx | Format-Table -AutoSize | Out-File C:\Desktop\Umbrel



macOSER 3

#Mac OSX L , ATLAE At s SRR B ESRe &k ( B ETARIUAXEIEATA ) o

1. HITHD

>log show --predicate 'subsystem contains "com.cisco.anyconnect.swg" || senderImagePath endswith

- ERABRAFR BFERCEIFBEpurple.comFf i H R Al -

2022-09-19 10:51:15.627229+1000 0Ox16b121 Default 0x0 98970 0 acswgagent: Connection : Hostna

2. AnyConnect DARTH# T BIEZATBHA AGH. BREMAR , EFELBE  EHSESE. &£
AERBNS RN , Ltk ERARDARTHMB T —ERREXRE,

Bff N5 BA

- RAFRRBFCHSERFMBF. EWindowsEHBRI[PE EUmbrellai@iizZ £4&E4# B
RPUBMARBERBE , HE—RENEREBE.



[2] Event Viewer (Local)
g Custom Views
& Windows Logs
v L Applications and Services Lo

fs] Cisco AnyConnect Diagn
f&] Cisco AnyConnect Secur
{&1 Cisco AnyConnect Umbr
[-] Cisco AnyConmect Web ¢
fs| Hardware Events
{&] Internet Explorer
fs] Key Management Service

1 Microsoft

OpenSSH

§ | Windows PowerShell

£] Saved Logs
.4 Subscriptions

360056784112

Level

Iij) Information

Date and Time Source
5/10/2020 10:28:18 PM acswgagent

. Cisco AnyConnect Umbrella Roaming Security Module Number of events: 10,873 (!) New events available

(i) Infor
(i) Infor
(i) Infor
'r_i\ Infor
(i) Infor
Iij) Infor

‘1:7'-.*:-.

G

Event 23
Generi

® Fri

Log Properties - Cisco AnyConnect Umbrella Roaming Security Module (Type: Administrative)

General

Full Name:

Log path:

Log size:

Accessed:

Enable logging

Maximum

Cisco AnyConnect Umbrella Roaming Security Module

%SystemRoot%\System32\Winevt\Logs\Cisco AnyConnect Umbrella Roaming Securit

3.82 MB(4,001,792 bytes)
Wednesday, February 26, 2020 10:43:11 PM
Sunday, May 10, 2020 11:28:48 PM

Sunday, May 10, 2020 11:28:48 PM

log size (KB ): 39062

When maximum event log size is reached:

(® Owverwrite events as needed (oldest events first)

(O Archive the log when full, do not overwrite events

(O Do not overwrite events ( Clear logs manually)

Clear Log

on

« SERHEPERR B swg_org_configflag , MRS E#ran & R IUAE R & A B FL .

£CSC 5.0 MR3F1AC 4.10 MRSERE S iR A LR A& K

AC 8K
3]

&

H

#CSC 5.0 MR3HIAC 4.10 MR8B% , debug logging enablementfs Fi B ERIBEE,

gE

* #§HE ZRswaconfigoveridejson ( B EFREAR ) BRBISWCE R & LAR A G550 8%,

==
ﬁxﬁxﬁﬁ

1&@—%:321'&Eﬁ(orgConﬂgSWGConflg .JSONo ltt*; = E’J W @Tgﬂ#ﬁﬂﬁﬁ Eﬁl%ﬁﬂﬁo

« TMRBEADNSEENHMTEER S HEFRERTEI, & =RswoconfigjsontriFFE K,
R B 35k
THEREEELRTHNE (NREFE) |

Eit H?naﬁ ) *ﬂ 5EjnHSWGConflgOverrldejsong(FﬁTJ—/‘\E&FH/ FHE %ﬁTEﬁEEﬂS\NGCOﬂﬂngn The

SWGConfigOverride.json g) o

gﬂ_l

BRETENBEMEEE — logLevel ( AREA/ZAFH



1. EREFAE BFEEC8% |, FEswaeconfigoverridejsonfE L TR A -

{"logLevel": "1"}

- EEKMABAGBRKENMEDHE  FEM

{"logLevel": "1", "autotuning": "1"}

2. FAE swGConfigoverridejsonSWGE R 3 /b -

* Windows(AnyConnect):
C.\ ProgranDat a\ G sco\ G sco AnyConnect Secure Mbility Cient\Unrbrell a\l SW&B

« Windows ( Z&&Fif ) :
C.\ ProgranDat a\ G sco\ G sco Secure Cient\Unrbrell a\l SW5

+ macOS(AnyConnect):

/ opt/ ci sco/ anyconnect / unbrel | a/ swg/

« macOS ( B&EFifw ) .

/opt/cisco/secureclient/unbrellal swy/

3. EFEISWGH UmbrellafR# , SREHME R,

« macOS: =1L B AnyConnects Z & & Fiw K,
« Windows: BiBfREMMCEEE ( "BEE. > "1E1T1 > "Services.msc. )EFM B TIF LL/RK
BiZ 2 Web#BE8 ( 4.10.xHX P Hacswgagent?E5.xhR F1 4 X /csc_swgagent ) FR#E.



Miat : MXEMARE BREHENELE , YENAATEREXLE , YHEER5.0
MR3%%4.10 MR8LA L& Fum Ky M — &1,

5 SR FER B

. EER SWGConfigjson ( [E %3 FKNE ) o fE F"logLeve": "1" , EE S| 5%,

s Hiogleve 2 FE1, MAREE K HiteHELSHES|SEN"1",

° Iﬁ:swg_org_config.flag , %fﬁﬂﬁ.flaggutﬁ:% ) P ixt2o

- RAFRH AFOHESERFEEFMENBF. EEHUMbrellax B TEMFRE , MAKAHTER
EEFRE S

1E Rswg_org_configllagB 2R IBIVIFH A FAEEE | I B A& 8Dashboard > Deployments >

Domain ManagementH EIJH:'IE’J%“BEQHDFO



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



