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. Uze the ‘config’ command for any configuration c

ation commands
tion comma ]
lancer that injects ECS.

$ config tunnel 7
g config tunnel <options> <args>

options has to be one of the following -

enable <int> Enable the config tunnel connection.

reenable <int> ReEnable the config tunnel, if it was disabled.
d ble

status Show

-h, --help Display this usage information.

<int> is tunnel duration in hours fault would be 72 hours.

status.

Rl

config tunnel enable <optional time open, default is 72hrs, range is 7 to 240 hours>
config tunnel reenable <optional time open, default is 72hrs>

config tunnel disable

config tunnel status

ERRE X ERENFMETN , F2/Bhttps://docs.umbrella.com/deployment-
umbrella/docs/appendix-d-troubleshooting-the-va-using-a-restricted-shell#tunnel

2)snmpFian S ARBANMEESNMPXE,
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$ config
config snmp

options has to be one of the following -

conf igure Ve c <community string> ]
SNMF

Default public

e RE

config snmp enable
config snmp configure -v2 -c <community string>
config snmp status

B ESNMPRIEEMAEER |, 552 Bihttps://docs.umbrella.com/deployment-
umbrella/docs/appendix-c-enable-snmp-monitoring

3)anycast ¥ @ AR ELEAnyCast BGP,

lgorithm.
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<args>

'bgp' options has to be one of the following:

er : Enahle the anycast mode.
: : Disable anycast mode.
Show status of anycast.
ow BGP Summary
: Show BGP Neighbour statistics
<bgp_info> . Add additional peer routers

{router-ip> : Delete additional peer routers
- 't connectivity
informat ion.

A 3
bgp_info : AS IUTER-IP:HOP-COUNT of the BGP router to publish
router-ip : IP Address of the BGP Router

2 - 255 Default: 255

e RE

config anycast enable <anycast ip> <ASN:ROUTER-IP:HOP-COUNT of BGP router>
config anycast status

config anycast disable

config anycast stats

config anycast add <ASN:ROUTER-IP:HOP-COUNT of BGP router>

config anycast delete <BGP router IP address>

HEE EAnyCasti & A , 552 Bhttps://docs.umbrella.com/deployment-
umbrella/docs/appendix-e-other-configurations#anycast

dyvaFim T ARVALHNFEHITERE.,
% config va 7

Usage : config va <commands> <args

commands has to be one of the following -
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L= H dy
[ enable | disable ] : EHdhlE or

dmz [ enable | disable ] : Enable or Disable DMZ mode to
1 [ enable | disghle | ¢ [ key | cert 1 "hash" ) 1] ! Enahle or Dizahble or Add Key 3
| disable ] : Configure the Per-IF based Rat

obal | global-we | alternate] : Configure the IDDTI
: Enable or

! Display this > information

interface name : WName of the interface should he given when dual nic is enabled Ex: etho
aps : Number of packets to be accepted per second for per

burst 1 Pac t rate. Range [ 10 - 100 ]

wH Rl

config va status

config va name <New name for the VA>

config va interface <interface name> <ip address> <subnet mask> <gateway>
config va interface6 <interface name> <IPv6 address/prefix> <IPv6 gateway>
config va show

config va ssh enable

config va dmz enable

config va dnssec enable

config va per-ip-rate-1limit enable <packets/sec> <burst rate>

EEREERERBEHNFMAET , F52/Bhttps://docs.umbrella.com/deployment-
umbrella/docs/appendix-e-other-configurations#section-configure-rate-limiting

EBBELEDNSSEC ENFEMEF , 552 Bihttps://docs.umbrella.com/deployment-
umbrella/docs/appendix-e-other-configurations#section-configure-dnssec-support

A LA{E Fresolvers FAi B ASVABLE AR ERMER , ELBEAAH

config va resolvers US (Uses 208.67.221.76 and 208.67.223.76)
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config va resolvers US-v6 (Uses 2620:119:17::76 and 2620:119:76::76)

config va resolvers global (Uses 208.67.220.220 and 208.67.222.222)
config va resolvers global-v6 (Uses 2620:119:35::35 and 2620:119:53::53)
config va resolvers alternate (Uses 208.67.222.220 and 208.67.220.222)

BRIHMES , 552 Bhttps://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-
configurations#section-configure-umbrella-resolvers

B)ntpFf S T FAREVA L 25 B = BNTPRRE,

$ config ntp
config ntp <options> [<server-ip

options has to be one of the following -

add Add NTP

FEeEmMOVE Remove NTP !

show Show NTP server detalls

-h, --help Display this usage information.

e RE

config ntp add <New NTP server>
config ntp show

EBFMEL , 552 Bhttps://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-
configurations#section-configure-ntp-servers

6)admap ¥ n = = AREE & 1 BABHE R AR R SUEBRADHE RN G5, L , AaeERRE[EIPiH
HRVEIR, ERNLBEZREIBARPBRIBADEIRE 5%,
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$ config admap 7

commands has to be one of the following -

view <ij : view AD Mapping for IP ac
clear <ipadc : clear AD Mapping for IP adc

set-host-timeout <time> : set timeout for the host in
set-user-timeout <time> : set timeout for the user in
show-t imeout -

ﬁelp

args -
ipaddress : Ip Address
time : time 1n seconds

e RE

config admap view <ip address>

config admap clear <ip address>

config admap set-user-timeout 28800 (This would set it for 8hrs)
config admap show-timeout

ClEIC
https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#identity
ERHEMENR , F2RAUATHAREXE :

EREE  E%/BERRIWADERE

7)logexport ¥ & 5 AR KBS, ETHRI BEEN/HAIDNSFER B 3 H EiE iR R B F AR
o
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options has to be one of the following -

destination < og-ip:ports [topludp|tls] Add destination to send logs to remote serye

Enable the service to send logs to destinati

zh for TLS
atus.
information.

Jdce @ ointernaldns | health | audit | all

BEFE , F2R

https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#syslog

localdns ¥ 75 = A A BLE A P13 245 E W EBDNS R IRAEF R E 2.  © = 3.2RAVHTIERAS,

commands has to be one of the following -

mains ... > : Add new locald
: Delete a locald

dashhoard)

BEAGFMEN , F5E1T Mconfig localdns help, SRR

https://docs.umbrella.com/deployment-umbrella/docs/6-local-dns-forwarding

9)loadbalancer ¥ S AR EE X AECSHE BT HEE, TR3.IRVIIERA,

subnetsprefix_length
Subnet Field
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BEAFHMER , F5E1T Mconfig loadbalancer helpy S48 :

https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-
configure-load-balancing

B

datedn & Al IR EVARSIEN BRI KRG/ B . ZEBUGHELRFEFUTCRE, EEEMEE
RH. BRENEE.

date

df

dfis S A AR BERVAN E BT BRI A =R,
EBFMEELR , 552 Bhttp://manpages.ubuntu.com/manpages/focal/en/man1/df.1.html

F df
Filesystem 1K-hlocks Used Available Use® Mounted on

1144928

0 sys/fs/cgroup
0 5120 ) ~Uunslock
none 507808 0 507808 . ~unsshm
none 102400 0 102400 “un/user
216300

execute@ B EEFHI RN EPRA3.4.67 7 A

F3% : execute <commands>
WEMERUTHEP—IF :
force_upgrade :#11T "disk_cleanup. >3 BIE# T S FTH VAR &> 58 HI VAT K.
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disk_cleanup :BRVABRER, FHiLSERERMAzureBIER ( RMBEREMBES ) -

%E

free TRRRBEPNTAZRRERNEALERE.

EBFMEELR , 552 Bhttp://manpages.ubuntu.com/manpages/focal/en/man1/free.1.html

$ free

buff/cache availahle

172 301244 335340

it BA

HPTARERZRHNRREPEAETHNRER S,

netstat nslookup ping tn
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MEE : AZEEY  BEAETXE  AEEFEERACNEFLENEAFRE.

AVNEHTESEUTATTHES,
jostat

iostat @B REB N 9 ZEFEHCPULETE A A/ HHEETEA,
BRIGHMES , 552 Bhttp://manpages.ubuntu.com/manpages/focal/en/man/iostat.1.html

% iostat
Linux 4.8.0-53-¢eneric (forwarder) 08/30/19

aveg-cpu: Xuser ¥nice ¥system Xiowait %steal
0.47 0.00 0.47 0.01 0.00

Device: tps kB_read/s KB_wrtn/s KB_reac kB_wrtn
sda 0.79 1.07 5.84 34E 3 18971540
<db 0.00 0.00 0.00 406 0
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netstat

netstat& 5 ENAAEXIEARR, BEER, NERTENA. REERVNSEREERK.

BB EL , 552 Bhttp://manpages.ubuntu.com/manpages/focal/en/man8/netstat.8.html

$ netstat
Active Internet connections )
-0 Send-Q Local Ad Foreign Address State
0 B[z 3 i TIME_HAIT
TIME_WAIT
omain TIME_MWAIT
ESTABLISHED
TIME_WAIT
endn:domain TIME_WAIT
5.101:https TIME_WAIT
endn:domain TIME_HWAIT
ESTABL ISHED
TIME_MWAIT

gs ¥ Stat I- HHMH Path
[ 1] A M '_ __ ! f nl/postfix/devs1og

CONNECTED

CONNECTED
CONNECTED

COMNNECTED
COMNNECTED

CONNECTED

CONNECTED - = @/com/ubuntus/upstart

'TFEHH CONNECTED

nslookup

nslookup AR U E B A X EHInternetBZ B A IRET. B HEEEWindows, MacHILinuxfyin SiEHE
Ui

nslookup <domain>

EALFELZETEASERVAREHNEEAIRMANLHABENEMAREEIELRS., BT HRIHT
REREMNER , BFEREELNAEDNSH MRS :


http://manpages.ubuntu.com/manpages/focal/en/man8/netstat.8.html

nslookup <Internal Domain> <Internal DNS Server IP>

B EH S RVAETRHEINEES , BETOT

nslookup <domain> 127.0.0.1

Mon-authoritative answer:

112.61.107
W, examp lema luaredomain. com
Diffffrida 112,61, 107

™ % nslookup wow.examplebotnetdomain.com. 127.0.0.1

1 .1

Address: ::ffff:1d6.112.61.105

EBFMELR , 552 B http://manpages.ubuntu.com/manpages/focal/en/man1/nslookup.1.html

passwd

passwd AR EBVAZTG, BEWNT :

passwd


http://manpages.ubuntu.com/manpages/focal/en/man1/nslookup.1.html

RERMBRETECBAERR , ARBANER (WX ). HE , B LUEBUmMbrellaiZ HIE R
HEBEEATARE , FEHRLE.

¥ passwd
hanging password for wmadmin.
urrent password:

Jew password:
EType new pas:

Jassud: p.;_mUrﬂ de ted stully

ping
pingte & AR RIEER | FEBEXEWindows, MacHILinux BB XA/, T BIBREIN TR

£ plng
sage: ping [-aAbBdDfhLnOgrrUvY] [-c count] [-i interval]l [-I interface]
[-m mark] [-M pmtud] option] [-1 preload] [-p pattern] [-Q tos]

[-s packetsize] [-S sndbuf] [-t ttl] [-T timestamp_opt ion]
[-w deadline] [-MW TlnwﬂuJT] [hopl ...] destination

RERNEAARNEENT

ping -c 4 <Domain or IP>

EBFFHEL , 552 Bhttp://manpages.ubuntu.com/manpages/focal/en/man1/ping.1.html

ping6

ping6ar T A R RGN EEIPvouR B AV EAR |, FEEHIXEEWindows, MacHILinuxFEEECEL, o FAiE
HI RPN

$ pingé
-afAbBdDfhLnOgrRUvY] [-c count] [-i interval] [-I interface]
1 preload] [-m mark] [-M pmtudisc_opt lllll]

sage: pingé

N\ nodeinfo_option] [-p pattern] [-Q tclass] [-s packetsize]
S sndbuf] [-t ttl] [-T timestamp_option] [-w deadline]
-W timeout] destination
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RERNFEAARNT :

ping6 -c 4 <Domain or IPv6 address>

EBFHE , 552 Bhttp://manpages.ubuntu.com/manpages/focal/en/man1/ping6.1.html

N

tcptraceroute

tcptraceroutefEix IhsEEEE #traceroutetr T E AR , BEEFEATCPERS , MF2EZEUDPH
ICMPE &S,
% fcpt

selected dewice ) -ess 192.° .101, port 32877 for outZoing
H on TCP port 80 (http),

-71-127.deploy.static.akamaitechnologies.com (23.77.71.127) [open] 3.393 ms 3.059 ms 2.

EEFE , 528 : hitps://manpages.ubuntu.com/manpages/focal/man1/tcptraceroute.mt.1.html

traceroute
traceroute A] FI A BISA R E 485K - 1 Mk 26~ B UDPHIICMPIERR | Wi2fte M- HnES — B

K&
RERNERLTRNAT :

traceroute <domain or IP>
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T % traceroute wu. :
traceroute to www.cisco.com f 71.127), 30 hops max, 60 byte packets

BEFMES  F2H

https://manpages.ubuntu.com/manpages/focal/en/man1/traceroute.db.1.html

tracerouteb

traceroute6 A A PRI B 88 L MY M BIPvE#&im 2 BIRYUDPAIICMPER , Y RETEM BN E
— Bk E A

REFMES  FEH

https://manpages.ubuntu.com/manpages/focal/man8/tracerouteb.iputils.8.html
ALy ve /—
IE BT

uptime@r TERERRFE, VACETZRERE, EMEANEAERY , URiBX1, 5M155ENR
AR FIE,

"% uptime

133 up 42 days, 23:40, 2 users, load average: 0,04, 0,20, 0.2
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BRIEMEE , 552 Bihttps://manpages.ubuntu.com/manpages/focal/en/man1/uptime.1.html

[N

versionfS E BT VARSI BB E, ItEF B RVARFIEES,
T verslion
Umbrella Virtual Appllance

verslion: 2.5.6


https://manpages.ubuntu.com/manpages/focal/en/man1/uptime.1.html
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