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1. B —{8& %A "dns_inspecty WHFACL , HFEEMRBAARNIEEHRED)E
208.67.222.222%1208.67.220.220,

<#froot>

access-1ist
access-1ist
access-1ist
access-1ist
access-1ist
access-1ist

dns_inspect
dns_inspect
dns_inspect
dns_inspect
dns_inspect
dns_inspect

L, E/
Ebégsv

extended
extended
extended
extended
extended
extended

TCPLHAIDNS , EtEEFHDNSCryptHIREE :

deny udp host <Appliance IP> host 208.67.220.220 eq domain
deny tcp host <Appliance IP> host 208.67.220.220 eq domain
deny udp host <Appliance IP> host 208.67.222.222 eq domain
deny tcp host <Appliance IP> host 208.67.222.222 eq domain
permit udp any any eq domain
permit tcp any any eq domain


https://tools.cisco.com/bugsearch/bug/CSCsm90809
https://tools.cisco.com/bugsearch/bug/CSCsm90809

For VA 2.2.0, please also add our 3rd and 4th resolver |Ps which are also enabled for encrypt

access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.220.222 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.220.222 eq domain
access-1list dns_inspect extended deny udp host <Appliance IP> host 208.67.222.220 eq domain
access-1list dns_inspect extended deny tcp host <Appliance IP> host 208.67.222.220 eq domain

2. MIBRASA L EBIDNSHE R, 2F)HRR :

ciscoasa(config)# policy-map global_policy
ciscoasa(config-pmap)# class inspection_default
ciscoasa(config-pmap-c)# no inspect dns

3. B ESER1PEVAACLITEL R BFIRH#1:

class-map dns_inspect_cmap
match access-1list dns_inspect

4. FEglobal_policy ™ Fl B R E& BN, SL¥MAEESBR10F B VEHMIT#3, A
DNS#H I,

policy-map global_policy
class dns_inspect_cmap
inspect dns

5. MA®R , BALBBETUTHTRERERERSD EEHBHERE

sh access-Tist dns_inspect
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2. FEARHIsh | DNSH&E £ Global Policy# Tinspection_defaulty B TRUAH, BHEILIR
— TEdit, ZERRET , BUEEF "Rule Actiony ( RAIRM ) HET "DNS,

= Edit Service Policy Rule E
Traffic Classification | Default Inspections ~Rule Actions |
Protocol Inspection | ASA FirePOWER Inspection | Connection Settings | Qos | HetFlow | User Statistics | Cluster |
I~ Select all inspection rules
[~ CTIQBE =]
[~ Cloud Web Security Gorfigure, ..
|~ DCERPC g
Configure, .,
v ESMTP Configure...
v FTP Configure...
¥ H.323 H.225 Configure, ..
¥ H.323RAS Configure...
[~ HTTP Configure...
v 1P =
[~ ICMP Error
[ s
™ m Configure:.,
¥ IP-Cptions Configure...
[~ IPSec-Pass-Thru Configure. ..
[~ IPv6 Configure...
[~ LIsP Configure...

oK I Cancel Help

(DNS)HI BREN S 52 .



3. BIE , WO LA EFHBELEDNSH A

Policy Rule...

, BRERBEANRE

%k, & —TAdd > Add Service
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N
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% Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule reguires three steps:

Step 1@ Configure a service policy.

Step 2: Configure the traffic classification criteria For the service policy rule.
Step 3: Configure actions on the traffic classified by the service policy rule,

Create a Service Policy and &pply To:

Only one service policy can be configured per interface or at global level, If a service policy already exists, then you can add a new rule into the existing
service policy. Otherwise, you can create a new service policy.

" inl Ii":~il_|=':' - (create new service policy) LI

Jame: |ir.;i:.

Description; I
I~ | Dropiand log unsupported|IPy6 to IPvE Eraffic

(+ Global - applies to all interfaces

Policy Mame: |.]|r.i'n=1|_;u'-:i'.'.\'

Description: |

| Drop and log unsupported IPv6 to IPv6 traffic

*Only one service policy is allowed. Existing service policy names cannot be changed.

< Back | Next = I Cancel | Help I
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f# Add Service Policy Rule Wizard - Traffic Classification Criteria

(¢ Create a new traffic class: ]dns—crnap

Description {optional): ]

Traffic Match Criteria
[ Default Inspection Traffic

[V Source an

I~ Tunnel Group

[~ TCP or UDP Destination Port
[~ RTP Range

[~ IP DiffServ CodePoints {DSCP)
[~ 1P Precederce
[~ Any traffic

(" Add rule to existing traffic class:

Rule can be added to an existing class map if that class map uses access control list (ACL) as its traffic match criterion,

" Use an existing traffic class: |test v

(™ Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-default can be used in catch all situation.

< Back. | Next = | Cancel | Help |
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= Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: ¢ Match % Do not match

Source Criteria

Source: |anv

User: I

A|5(5

Security Group: |

Destination Criteria

Destination: |

Security Group: |

1

Service: fin]

Description:

Mare Options

< Back I exk > | Cancel I Help |
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f= Browse Destination

o Add

A

@ Edt [ Delete ‘ @ Where Used € Not Used

|58 Metwork Object. .. | Filter|Clear

,LsE; Metwork Object Group... |

Metmask | Description | Object AT Add... |
- Metwork Objects -
.@ any

@ any4

@ any6

= Cisco,com dl.cisco.com

B DNs1 172.18.108.34

[ DNS1-Nat 14.38.118.252

[ DNS2  172.18,108.43

E!. DNS2-Nat 14.38.118.253

LB AMC 14.36.118.90 —

B Hitesh  14.38.118.111

. Inside-Net 14,36.118.0 255,255.255.0 office (F)

- @ inside-n... 14,36.0.0 255.255.0.0

Q jvoungt... 14.36.118,198

. @ jyoungt... 172.18,124.30

H kklous-i... 1.1.1.1

.o office-n... 172,18,254.0 255,255.255.0

[ Open_... 208.67.220.220

- Outside. ., 14,38.118,0 255,255.255.0 office (P)

@ outside... 14.38.118.0 255,255.255.0 =

Selected Destination

Destination -= | I

= Edit Network Object

Mame: |Dpen_D MS1
Tvpe: IH-:st LI
IP Yersion: + IPvd4 O IPv6

IP Address: IEUS.S?.ZZD.EEU

Description: |

Ok Cancel l Help |




8. M EUmbrella#l % ¥ R #1718 2| Destinationt@ i , A% HZ—TOK,

& Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action: { Match % Do not match

Source Criteria

Source: ]any |
User: | _l
Security Group: I _l
Destination Criteria

Destination:  [Open_DNS1 =
Security Group: | J
Service: Iip _l
Description:

Mare Options

< Back | Next = I Cancel I Help |
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= Add Service Policy Rule Wizard - Rule Actions

Protocal Inspection | 454 FirePOWER. Inspection | Connection Settings | QoS | MetFlow | User Statistics | Cluster |

[~ CTIQEE
[~ Cloud Web Security
[~ DCERPC

[~ ESmMTP

[~ FTP

[~ H.323H.225
[~ H.323RAS
[ HTTP

[~ 1cMP

|~ ICMP Error
[T 1s

[~ m

|~ IP-Options
[~ IPSec-Pass-Thru
[~ Ipv6

[~ Lsp

[ mmp

= aa=sr

Configures.,
Configure. ..
Configure. ..
configurte. .
configure. ..
Configure.,.

Configure.,.

=
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11.

Ao

& oadd v [F Edi ﬂnelete| > ¥ | % 2R -

Q, Find 29 Diagram <7 Packet: Trace

Traffic Classification .
— - - - Rule Actions
Name | # | Enabled | match | Saurce | SrcSecwityGroup | Destination | DstSecurity Group | Service Time
[=] Global; Policy: global_policy
inspection_de... G Makch @@ any &P any @, default-inspec... @, Inspect ESMTP
Q, Inspect FTP
(13 more inspact actions)
sfr-cmap 1 ¥ Omymatch &) 14,36.118.101 @ any 1t https

2 W [EBMatch 8} 14.36.118.101 @ any 1t hittp

3 W CfyMabch B}, 14.36.118.205 @ any e tep

4 ¥ CEymatch @ any e https
& add Service Policy Rule...
g Add Management Service Policy Rule...
B Insert...
[ﬁ Insert After..,
& Edt...
ﬁ Delete
& Cut Clrl+
B Copy Ctr+C
B e trl+Y
&7 Packet Trace...

Rule Table Settings...

, REE— T Nexto
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f® Add Service Policy Rule Wizard - Traffic Classification Criteria

(" Create a new traffic class: Iglclbal-clsss

Description (optional): |

] :'-':[-:'-J|'. Inspection Traffic
I© | Source and Destination IP &ddress (uses ACL)
I= Tunnel Group
| TICP or UDP Destination Park
I~ [RTP Range
I 1P Precedence
I~ &ny Eraffic
(¢ Add rule to existing traffic class: m

Rule can be added to an existing c[5ff-CMap tlass map uses access contral lisk (ACL) as its traffic match criterion,

(~ Use an existing traffic class; |test v

" Use class-default as the traffic class.

If traffic does not match a existing traffic class, then it will match the class-default traffic class, Class-default can be used in catch all situation,

< Back | Mext = | Cancel I Help |

12. RMERE SR "Match, . EEFEIDNSBRENRENR. BHMRE., Fim, tiE
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& Add Service Policy Rule Wizard - Traffic Match - Source and Destination Address

Action; {* Match (" Do not match

Source Criteria

Source: Iany |
User: I J
Security Group: | |

Destination Criteria -

Destination: Iany

Security Group: I

Service: | cc-ucpdomar)

Ld L f L]

Description:

More Options ¥
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14. I — TR B IKZBEIApply.
[ Eonfiauration s Firewall > Service Poiyiales )

add - Eedt [Joekte 4+ | % By 0L - | QFnd FdDisgram o7 Packet Trace

Traffic Classification I Aule Actions [
Mame | # [Enabled| match | Source | SrcSecuity Group | Destination | DstSecurityGroup | Semvice | Tme |
[=] Global; Policy: global_policy
inspection_de... ByMatch @ any @ any Q, default-inspec... Q, Inspect ESMTP
Q, Inspect FTP
(13 more inspect actions)
sfr-cmap 1 ¥V [Bymatch B 14.36.118.101 @ any T hitps
2 72 &y Makch 2l 14.36.118.101 @ any e htkp
3 ¥ CBymatch =) 14.36.118.205 @ any 1e tep
4 ¥ [CBMatch @ any @ any 1o hitps
1

dns-cmap B Open_DNS1 E damain

2 ¥ [Bmatch @ any

Apply Resat
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