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Event ID: 566

Source: Security

Category: Directory Service Access
Type: Failure Audit

Description:

Object Operation:

Object Server: DS

Operation Type: Object Access

Object Type: user

Object Name: CN=USER1,0U=MyOU,DC=domain,DC=net
Handle ID: -

Primary User Name: DC1$

Primary Domain: DOMAIN1

Primary Logon ID: (0x0,0x3E7)

Client User Name: COMPUTER1$

Client Domain: DOMAIN1
Client Logon ID: (0x0,0x19540114)



Accesses: Control Access
Properties:

Private Information

msPKIRoamingTimeStamp
msPKIDPAPIMasterKeys
msPKIAccountCredentials
msPKI-CredentialRoamingTokens
Default property set
unixUserPassword

user
Additional Info:

Additional Info2:
Access Mask: 0x100
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Event ID: 4662
Type: Audit Failure
Category: Directory Service Access

Description:

An operation was performed on an object.

Subject :

Security ID: DOMAINI\COMPUTER1$
Account Name: COMPUTER1$
Account Domain: DOMAIN1

Logon ID: 0x3a26176b

Object:

Object Server: DS

Object Type: user

Object Name: CN=USER1,0U=My0OU,DC=domain,DC=net
Handle ID: 0x0

Operation:

Operation Type: Object Access
Accesses: Control Access

Access Mask: 0x100

Properties: -——-

{91e647de-d96f-4b70-9557-d63ff4f3ccd8}
{6617ed4ac-a2fl-43ab-b60c-11fbdlfacf05}
{b3f93023-9239-4f7c-b99c-6745d87adbc2}
{b8dfa744-31dc-4efl-ac7c-84baf7ef9da7}
{b7ff5a38-0818-42b0-8110-d3d154c97f24}
{bf967aba-0de6-11d0-a285-00aa003049e2}



R H

Windows 20085| A 7 —{&& APrivate Informationfy B M & , HhSIEmsPKI*Bt., IRBRS
 EEBMNLZEREAXNFEBSRESELFERALGEAEM, SR IBEEFEHADSACLSH T
BREUHR W,

EHBETESECAELRZE4HRERAER LS RUBMERN, —AERBATIE—H
 EEEHREERERNOMicrosot BIHM T , REMEBHER (BA) , MAEHEACtve
DirectoryfBEVE AR E &l

B2 , BERERLIENLL , BRE4KARSEF RO IEERZEFIFHB(0x100), RER , &F
BEASCA(FRHIEH ) 35 AT #E 4R T Private Information B4 £,

RRAR
BALROBAMEL NS, ERAHEN,

ESTERNEMRERELIELSEANEER, BR  WREREERTM , AESLERERERE
HETR, BRTEERAEANERTE  BREAR,

X FE 5 e
AN
BB LA A R R R 3R SR S TR Y B SRBR ISR ERE , M Active Directory BRI BT #.

72

EEEHERRNEREREA S BGSEB R searchFlagsE (B

: msPKIRoamingTimeStamp). searchFlags210 T EFEEEE, CERESM(ZEMFIFHREE
%= 10000000 = 128+ FIB ORI 75T ) BEREEFHRNB S, BAUEADEREHRFHE I
BHIEAELEEMENEEIIE., EREHLEERKREEZBR.

ERAADHFHEABMEAKEZSE , FEAADS| EdtfMEIEERETACHDCLHRBHRE L
TX. REZEANVERENE , ERBIURRESEHID 566546627 AT REEE T E,

EERTEERNE , U ERisearchFlagsEH R X128 , ARASHE R A HsearchFlagsHI#T1{E |
1£640-128 = 512, #NRsearchFlagsH EHIEE< 128 , Bl AT gE A #5521 B M = Confidential
AccessTEEHEBKEH,

HEHID 566504662557 B 5| Y FE B AT IRF,



MES R I HER I EMERHER  RARRERTENEM
BB REUATERELBIE LR
EBREAZNRIE RS RFENENETIRE BERS MEE.

EZEHR

£ AgoogleR EMIE S 5| B URRAGUIDERALHRER, UT2MAEHgoogleTE SR
B,
&1 : Y52 : microsoft.com 91e647de-d96f-4b70-9557-d63ff4f3ccd8

{91e647de-d96f-4b70-9557-d63ff4f3ccd8} = B EABMHE
{6617edac-a2f1-43ab-b60c-11fbd1facf05} = ms-PKI-RoamingTimeStamp Bt



http://msdn.microsoft.com/en-us/library/ms684395(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms684395(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms684395(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms678099(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/ms678099(v=vs.85).aspx

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



