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AWSEBRMH=(EHA :

1. AWS SES{u &
2. SMTPEA&E R
3. SMTPZTE

MIgE . WEFRHAWS SESEULESZH , BEFIENERENRE
. https://docs.aws.amazon.com/ses/latest/dg/request-production-access.html

EAWSHEFIER | EfiE Amazon SES , ARIEIE configuration AR IZ— T Verified Identities.
B EAERCRBNE., TEERBRIBNE FEMibit, FFSBAWSXIE

https://docs.aws.amazon.com/ses/latest/dg/creating-identities.html#verify-domain-procedure

Amazon SES .4 Amazon SES Configuration; Verified identities

Verified identities

A verified Identity 15 3 demain, subdomain, or emall address you use to send
emaill through Amazon SES. Learn more [

Account dashboard

Reputation metrics

¥ Configuration

Verlfied identities Identities (2)
Configuration sets elet
Dedicated IPs

]

Email ternplates
suppression list 1 =)

Cross-account natifications

Email recelving Identity a Identity type + Status ¥
email®something.com Emall address (=) Verified
something.com Domain &) Verified

S TFSMTPREBMLE, UEESIE.
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Amazon SES

Account dashboard

Raputation metrics

= Simple Mail Transfer Protocol (SMTP) settings

a4 can use an SMTP-enabled programming language, email server, or application to connect to
the Amazon SES SMTP interface. You'll need the following information and a set of SMTP
credentials to configure this email sending method in US East [M, Virginia).

SMTP endpaint STARTTLS Port
¥ Configuration email-smtp.us-gast-1.amazonaws.com 25, 587 or 2587
Verified identities
Configuration sets
Transport Layer Security (TLS) TLS Wrapper Port
Dedicated IPs
Required 465 or 2465
Ernail templates
Suppression list Authentication
Cross-account notifications You must have an Amazen SES SMTF user name and password to access the SMTP

Email receiving

Interface. These credentlals are different from your AWS access keys and are
unigue ta each reglon. To manage existing SMTP credentials, visit the 1AM console

[A.

Create SMTF credentlals [2

B MY AWS SES SMTPB &

FEAWSTEEHIES |, EfLZE Amazon SES , REIE—T Account Dashboard.

[ TREE] " simple Mail Transfer Protocol (SMTP) settings" Y 3& — T Create SMTP Credentials & & ZEfH F 5

BRI B B o

REAWERRIR (145X ) UFFSHBRHERER.
EUFHRED  SEAERBEMR/ERE  REE—T create.

Create User for
SMTP

This form bats you create an LAl user for SMTP authentication with Amazon SES. Enter the name of a new
1AM user or accept the default and click Create to set up your SMTP credentials,

1AM User Name: ses-stealthwatch-smtp-user

] PR ¥ [T mppmpa e
Baimium B4 Charsacters

» Hida Mare Information

Amazon SES usas AWS Identity and Access Management (LAM) to manage SMTF credentials. The 1AM user
name Is casa sansitive and may contaln only alphanumeric characters and the symbals +=,.8-_

SMTP credentlals consist of a username and a password, When you click the Create button below, SMTP
credentials will be generated for you.

The new usar will ba granted the following 1AM policy:

“Statement"”: [{"Effect”:"Allow","Action":"ses:SendRawEmail”, "Resource”:"*"}]

EREETEER A FREFCM. RELAERERAK.



Create User

for

Your 1 User(s) have been created successfully.

This Is the only time these SMTP security credentials will be avallable for download.

SMTP Credentlals for SMTP users are only available when creating the user. For your protection,
you should never share yvour SMTP credentials with anyaone.

v Hide User SMTP Security Credentials

2 ses-stealthwatch-smtp-user

SMTP Usemame:
SMTP Password:

EESNAEHEESMTPE R

%l SNA Manager , %?ﬁﬁﬁn& SMTP Notifications %Bi'!\

o bk WN -

AH

BCI

. *ﬁifj& Central Management > Appliance Manager.

. —F Actions EEIREE,
. EE Edit Appliance Configuration.
. 1B1F General Eﬁo

. WT;EEJEU SMTP Configuration

B ARRAWSINERE smTP server 1B R IEWNERISMTPIH BB SMTP Settings # AWS SES Account

Dashboard B HPort: B A25, 587542587 From Email: A] LARS EL

S

G TE A4S E AWS Verified DomainUser

Name:E;Eé’f:I_: ':F' Esifﬁ—*ﬁtﬁaﬂ'_\ﬂ’ﬂSMTPﬁﬁﬁ %% ﬁ Review AWS SES Configuration 1ntBﬁ:l\Password:E
=SMTPEHS , BB EPHHRRER — P HIR Review AWS SES Configuration ZpZ3Encryption Type: B 1E
STARTTLS ( 21 RiBIBSMTPS , EHGE{REE B46552465 )

. E‘E\Fﬁ Eﬁijﬁgﬁ% SNA Manager gﬂ@ﬂ upP Hﬁﬁ.‘.‘% Central Management



Appliance Configuration - SMC

/ Last Updated: 05/27/2022 10:06 AM by admin

Appliance MNetwork Services General

SMTP Configuration @

SMTP SERVER * PORT
[ email-smtp.us-east-1.amazonaws.com 587 z
FROM EMAIL »

emall@something.com

USER NAME

AK

PASSWORD -

EEENTRETT ) |

ENCRYPTION TYPE
() SMTPS (3 STARTTLS (O UN-ENCRYPTED

INEEAWSE &
37 B sSNA Manager , Y BArootfE A& B0 &E A,
RIFE=EER

. EHSMTPim BV & (4] femail-smtp.us-east-1.amazonaws.com)
. BOEFARVIE (a0 , STARTTLSHTERRIEB587 )
. WERAESTDOUT , TR FBAFIRERR

HASTARTTLS ( FEERIEAS87 )

openssl s _client -starttls sntp -showcerts -connect enmil-sntp.us-east-1.amazonaws. com 587 <<<
"Q 2>/dev/null > mycertfile.crt awk 'split_after == 1 {n++;split_after=0} /----- END
CERTI FI CATE- - - - - | {split_after=1} {print > "cacert" n ".pem'}' < nmycertfile.crt for i in Is -t1l
*. pem; do cp $i $(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}' $i).pem; done ; rm-f cacert*
mycertfile.crt

HASMTPS ( FEF%E£465)

openssl s_client -showcerts -connect emmil-sntp.us-east-1. amazonaws. com 465 <<< " @' 2>/dev/nul |



> nycertfile.crt awk "split_after == 1 {n++;split_after=0} /----- END CERTI FI CATE- - - - - /
{split_after=1} {print > "cacert" n ".penf'}' < nycertfile.crt for i in  Is -t1l *.pem; do cp $i
$(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}' $i).pem; done ; rm-f cacert* mycertfile.crt

HENITHFBHPEY T EBpemBlEENBERER , MARALB &K (pwdd T H/RE—1T )

sna_nmanager : ~# openssl s_client -starttls snmp -showerts -connect enuil-sntp. us-east-

1. amazonaws. com 587 <<< "Q' 2>/dev/null > nycertfile.crt

sna_manager: ~# awk 'split_after == 1 {n++;split_after=0} /----- END CERTI FI CATE- - - - - /
{split_after=1} {print > "cacert" n ".penf'}' < nycertfile.crt

sna_nmanager:~# for i in “Is -t1 *.pem; do cp $i $(awk -F "CN=" '/s:/ {gsub(/ /,x ); print $NF}'
$i).pem; done ; rm-f cacert* nmycertfile.crt

sna_nmanager : ~# ||

total 16

-rwr--r-- 1 root root 1648 May 27 14:54 Amazon. pem

-rwr--r-- 1 root root 1829 May 27 14:54 AmazonRoot CAl. pem

-rwr--r-- 1 root root 2387 May 27 14:54 enmail -sntp. us-east-1. anazonaws. com pem

-rwr--r-- 1 root root 1837 May 27 14:54 Starfiel dServi cesRootCertificateAuthority-Q&. pem
sna_nanager : ~# pwd

/ r oot

TR LB B SR SNA Manager fE A ERENEREBER ( Filezilla, winscpF ) EEFEE

ﬂKi&%H% , ﬂﬁﬂ%é‘%%%%ﬁfgﬂ SNA Manager trust store ’T:I_: Central Management.

1. ﬂiﬁﬂ;‘k Central Management > Appliance Manager.
2. ¥ —T Actions EEIRE,
3. EE Edit Appliance Configuration.
4. 1B1Z General HE,
5. @A T~ REE Trust Store

6. 1IEFE Add New

7. LESERE K BEEAEZRZBIEA Friendly Name

Bl E S EEE N T B4 RME

Fél SNA Manager , %&Faﬁﬁn& Response Management %Bﬁj\

1. 12#2E configure THEEEF N EE

2. 1#12 Response Management

3. ﬁé Response Management =11} ) EE Actions Eﬁ

4. #$F Add New Action

5. B ema ALLEFBHHRERHEBE "WHEAL BUPBAKGASFBHI (FER
, teit it AEERAWS SESHERFRIE ) TEAI AR E[ARA,



6.  — T save

E

ﬁk SNA Manager , ?’ifﬁﬁﬁﬁnﬁ Response Management %Bi?\ :

. igg Configure IyJﬁE[EEFE’}]Eﬁ

. 1%]% Response Management

K Response Management B [H , ZE Actions HE

. T:I_: Actions f@Eq:EEIEE’f}%.jFﬁMq:E%ﬂEE’Q?TE@ 5'] Configure Response Management Email Action %Bﬁ
, RBIEIZ edit.

5. IB1E Test Action MREEBH , BT HEELEEE FE#4.

EEFEHEED , AmazonFERTE " Received " H{Z. Famazonses , YLK Arc-
Authentication-Results (AAR) Chain

A OWODN -

Success!

You've successfully sent your test email.




ARC-Ruthentication-Results: i=1; mx.google.com;
dkim=pass header.i=§somethingcom| header.s=
dkim=pass header.i=fgmaZOmnses.com header
spf=pass (google.com: domain of 01000181

sender) smtp.mailfrom=0100018106685484-fa246764

Return-Path: <01000181066B5484-faZ2d4676d-b23d-4a;

Received: from aB-30.smtp-out.amazonses.com qn&

6. MRRHTKY , EFREIHSET—HREIE — BED "SHEZS, B

RER AR

,H\ /lancopel/var/logs/containers/sw-reponse-mgmt.log E?E@ E'JEEE?EE'VIEE’J En/ﬁ :\3_%':':' EIJII:H TEEE%"EE’Q
FHRUK RN,
ﬁX‘EE‘ , "RPFIHMNEREERRHER AR TN —Ho

§RER B
SMTPSendFailedException:554E 4F #1648 : REREE -
FE# I, SHRBBEABEDUS-EAST- #SNA ManagerSMTPELE ® i) T8 T Eitt ) B

BRAWS SESE = HiH E 7 E4

1:{email_address}

BEEEIDEIAWS SES SMTPERE FELESNA
Manager SMTPEL &

HERFTEAWSIE A B & # A SNA Managerfs:

AuthenticationFailedException:535 & 7 5 3 B IH E W

SunCertPathBuilderException: % 236 @ FrEE K B

T — ITRIERERET ﬁﬂ@ﬁﬁg , A% A,
BHRRERRE WIERN B EREERFARETLR
SSLE : tls_process_ske_dhe:dh& 8 A/ RiEm
R H AhEEER R EZRNTACES

Mi%9:DHE A ),

ERAWSH —ERIEE , RAMEADHEMEDHZRER , ©RMEA1024 &8 (RS REAFEE
) , A SNA Manager?Eﬁﬁﬂﬁ%;SSLEn o GO HE R READHE/EDHZE R opensshiE#R H Y
FREERSH,

sna_nmanager: ~# openssl s_client -starttls sntp -connect email-sntp.us-east-2. amazonaws. com 587 -
ci pher "EDH' <<< "Q' 2>/dev/null | grep "Server Tenp"

Server Tenp Key: DH, 1024 bits

sna_nmanager: ~# openssl s_client -starttls sntp -connect email-sntp.us-east-2. amazonaws. com 587 -
ci pher "DHE" <<< "Q' 2>/dev/null | grep "Server Tenp"

Server Tenp Key: DH, 1024 bits

sna_manager: ~# openssl s_client -starttls sntp -connect email-sntp.us-east-2. amazonaws. com 587
<< "Q' 2>/dev/null | grep "Server Tenp"

Server Tenp Key: ECDH, P-256, 256 bits

ME—B A ARG ERUSMC EMIREA & B E AT S MBRFTEDHEMEDHETS , AWSHIEE
ECDHEZRBE 4 BiEFER I,

cp /| ancope/ servi ces/ swos-conpl i ance/ security/tls-ciphers /|l ancope/services/swos-



conpliance/security/tls-ciphers.bak ; > /lancope/services/swos-conpliance/security/tls-ciphers ;
echo

"TLS_AES 128_GCM SHA256: TLS_CHACHA20_POLY1305_SHA256: TLS_AES_256_GCM SHA384: TLS_AES_128_CCM SHA2
56: ECDHE- ECDSA- AES128- GCM SHA256: ECDHE- RSA- AES128- GCM SHA256: AES128- GCM SHA256: ECDHE- ECDSA-
AES256- GCCM SHA384: ECDHE- RSA- AES256- GCM SHA384: ECDHE- ECDSA- CHACHA20- POLY1305: ECDHE- RSA- CHACHA20-
POLY1305: AES256- GCM SHA384" > /| ancope/ servi ces/ swos-conpl i ance/ security/tls-ciphers ; docker
restart swresponse-ngnt

HERER

- https://docs.aws.amazon.com/ses/latest/dg/setting-up.htmi

- https://docs.aws.amazon.com/ses/latest/dg/creating-identities.html#verify-domain-procedure
- https://docs.aws.amazon.com/ses/latest/dg/smtp-credentials.html

. https://docs.aws.amazon.com/ses/latest/dg/smtp-connect.html

- Bl X BB X 4 - Cisco Systems
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https://docs.aws.amazon.com/ses/latest/dg/smtp-credentials.html
https://docs.aws.amazon.com/ses/latest/dg/smtp-connect.html
https://www.cisco.com/c/zh_tw/support/index.html
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