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Add WebVPN Gateway

Gateway Mame: WidgetS3LVPNGWA
v Enable Gateway
IP Address

WebWFM clients will use this IP address and port humber to connect
to the Welh VPR gateway.

IP Address: 192.168.0.37 |T| FPaort: |4-4-3

Hostname: ausnmI—HEIEE—EI‘Il (Optional)

| Enable secure SDM access through 192.168.0.37

Digital Certificate

Digital Cedificate configured under this trustpoint will be sent to the
client for S5L authentication.

Trustpoint: ausnml-3825-01_Cerlificate j

W Redirect HTTP Traffic (Optional)

configure HTTP redirect so that clients accessing the portal page
using HTTF will he automatically redirected to the secure HTTPS
service that WebVPM uses.

HTTP Port: |BEI

GHL\% | Cancel | Help

4. 7EGateway NameHIP Addresst{z ¥ AH , A% EFEnable GatewayZEl 5 .
5. i/ Redirect HTTP TrafficE&REX 5 , AE KR — T OK,
6. #— T Save , AEE—TYesEZEX,
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Create WebVPN Euw-q_fn‘[

SOM can guide you through WebVPH configuraion tasks. Select a task then click
Lauinch the setected 32K bution,

Use Case Sconario

IS i mot snablad on Yo router. A5 Soms Vel VPN services
g DS 10 wwork, | s reommerdied that you erabin DS,

& Creas & P Web VPN
U this wizard 1o creates & revw Web PR
R @ e pORCY 0 BN e St WebVPH for & new group of USers

ks this wirand 1o creste A rew policy bo an existing VebVPH 1or 8 rew group of users. For scampls
wiodl can creabe separshe poboes for difierent departraenls iy COMpany.

7 Configure sdvanced features for an existing WebVPN

Lise this wizard 10 oconfigure advanoed seshrres such as thn clent, full bunned, and Cisoo Seoure
Deingietiop for & dodgting Wil FH.

Launch the selecied task

Howdal: |How Do | Confim my WebVPH I3 working?

=[] lee

Risnning confia copied successiully 1o S1anup Corsg of your rouber,
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A Easy VPN Server
3 Dmamnic MutipointveH || [ Hame | Gateway | omain Status | Administratve Stahus
£ = WbV Gateways
"= Packages
EHZA PN Componants
Datails about Wab VPN Context sales
flem Hamea | nemvaiue
Configuration delivered 10 routes. 15:45-10 UTC Wed Jul 26 2008 o
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MatBI0E Hame Sarmr Li I —
i EHZVPN Com Port Fomward Lists . |
T ! LRL Lists
FH Clseo Secure Deskiop AT AR on List [Hane |
Ly Auenication Domain: |
ety Aot 7 Enabie C
- Waimum Number of users. | 10000
Fiking WRF Name: [<hones -
I
i Defauit Group Pelicy: I =l
HAT
E"
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;,
Crunlity of Serace
A
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o o | cancel Heip |
Fusdfitiorysl Tasks
Configuration defivered 1o rowter. 15:50:11 UTC Wed Jul 26 2008 of

4. BFWebVPN Context , A1 ##£URL Lists,



| Add WebVPN Context

B8

Bl \WighWPM Confesd
......... Group Policies

e HTML Display Seftings
b NetBIOS Mame Server Li
— Port Forward Lists URL List ‘T@

Group policies use URL Lists 0 expose corporate URLS 1o the YebyiFMN users
through the poral page.

L Clsco Secure Deskop URL List Mame

[tem Mame [tem Yalue

oK [ Cancel | Help

5. %—T "TAdd, . R#EAFHERAAd URL List¥f7E 5 5,

Add URL List
URL List Mame: |InternalWebServers
Heading: WidgetWebServers {This will appear on Portal page)
List of URLs:
Label LIFL Link Cutlook Weh Acce
Website...
E-mail...
|
1| | b
Cancel Help

6. FURLBEZBMNZEE R A AE,
7.%—T TAdd. , A% IEE "Website, »
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Add URL List

LURL List Mame: |InternalWebServers

Heading: WidgetWebServers (This will appear on Portal page)
List of URLs:

Label LIFL Link Cutlook Weh Acce Add... o
Widgeteb httpsM72.22.1.30

A, http:ii172.22 1 500exchanyg Enabled Edit...

Delete

[]}1:\ | cancel Help
kaly EED

EHETARLEWebVPNERNWFIBEHTTPRIHTTPS Webfal B85,

8. HZE AOutlook Web Access(OWA)HBEH BT A #E , FEESMAEMEMZE —TAI , #
EE-mail , AEE—TOK.

9. BT AFFWindowstERBEBCIFSBIE , B LUEE —EINetBIOSE BRI (NBNS) [ ARES , I
EIEFEWindowsiBiH B EEER L. £ WebVPN Context/FEF , i#1ZNetBIOS Name
Server Lists.



| Add WebVPN Context

<]

B \WiebWPM Conted
........ Group Policies
o HTML Display Seftings

--------- [NEtBI0E Name Server Li

--------- Port Foreard Lists
=== JRL Lists
-------- Clgeo Secure Deskiop

The Commaon Intermel File System feature uses NetBIOS namea seners 1o expose

the corporate Microsoft Windows File System to WebVPN uzers.

NetBIOS Mame Server List Aq%J
I.|'|.'
Server Mame
IP Address Retry Tirneout
Ok | Cancel | Help |

B—T TAddy . ZR#EHEFRAJD NBNS Server ListisE 5. @ASE
Add. HI "NBNS{EIRES. HEEH

MEE , RRE-T
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Lisco Svstems
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Edl B Deivle @ Crsstle
| 5 [ Aaministratve status

— Ciscn Secure Daskiop

[E— ek VPN Conlaxt Thie Camman Indemet File Systom Toabung uses NEBIOS name Sérers 10 apose
—— Group Policies i corporade Microsof Windows File Systern b WebvPH users,
—— HTML Display Settings
- ] ] rii
— Port Fossrard Lists NetBIOS Name Server List Agd_ |
— LIRL Lists
Etrmar Harmg

Aid MENS Server List

R |HEN59=mr=
List of MBS Senvers:
IP Address | Retry Timecut | Master

HENS Server

me specified

IP Asdress of NBNS Server | 17222130
Wihe Server does nol respond, the maner ies bo contact il again afer

tirnedut period.

|
68—

Rddiional Tasks

Confguration delivered fo router.
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MREA , 55 &+ Make This the Master ServerZ& Bl 5, #—T "OK, , R&EEZ—T T

OKJ o

S B83. 5 MWebVP N g 4H 36 128 18 & R
BT 5 B A B WebVPNE B AE I 8IS R -

1. #&— T Configure , A% % —TVPN,
2. EFWebVPN , A% i#1ZFWebVPN Context.



| Add WebVPN Context X

B VWebVPN Context Group policies o define WebVPN policies for a group of users.
--------

o HTML Display Seftings A%J Edit .. Dalete |
--------- MetBIOS Mame Server Li

--------- Paort Forward Lists Mame Remark
== URL Lists

-------- Clseo Secure Desklop

lterm Mame [term Yalue

mTﬁ use multiple group policies, configure an AAA server for Cisco
WebVPN,
1 | » Learm miaore

Ok | Eance'l| Helpl

3. iIE#EGroup Policies , A% & —TAdd. R#AEHEETRAdd Group Policy ¥ 555 #,



Client's WebVFEMN session will be disconnected if the client is connected longer than the session

imeout arif the client is idle longer than the idle timeout

4. AT REEN BT , Wi+ Make this as default group policy for contextZzER 5 #
5. #&— T REFE S RIEIH ClientlessH &,



Add Group Palicy

| General | Clientless | Thin Client | S5LYPH Client (Full Tunnel) |

Clientless Web Browsing

Select a listof URELs from the global list of URLS configured in this WebWVPM context, The URLs
in this list appear to the ¥WebVYPN client in the YWebVPHN portal page.

Action _ URL List | View... |

v
= Add

[+ Hide URL bar in the portal page [+ Enable Citrix

[v Enable CIFS

Commaon Intermet File System{CIFES) allows users to viewr, create, or editfiles on servars
running Microsoft Windows opearating systermns using aweh browser, Use this feature to
accass sharad files in the corporate network from any public network using WebVPM. Spacify
the WiNS server list,

[v Read
[w Write
MBMS Server List

DR%J Cancel | Help |

6. EHAENURLEESelectZREN S .,

7. MRBHEF A BESH B Citrix AR Citrix B S i |, 7512 - BUB Citrix BRI L.

8. i+ Enable CIFS, ReadHIWriteZxEX 5 # -

9. 32— TNBNS Server List TR &7 58 , REIBIBHRIAEFE 25 AWindowsHE 228 B2 37 BINBNS A
FREREE.

10.#%—T "OK, (®ZE).

HRR4.BELMWebVPN.E T XL

HEFWebVPNEE, EERBNEREZE - , BHLABEWebVPNLET X, EEEWebVPNL
T, BERATEER

1. i##£WebVPN Context , AE#WA L TXHNEHE.




Add WebVPN Context X |
& [WebVPN Contex] _
L~ Group Policies Name; | SalesContext
pees HTML Display Settings : - :
- NEtBIOS Name Server Li Associated Gateway. |WidgetSSLVPNGW1
i~ Port Forward Lists o
- URL Lists Do |
- Clsco Secure Deskop || authentication List [None -l
Authentication Domain: |
[+ Enable Comtext
Maximum Number of users: |2
VRF Mame: [-=N-::|ne-* l]
Default Group Policy; |policy_1 -
: kL
UK{ |  Cancel | Help |

2. Bhi#Associated Gateway FHETIR , ARBIZREBHEER.

B.MBREITERYZME LT, 5% "8, (Domain)B P A —ZBUERE E T, R
# T, W ZE |, RIGER & A FE Ahttps://IPAddress 55 EWebVPN, 0 R & AE & (51
W Sales) , B & 2478 Ahttps://IPAddress/Sales i {TiE#Ro

4. i# s Enable ContextZ&E 7 18,

5. FEMaximum Number of Usersfi{® , B AZBEFF AR AN RAERAEE.

6. ¥ — T Default Group policy FHI&75R , AARBFZE I F T X RIBA A REL,

7.%—T "OK.y , R&EE—T "OK. »

SB6. WA ERH RS QRS S %

B LR BB E FimSSL VPN(WebVPN)& 5 A £ FiRadius, Cisco AAAfRIBR B8 Sk A tth & F} EE HE 1T
SORFT. LRAFEARILERE,

TERATSRURECEREENENS RIS E

1. & — T Configuration , A #% 1% — T Additional Tasks.
2. RFARouter Access , A% 1EEUser Accounts/View,



o Drmarnic DMS Methods
EH_] ACL Editor

- For to &pplication Mappingd
=W 7L URL Fiering
; - aan
b i Local Pools

Rioutar Provisioning
E-0 Configuraion Management

‘i Mamie
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3. B—TAdd#Z, RFEAEFERAID an Account¥ 5575 38,
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Add an Account

Enter the username and password

Llsername:

\sales_user
FPassword
Password =MNone=
Mew Password: |m*
Confirm New Password: |****

v Encrypt password using MD5 hash algorithm

Privilege Level:

| Associate a View with the user

View Name - =l

Ok h | Cancel Help

W AFERERE MZES,
T TOK, , AR&EE —T "OK. »

4.
5.
6. TSave , REZE—TYesiZEZE X,

i —
—
R

ASDMEBILUTHSHEE :

ausnm|-3825-01

Building configuration...

Current configuration : 4190 bytes
1

! Last configuration change at 17:22:23 UTC Wed Jul 26
2006 by ausnml




! NVRAM config last updated at 17:22:31 UTC Wed Jul 26
2006 by ausnml

!

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

!

hostname ausnml-3825-01

!

boot-start-marker

boot system flash c3825-adventerprisek9-mz.124-9.T.bin
boot-end-marker

!

no logging buffered

enable secret 5 $1$KbIu$508gKYAVpWvyvIOrYbrJLi/

!

aaa new-model

!

aaa authentication login default local

aaa authentication login sdm_vpn_xauth _ml_1 local
aaa authorization exec default local

aaa session-id common

!

resource policy

!

ip cef

!

ip domain name cisco.com

!

voice-card 0

no dspfarm

1

!--- Self-Signed Certificate Information crypto pki
trustpoint ausnml-3825-01_Certificate enrollment
selfsigned serial-number none ip-address none
revocation-check crl rsakeypair ausnml-3825-
0l_Certificate_RSAKey 1024 ! crypto pki certificate
chain ausnml-3825-01_Certificate certificate self-signed
02 30820240 30820129 A0030201 02020102 300D0609 2A864886
F70D0101 04050030 29312730 2506092A 864886F7 0D010902
16186175 736E6D6C 2D333832 352D3031 2E636973 636F2E63
6F6D301E 170D3036 30373133 32333230 34375A17 0D323030
31303130 30303030 305A3029 31273025 06092286 4886F70D
01090216 18617573 6E6D6C2D 33383235 2D30312E 63697363
6F2E636F 6D30819F 300D0609 2A864886 F70D0101 01050003
818D0030 81890281 8100C97D 3D259BB7 3A48F877 2C83222A
A1E9E42C 5A71452F 9107900B 911C0479 4D31F42A 13EQOF63B
E44753E4 OBEFDA42 FE6ED321 8EE7E811 4DEEC4E4 319C0093
C1l026COF 38D91236 6D92D931 AC3A84D4 185D220F D45A411B
09BED541 27F38EF5 1CC01D25 76D559AE D9284A74 8B52856D
BCBBF677 0F444401 DOAD542C 67BA06AC A9030203 010001A3
78307630 0F060355 1D130101 FF040530 030101FF 30230603
551D1104 1C301A82 18617573 6E6D6C2D 33383235 2D30312E
63697363 6F2E636F 6D301F06 03551D23 04183016 801403E1l
5EAABA47 79F6C70C FBC61B08 90B26C2E 3D4E301D 0603551D
0E041604 1403E15E AABA4779 F6C70CFB C61B0890 B26C2E3D
4E300D06 092A8648 86F70D01 01040500 03818100 6938CEA4
2E56CDFF CF4F2A01 BCD585C7 D6B01665 595C3413 6B7A7B6C
FOA14383 4DA09C30 FB621F29 8A098FA4 F3AT7F046 595F51E6
7C038112 0934A369 D44COCF4 718A8972 2DA33C43 46E35DC6
5DCAE7EO B0D85987 A0D116A4 600C0C60 71BB1136 486952FC
55DE6A96 1135C9D6 8C5855ED 4CD3AES5 BDA966D4 BE183920




88A8A55E quit username admin privilege 15 secret 5
$1$jmeNS2xNfhupbAing3BQZMRzrW0 username ausnml privilege
15 password 7 15071F5A5D292421 username fallback
privilege 15 password 7 08345818501A0A12 username austin
privilege 15 secret 5 $1$3xFvSW0YUsKDxladDc.cVQF2EiQ
username sales_userl privilege 5 secret 5
$1$2/SXSepdfsCpodeyKaRji2mJkX/ ! interface
GigabitEthernet0/0 ip address 192.168.0.37 255.255.255.0

duplex auto speed auto media-type rj45 ! interface
GigabitEthernet0/1 ip address 172.22.1.151 255.255.255.0
duplex auto speed auto media-type rj45 ! ip route

0.0.0.0 0.0.0.0 172.22.1.1 ! ip http server ip http
authentication local ip http timeout-policy idle 600
life 86400 requests 100 ! control-plane ! line con 0
stopbits 1 line aux 0 stopbits 1 line vty 0 4 exec-
timeout 40 0 privilege level 15 password 7
071A351A170A1600 transport input telnet ssh line vty 5
15 exec-timeout 40 0 password 7 001107505D580403
transport input telnet ssh ! scheduler allocate 20000
1000 ! !'--- WebVPN Gateway webvpn gateway
WidgetSSLVPNGW1l hostname ausnml-3825-01 ip address
192.168.0.37 port 443 http-redirect port 80 ssl
trustpoint ausnml-3825-01_Certificate inservice ! webvpn
context SalesContext ssl authenticate verify all ! /---
Identify resources for the SSL VPN session url-list
"InternalWebServers" heading "WidgetWebServers" url-text
"WidgetWeb" url-value "http://172.22.1.30" url-text
"OWA" url-value "http://172.22.1.50/exchange" ! nbns-
list NBNSServers nbns-server 172.22.1.30 ! !--- Identify
the policy which controls the resources available policy
group policy_1 url-list "InternalWebServers" nbns-list
"NBNSServers" functions file-access functions file-
browse functions file-entry hide-url-bar citrix enabled
default-group-policy policy 1 gateway WidgetSSLVPNGW1

max-users 2 inservice ! end

B
ERUAT SRR ENEREE ERBIAE
. ERERENRANESE. ECRASSLAWeb HESRFEHA

https://WebVPN_Gateway_IP_Address; . WebVPN_Gateway_IP_Address;WebVPN R #%
WIPHut, EZBEIWAFAEEBANZER , RESETIECULBFPVER,



Eikes STErimt WebVPN Sarvice IEI

Websites

Corp Web Sites
Tacats

Enter Web Address (URL) Go

W Wittt 52,060,007 - WobWPH Servico Toatbar - .. [0 B8 Browse Network
a1
‘Websites
== = | Lo
Enter Web Address [URL)
| Ga
£l 5 ol trieret

. BESSL VPNE&EFE, FESDMIEA® |, #&— TMonitoriz il , A% iZ— TVPN Status. &R
WebVPN ( FRELTFIX ) , EFMEEN LT, RZiEEUsers,
- MBS, ESDMER G | #— T Monitoriz#ll , 32— TLogging , A% & — T SyslogH #

- BARENETEE. ESDMERZERF , #2— T Configureizift , A% % — T Additional
Tasks. EBIConfiguration Management , A% 3&#ZConfig Editor.

ihicl

B Eshowin T EWebVPNEHi, BAINEGSHNECL)LETELD S , LWERKITERAN
E'ﬂﬂﬁ%ﬂo ﬁggShOWﬁ n¥%mﬁﬁﬂ nﬁ/ﬁgﬁ%webVPNﬁalﬁo

5T : Output Interpreter Tool(fZRREEME F)(OIT) X EH showdn T, FHOITREshowds < i H #Y
Do

g i

ERAREAR  BiEBETRER.,

B ERIERET  WATH TRERERIARKSE. BF  REMIEMCRE, BEDEHTRER
TEBNERFBEFERRSS L,

AR ERETUEAWebVPNEFig LB T XXM  BEFACEAEER "HERERIA
AR2% . T EEWebVPN LA Hinternetl RRM(CIFS)PHIX#, EFAEEABRAMRRT LHE
R, ERAEFWIILHESR

Unable to add the file

EX
TRUTSR , SHARE TR YR -
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