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e ERAREUNERBES , CERRERR/MBRIZERE,

1. EBHER

REEAUMNABMBERERARNRE LARGKEM , EERZESRRSEBRARRKENKE
BRBBETREMEDRE . £ T —ERHIF , Qakbot.exe EFE R ELT,

SELECT name, path, args, source, type, status, username
FROM startup_items;



2. Sha256 [E BT IERZ R 3=

SHA2S6 M ETEHAEFRAREB T ETHERERNERE, ER , ReBBNRREETETLUGHE
BITENETHERZENSHA2S6H ZE | LEMRIBETEMTNEEM,

SELECT
p.pid, p.name, p.path, p.cmdline, p.state, h.sha256
FROM processes p
INNER JOIN hash h
ON p.path=h.path;

> Run Query

&% SHAZSE Hash Of Running Processes

STILL_ACTIVE 4865366ea2c4ab60d4f6d3cBbed345fal5c5ae527016304358297: 46f0a54
STILL_ACTIVE 43ec?73e0ec626bf6d8a7fd04e64dc36afab801444a3c36ef4dazad09fald83f
STILL_ACTIVE 652607db7763f423419fd98807a2436f22007e0a54965f2 JCH“lbbdla‘IHQ"rib-:
STILL_ACTIVE f13de58416730d210dab465 9c949fb0a0245eef45b07c381f0¢ lad3c3

STILL_ACTIVE f71d6bcdBe1440f39c0f5ed88e5edd66833987126366f9d122136199af901d9 | :

STILL_ACTIVE f71d6bcdBe1440f3 Sed8BeSeddBa 9871 LE']EG"I'E’.'E?afBDf']I::IB'::

STILL_ACTIVE f13de58416730d210dab465b242e8c948fb0a0245eef45007c381f0c6c8ad3c3

MRERNEBRMEEREERN |, SBemEtES,
3.1F A ERN R

MRREARERR R T B E AR E AME RN LN E bR EBARBEBInternet BANEX SRR
%o

SELECT

DISTINCT pos.pid, p.name, p.cmdline, pos.local_address, pos.local_port, pos.remote_address, pos.remote_



FROM processes p

JOIN process_open_sockets pos USING (pid)

WHERE

pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1", “0");

4. BRI A F A ERN S EERE

FHEETEERAFTENEXNDIRYE (WEBERRKIRFNFTE ) , W HEEEBMAKEN
EREEE R RIS HETE , EEREBR127.0.0.1(localhost)= : :1(IPv6 Iocalhost)J«U’H’JFcﬂlPii’_ﬂ,iJJ:o

SELECT DISTINCT p.name, p.cmdline, pos.pid, pos.local_address, pos.local_port, pos.remote_address, pos.
FROM processes p JOIN process_open_sockets pos USING (pid)
WHERE pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1")

—BEBEEER BB FHR(PID)FE , ERALARBEHMEINAEREAT.

SELECT DISTINCT p.name, p.cmdline, pos.pid, pos.local_address, pos.local_port, pos.remote_address, pos.
FROM processes p JOIN process_open_sockets pos USING (pid)
WHERE pos.remote_address NOT IN ("", "0.0.0.0", "127.0.0.1", "::", "::1") and p.uid=1436

5. e td /MR B FERER

BR MR8 s 0 B RIREHWindows R 8RB E T E A EH, WindowsE 8%48 2 EMicrosoft
WindowstE £ R & L RFOERENREN 5 BERE,

SELECT key AS reg_key, path, name, data, DATETIME(mtime, "unixepoch") as last_modified
FROM registry
WHERE key LIKE "HKEY_LOCAL_MACHINE\system\currentcontrolset\control\backuprestore\filesnottosnapshot";



SELECT data, path FROM registry
WHERE key LIKE 'HKEY_USERS\%\Control Panel\Accessibility\StickyKeys’;

amp:2450c73e-3c60-400d-9ba8-01fdETEATI0T X ACTIVE R
S NGOE 1B date

EEPOSTED Windews10

510

510

SELECT username, data, split(path, '\', 1) AS sid

FROM

(SELECT data, path FROM registry

WHERE key LIKE 'HKEY_USERS\%\Control Panel\AccessibiTlity\StickyKeys’)
JOIN users ON users.uuid = sid;

REPORTED

6.ERRS

RFFEREERZERE (WER. AT, BUEIRREN ) REFHBRH LNERNER K,

SELECT

.directory, f.filename, f.uid, f.gid,

.mode, f.device, f.size,

.atime,

.mtime,

.Ctime,

.btime,

.hard_1links, f.symlink, f.file_id, h.sha256

FROM file f

LEFT JOIN hash h on f.path=h.path

WHERE

f.path LIKE (SELECT v from __vars WHERE n="file_path") AND
f.path NOT LIKE (SELECT v from __vars WHERE n=“not_file_path");

- -h —h -h -h —h —h



EinEIPARAMETERS > File Path , R%EIE— T %, dll, %. exex%. pngo

> Run Query

4 & File Search

PARAMETERS (i

7. Powershell FE 5 BE 3z

Rt B fEPowerShell @FEHRH TR THME, HRZEMERAMNER , EEfRPowerShel B £ 58
BURERBIEE,

SELECT time, datetime, script_block_id, script_block_count, script_text, script_name, script_path
FROM orbital_powershell_events

ORDER BY datetime DESC

LIMIT 500;

cript_bloc
Cript_text; s

8. FEHIERH

INEEAEXRAN KRR, FNBESEINEBERKRLBANETHAN , RARAGEEN
EAREEREERF,

select datetime(last_run_time, "unixepoch", "UTC") as last_access_time,*
from prefetch
ORDER BY Tast_access_time DESC;

AR —E#E , SQL Serverm[BiBZ A A &R EIRIEZE I TR E Z/I/0FE K,



9.1 1t AT B A 15 E (ARP) IREUER &

HRBEEMBPERRE LNARPRIVAR, ARPREVE — B , AR FIPihit EHE R
MAC ik 11t 2 FE B9 ¥ BR

SELECT address, mac, count(*) as count
FROM arp_cache GROUP BY mac,address;

Search Catalog 224.0.0.251 01:00:5E:00:00:F8

72400252 erogeEanooTe
23 2 0%

Custom SQL ex, SE

FF:FF-FFFFFFFF

T — B RAITEARPIRER A 45 Hi AT SEMAC 31k &2 EL 5T B

SELECT address, mac, count(*) as count

FROM arp_cache GROUP BY mac,address

HAVING COUNT(mac) >= (SELECT count FROM arp_cache WHERE count>=1)

AND mac LIKE (SELECT mac FROM arp_cache WHERE mac=“52:54:00:12:35:02");

HOSTNAME Windows10 (%) arp_cache
ACTIVE IP 10.0.215/24

NODE ID dnGYBOx0jz6RWFsO0...
REPORTED 2024-03-22 14:21:02

address

Windows10 (%)

10.0.2.2 52:54:00:12:35:02
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