ESWAF B EKerberosEE —& A 0%
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BB
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AN E T 2R E(SWA)F BiEKerberosi K IBEAEREAEBE —EA(SSO)H 1=
KL R

AR

=X
BNEBRABBLTEE

« SWAEHE,
« EZActive Directory & &,

BRIEBREZEUTIER
- VIEHEFSWA,

- ¥ISWABFEAENEGU)WEEFR,
- ¥fActive Directoryf) B ¥ 5HBIFF AT o

BRA T



AXHFFRAE T RN G EE R MER R,

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HER
) BAEREREE) ., MREHEEREFT , FEAREERAEAESTRERNIZE,

BRYE 2 Bl
MRARBRFRERBEBLLRTTDRABE , BEANTSBETHEER,

~ 6‘] example.com x -

& G (@ example.com = . ,than

Windows Secunty X

Sign in to access this site

Authorization required by http://10.48.48.182:3128

Domain: AMOJARRA

QK Cancel

TR —ERAESOREBRT

SR MEHEE Fin I Acesslog.

FER1.1. B AFICLL,

S ER1.2,E1Tgrepo

55%1 3&%;&*5@%%%&&%0 ;D.J-F:ﬁ E %o




% E#1.4 £ Enter the regular expression to grepF & A F FimIPib it

% E¥1.5. 3% Enter® , EF/EERDo you want to tail the logs , A "Y, ¥ #ZXEnter® , ERE R
Accesslogs.

FBR1 6. ERREFiRPCHREE MBI RERBE,

SR R ERREERREETERT,

AR | #BIEREE RAuth_ID:

1776248928.353 0 10.48.48.195 TCP_DENIED/407 0 GET http://cisco.com/ - NONE/- - OTHER-NONE-Auth_ID-NONE

SRR ERREEER.

HER2.1. 2 AFISWARIGUI,

S ER2.2 WebZ £ B 8512 #|dentification Profiles,

SRR 3 BE-TREMUHENEREEERNBHE,

SRR AR MBBLIRRRERER,



Identification Profiles: Auth ID

Client / User Identification Profile Settings

Enable Identification Profile

Description:

Insert Above:

Name: (2 [auth 1D
(e.g. my IT Profile)

(Maximum allowed characters 256)

1 (Global Profile) v |

User Identification Method
Identification and Authentication: .2

Authentication Realm:

Authentication Surrogates: (2

Authenticate Users |

Select a Realm or Sequence: |7 ADDS e

Select a Scheme: Use Kerberos hd
Scheme setting applies to HTTP/HTTPS only.

If a user fails authentication: [ Support Guest privileges (7

Authorization of specific users and groups is defined in subsequent policy layers
(see Web Security Manager > Decryption Policies, Routing Policies and Access Policies).

® 1p Address
O persistent Cookie

(O session Cookie

(] Apply same surrogate settings to explicit forward requests

If this option is not selected, no surrogates will be used with HTTP/HTTPS
explicit forward requests, and NTLM credential caching will not be available to
these requests. In addition, re-authentication will not be available for Kerberos.

TR —BNREAR

S BRI B SWARActive DirectoryiE#% .

S EE3.1. 7 SWA GUIE 1 BNetwork i 1 32 Authentication,

S ER3.2 BB Aythentication Realm Name,

$E%3.3. EE Start TestARESWARIActive DirectoryiEZ 4R AR RE

MRARBRER , FREAIARER FiKPCEE.
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5 B 2K 3 P BB AR U R

SEB11.7E "BR L BES | # Alnternet Option , REIE
Enteri#,

FER1.2.7E Tinternet@.1 REH , #R— T Security B &,
FER1.3. B E LK Intranet,
$ﬁ14?§_-|:8|t830

S 1.5 R KRIEZH Automatically detect intranet network ZER
F o

HER1.6.BBIUT =ERE :

- BEMAREEMEDF S HA A (Intranet) 34 2
- AEEBRERRSINVFTENE
- BEFMBEREER(UNC)

S BR1.7. EEAdvanced,
S 521.8. 8 ASWARIFQDNERIPH#E 3t 0 7R I E;EEE
F1.95(MB)BRBENRIPLLKEE , B LLZARequire

Server Verification,

e

Seaurity | Privacy Content Connections Programs Advanced ‘ sethesghng m o define which websites are induded in
& the local in

[ automatcally detect ntranet network

[Mincude allocal (mmmu) sites not ksted in other zones
[Flindude al sites that bypass the proxy server

[indude ol network paths (UNCs)

& Local intranet X

~ id and remove websites from this zone. All websites in
[ T o 2one's seaurity set

ttings.
Add this webgte to the zone: T o
[ 10.48.48.182

.
o change the settings, cick Custom level.
To use the recommended settings, B oeta

Custom level... Defauitlevel Websites:

Reset al zones to default level
[JRequire server verfication (https:) for al sites in this zone
o« Cancel

Close

TR — BEAHInternet s B

$E81.10, ¥ —TClose , R#&EE—TOK.
FR111.E "®R2, EEBP , B—T "BERHKI. .
S ER1.12. )88 F|User Authentication,

SEB1A3BREREEIntranctEITHFEEE A,




@ &%) Security Settings - Local Intranet Zone X

General Security Privacy Content Connectons Programs Advanced

Select a zone to view or change securi l‘fsem

se wstom level
e recommended settngs, chck Defauit level

Reset ustom settngs

Resettor | Medium-om (default) ~ Reset.
==
Reset all zones to default level |I] C
oK Cancel

R — IntranetEAEN BB EA

S INE RS MRLSR , AR ABIBKerberostEESSOF 115 :
SER2.1. ESWAS HEE A EXARBIBRE AR

$E82.2 #&[Auth-Method = %m]#EA B EE BB R A
o MAEZEN , B : £5 2

S EE2.3. ¥ E FixIPHActive Directory IPH#biHETE R D&
BRES , WHERE FiwPCIEE SKerberos R 7 Z & &% 2
SWA,

N W RREREEAENERERE T SWAKFQDN,

MEAE A

. CISCO Secure Web Aoollance AsyncOS 15.0F A F
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- SSEZEWebsE HEE

- FRZEWebEEREER — BF
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https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/zh_tw/support/docs/unified-communications/expressway-series/222484-configure-packet-capture-on-content-secu.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



