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BEARAF

BERERRFEUTEE
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ANHHEARBBBEERETREANEEMEL. XHPEAZNAMBERERREREKR (HEK
) BAEREREE) ., MREHEIREFT  FEARECEAEAESTRERNTE,

BRI Z Bl

Cisco SWABB®RE ( ZHifInternetEBHIER ) WebRBHIMIMER B , 7] LA %tk FE 1E ST HEHY
TH. SWAEBHEBIERE B ( fapplication/x-msdownload, application/x-msiH EL {8 B3 #Y
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application/octet-stream2 —EEAMIMER R , ARETERIE_ENHER. ETSEEER
WHE  AETARTEHEEERHMIMER BINEMER, EWebfReSELiEEERENE R
B, BESLERNSBEHTE,. REEIXNEMIEXEAER

RRIELER

TR ARUYEYAESR
URLE 51,

S E1.1. % GUIEREIWeb Security Managerit i##ZCustom and
External URL Categories,

% E%1.2.ClickAdd Category SA 2 3 $#Y B EZURLE A
S EBR1.3. A ERI# AName,

SB14ERELERM L FEREN BRI/ 78 ( FEAHH
Acisco.localR HFFE FHE ) -

HR15RBRENR,

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: | [Category o
: (7

2
cisco.local, .cisco.local Sort URLs
Click the Sort URLs button to sort
all site URLS in Alpha-numerical

r. @
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced | Regular Expressions: (2

y
Enter one regular expression per line. Maximum allowed characters 2048.

TR — BIUBAERURLER!

2 B EBNAREECEURLERINHAET  BHM
:https://www.cisco.com/c/en/us/support/docs/security/secure-
web-appliance-virtual/220557-configure-cu...

HR2 BEURLHRE

/N 2% BB ABRHURL T BB T,
SEB2.1.EGUIF |, BfRnElWeb Security Manager , fARIRIE
Decryption Policies

#H8R2.2.3% — T Add Policy.

S ER2.3. /¥ KM AName,



https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
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SER2 A (MR EEFTERALRBNFARERESR.

5P BF (TR ) nRREHFAEAEEARN  BESL
FRHERBBEMRE , FFREAI Users(authenticated and
unauthenticated users).

5258  ERBUEERLID , H—TURLERIER K HEEESR
URLE R,

SR 6 BEESBRIPFEIMNURLER,

HRR2.7T BBRER,

Decryption Policy: DecryptingTraffic

Policy Name: (2| [ pecryptingTraffic
(e.g. my IT policy}

Policy Settings
Enable Policy

Description:
4
(Maximum allowed characters 256)
Insert Above Policy: 1 (Global Policy)
Policy Expires:

(") set Expiration far Policy
On Date: MM/DD/YYYY

At Time:

Policy Member Definition

Membership is defined by the combination of the foliowing options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: All Identification Profiles \,‘

All Authenticated Users

C®

Selected Groups and Users (2.
Groups: No groups entered

Lsers: Mo users enterad

All users (authenticated and unauthenticated users) ]Q_

If the "All Users" option is selected, at least one Advanced membership option must also be selected
Authentication information may nat be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

—

~ Advanced | Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Proxy Parts: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)

URL Categories: Category

User Agents: None Selected

Cancel | Submit |

TR — BABRE R

$E82.8.7EInDecryption PoliciesEHEH ™+ , I#&#— T H KK URL
Filteringi® &,

Decryption Policies

Add Policy.
Order Group URL Filtering Web Reputation Default Action Clone Policy Delete

DecryptingTraffic
Identification Profile: All

1 All identified users (global policy) (global policy) r. @
URL Categories: Category
Global Policy Monitor: 107 Enabled Decrypt

Identification Profile: All Decrypt: 1




FR —BEURLBE

S E82.9 i#$ZDecryptfE & Custom URL CategoryHJiR4E,

SE210.BBIER,

Decryption Policies: URL Filtering: DecryptingTraffic

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Gl
Settings

Category Category Type | Select all

Global Settings

QuotaBa sed | Tim eéa sed

Select all Select all| Select all | Belect all | (Unavailable) | (Unavailable)

TR — BEBRERRE

Use i lobal Se
obal .
ettin Pass Through | Monitor | Decrypt | [Drop 2
© 2] o (2]
©) category Custom (Local) - v

SR FALHITE

FEBRIA1.EGUIF , BfiFEIWeb Security Manager ,
Access Policies,

S ER3.2. EEEAdd Policy.
S ER3.3. AT KBk AName,
EI3AFZ(MB)EEFTERALTRNEIREER

Par. (TE) MRBELFH LR ERAAN , DEEL
A %*ﬁL%ﬁEﬁ% 51212 All Users(authenticated and

unauthenticated users)<>

$3.55  RMHUBERTD , 2— TURLERE
URLE 5,

FRICBEESRIPEIMNURLER,
HRITEERER,

ERUFIEEESR




Access Policy: Block Exec

Policy Settings:

Enable Policy

e
Policy Name: (21 [ glock exec
(e.g. my IT policy)

Description:

(Maximum aliowed characters 256)

Insert Above Policy: 1 (Global Policy)

Policy Expires:
L Set Expiration for Policy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: [ a|l [dentification Profiles V}

® ANl Authenticated Users.
(0 Selected Groups and Users (7
Groups: No groups entered

Led

() Al Users (authenticated and unauthenticated users)

If the "All Users” option is selected, at least one Advanced membership option must also be selected.

= Advanced Use the Advanced options to define or edit membership by protacol, proxy port, subnet, Time Range, desti
Category), or User Agents.

ation (URL

‘The following advanced membership criteria have been defined:

Protocols: None Selected
Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)

URL Categories: Category
User Agents: None Selected

BR{& — 35 R SR RE

5P BT HRBEAN | BIPRERE AR REERT
Gl:oR=g

4 BR3.8.7£Access PoliciesEH , FE{RURL Filteringi@ERE &
Monitore

$E23.9. InAccess PoliciesE , EEH R E RPIIELR,

Access Policies

Add Policy

Protocols and
Order | Group User Agents URL Filtering | Applications | Objects Anti-Malware and Reputation HTTP Rewrite Profile = Clone Policy Delete
Block Exec JETTTTTrrrS
Identification Profile: All = H
1 All identified users (global pelicy) ; Monitor: 1 Monitor: 325 [ (global policy) (global policy) (global policy) [ 3 &
URL Categories: Category wes
Web Reputation: Enabled
Global Policy . o o
Identification Profile: A | N blocked items | Monitor: 108 | Monitor: 325 | No blocked items | Secure Endpoint: Enabled None

Anti-Malware Scanning: Enabled

TR — BEHR

FR —EEURLBR

S$ER3.10. 1 T h1i# B A i#EDefine Custom Objects Blocking
Settings.,




Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

Define Custom Objects Blocking Settings

.
| Disable Object Blocking for this Policy

: | No Maximum
FTP Max Download Size: | No Maximum

Block Object Type
Not Defined

Block Custom MIME Types: Not Defined

[Suom |

PR —EXEERHR
$E23.11.E8Executable Code LUBIZEH I E KA T,
SRI12.EBLZERENLUREZHIENERET,

HER3.13, WA, B LE THERMIMERE, So@WAZRMELE
AR RAIMIMERE,

Access Policies: Objects: Block Exec

Edit Objects Blocking Settings

| Define Custom Objects Blacking Settings |

Objects Blocking Settings
Object Size

HTTP/HTTPS Max D: load Size:
¥ ax Download Size OIU M8 @ No Maximum

FTP Max Download Size:
OF M8 @ no Maximum

Object and MIME Type Reference &

b Archives

I Inspectable Archives (7

b Document Types
i Code < @

Java Applet

UNIX Executable

Windows Executable

®
= Installers o £

UNIX/LINUX Packages
b Media

b P2P Metafiles
b Web Page Content

b Miscellanecus \

Custom MIME Types

Object and MIME Type Reference &

Block Custom MIME Types: | |application/x-msdownload
application/x-msdos-program
application/x-msi

®

4
(Enter muitiple entries on separate lines. Example: audio/x-mpeg3 or audio/* are valid entries. Maximum
allowed characters 2048.)

TR —HMEZEILENHER

Q BT EMEMMEREIEE , 75&% — T Object and MIME
Type Reference,




$ER3.14.383%,
SB35 RBRREH,

RERIERMEL
EURAIS , EEAEERTRATES  SBRATEEEE :

@ Notification: Policy: File Type X -+

< O (O https:/famojarra.cisco.local/1mb.exe AN < : i InPrivate 2

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site or download
{ hitps:/famojarra.cisco.local/1mb.exe ) has been blocked because the file type "application/x-
rmsdos-program” is not allowed.

End-User Notification PagesEnd-User Notification Pages

If you have gquestions, please contact your organization's network administrator and provide the
codes shown below.

- ¥

PR —HEILEBHNER

p RE:EEE "RirfEAEEH(EUN)) BEEH , FFRRGUIEME|Security Services , REE—
TEnd-User Notification , A& & End-User Notification PagesZ8 4o

REEBFED , A FE I WERREMEEEN BT,
£—EBFITHEMBZBE(BR : DecryptingTraffic). E#EEDECRYPT_CUSTOMCAT

% {EZHR B SHITERSH R R IS (R 8 : Block_Exec), #{EABLOCK_ADMIN_FILE_TYPE

BUR RARIEES

1772186569.823 182 10.48.48.192 TCP_MISS_SSL/200 39

RRE R CONNECT tunnel://amojarra.cisco.local:443/ -




DIRECT/amojarra.cisco.local - DECRYPT_CUSTOMCAT_7-
DecryptingTraffic-DefaultGroup-NONE-NONE-LAB_Access-
NONE <IIC_N Catell’_’_’ll_ll’_’_’_’ll_ll’_,ll_ll,_’ll_ll’ll_ll’_,ll_ll_ll,ll_ll,ll_ll’ll_ll,ll_

Il,ll_ll’ll_ll’ 1 .71 ’0’_7"_",ll_ll_ll,ll_ll_ll’Il_ll_ll’ll_ll_ll,_ll_ll_ll’ll_ll_ll,_>_

1772186576.735 2242 10.48.48.192 TCP_DENIED_SSL/403
0 GET https://amojarra.cisco.local:443/1mb.exe -
DIRECT/amojarra.cisco.local application/x-msdos-program
BLOCK_ADMIN_FILE_TYPE_12-Block_Exec-DefaultGroup-

=5 SR B NONE-NONE-NONE-LAB_Access-NONE <"C_N
Cate“’ns , O,ll_ll,O’0,0’_"_ll’_,_’"_"_"’_,"_",_’llncll’_ll_ll,"_",ll_","*%u
","*%ﬂ"’"—",O_OO’O,—’"*%u"’"—"’"—"—"—",—’"—,"—"—"—"’"—"—"—",—"—"—",—>—
>
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B Z £ WebZ E HEE
i @'—Héweb % N
- JRitZSWebEBHHHTE

#i1B =7 £ Web% & F ByMicrosoft HRE

A


https://amojarra.cisco.local:443/1mb.exe
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https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
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BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



