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1. EWSA GUIA , BB ZIWeb Security Manager > Bypass Settings > Edit Application Bypass
Settings.
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Edit Application Scanning Bypass Settings

Application Scanning Bypass Settings

Cisco WebEx: Bypass Scanning

It Ex transactions will bypass decryption, malware scanning and data
ion can still be blocked in per-user policies. See Web Security
ions.
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1. EWSA GUI# |, EffinZElWeb Security Manager > Custom and External URL Categories >
Add Category,
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Custom and External URL Categories: Add Category

Edit Custom and External URL Category

Category Name: | |wabex Domains
Comments: (2.
4
List Order: |1 5
Category Type: Local Custom Category
Sites: |7
I.webes.com, .ciscospark.com, .wbx2.com, .wehe:conlent.cnml Sort URLsS
Click the Sort URLs button to sort
all site URLs in Alpha-numerical
order.
Y
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
= Advanced Regular Expressions: 7
Y
Enter one regular expression per line. Maximum allowed characters 2048.
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3. % —T TSubmity . R%EEEZEWeb Security Manager > Identification Profiles > Add
Identification Profile
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Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

Mame: T I|.\'Auth Exempt Sites

R e g
Description;
y
(Maximum allowed characters 256)
Insert Above: | 7 (Office365.10) w

User Identification Method

Identification and Authentication: | # Exempt from authentication / identification
This option may not be valid if any preceding Tdentificalion Profile requires authentication on all
subnets.

e I —

Membership is defined by any combination of the following options. AN criteria must be met for the policy o take effect.

Dafine Members by Subnet:
£
(examples; 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1;:5, 2000:db&: : 1-2000:db8;:10)
Define Members by Protocol: HTTR/HTTPS

= fdvanced  Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or
User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: Mone Selected

IUlletennr]el: Webex Domaing I

User Agents: Mone Selected

The Advanced aplions may be protocel-specific. For i

for HTTP and decrypted HTTPS. Similary, URL Categories, i
apphicabi OCKS transpchions or ransparent HTTPS
that do not apply te a protocol are selected, ne transactions in that protocol will match this Identity,
redgardiess of the profocod selection abowve

be only
are not

i agent SInngs ane anm
ng Custom URL Calegor
tfecrypled). When Ad

wCid oplions
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1. R IZ BB LR 5R BB R A Webex Application Scanning Bypass.
2. EWSA GUIF |, EffiiE]Web Security Manager > Custom and External URL Categories >
Add Category,

3. AMERIEE—EEE , Wi T —EEMEwnEED
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Custom and External URL Categories: Add Category

Edit Custom and External URL Category
Category Name: | [webex Passtrhough

Comments: (?

List Order: | 3

Category Type: | Local Custom Category v

Sites: (2

Click the Sort URLs button to sort
all site URLs in Alpha-numerical
order.

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced = Regular Expressions: (2

A
Enter one regular expression per line, Maximum allowed characters 2048.

4_wsa_url_category
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Decryption Policy: Add Group

Paolicy Settings

Enable Policy

?

Policy Name: | Webex Passtrhough

-
24

T a4

Drescription:

(Maximum allowed characters 256)

Insert Above Policy: w |

| 1 (getter server decryption palicy)

Policy Expiras:

__| Set Expiration for Policy

On Date:

AL Time:

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect

Identification Profiles and Users: | Al Identification Profiles

~ |

All Authenticated Users
Selected Groups and Users 7
Groups: Mo groups enteraed
Users: No users entered

Guests (users failing authentication)

All Users (authenticated and unauthenticated users) I

If the "All Users" option is selected, at least one Advanced membership option must also be salected.
Authentication information may not be available at HTTPS connection time. For transparant
proxy traffic, user agent infermation is unavailable for decryption policies.

= Advanced | Use the Advanced options to define or adit membership by proxy port, subnst, Time Range, destination (URL

Category), or User Agents.

The following advanced membership criteria have been defined:

Proxy Ports:
Subnets:

Time Range:

User Agents:

None Selected
None Selected

MNe Time Range Definitions Available
[see Web Security Manager > Defined Time Ranges)

onscotesoren [T |

None Selected
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Decryption Policies: URL Filtering: Webex Passthrough

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Override Global Settings
Sglt?:;agls Pass Through Monitor Decrypt Drop'?' Quota-Based Time-Based
[3) (] 2]
Category Category Type  Select all Select all Select all | Select all = Select all | (Unavailable)
IO Webex Passthrough I Custom (Local) - I V I -

Predefined URL Category Filtering

Neo Predefined URL Categories are selected for this policy group.

Overall Web Activities Quota

No quota has been defined. Define quota in Web Security Manager > Define Time Ranges and Quotas.

Uncategorized URLs

This category is unavailable.

6_wsa_url_filtering
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