FESWAH L& Microsoft O365%H 5 fR &
B 8%

REEHS

&

AR TE L £ WebZE B (SWA)H Ei & Bt & Microsoft 03653 F R HIRY B =,

AR

BEREBREBEUTEE

- ABSWARBEFER &N E(GUI)

- HISWARYEEEAME,
RATH
AR AR T RA S E B MER R

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HEKR
) BVIERER B, MRIEHVMRBREET |, FEREERBE[AESTRERNTE,

RRIELER

FE1.1. % GUIEE EWeb Security Managerit i#1ZCustom and
External URL Categories,

SB1 APURIATS ‘
URLZERI, 58812 BEAJd Category A S $TH) B ESURLERI,

$E1.3. 8 ANamelEBFE R,




HBR1.4.7 "IERL WO PEHRLLTURL:

login.microsoft.com, login.microsoftonline.com, Togin.windows.net

TRI5RREE,

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category
Category Name: | [MS Tenant Restrictions @

Comments: (2 l

Ust Order: | [1

Category Type: Local Custom Category

Sites: (2
legin.microsoft.com, legin.microsoftonline.com, login.windows.net Sort URLs
Click the Sort URLs button to sort
all site URLs in Alpha-numerical

order

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

< Advanced Regular Expressions: (7.

4
Enter one regular expression per line. Maximum allowed characters 2048.

TR — BERURLESR!

P r5 SEMARESERURLERNHEET | B50
. https://www.cisco.com/c/en/us/support/docs/security/secure-
web-appliance-virtual/220557-configure-custom-url-
categories-in-secur.html

HE2.1.EGUIF | BEFEWeb Security Manager , REIRIE
Decryption Policies

S22 BEEAJ Policy,
S22 3 AT KB BERE,
SER2 4 RIEFFZEE A L KB AV Identification Profile,

£ B mEsEBMicosoft URLI S HBE LB FERFA
FEAERELER , 5212 : Al ldentification Profiles > All
Users

SRR 5 HRBUEERID , H—TURLEREGUHEEES
URLE A,

FR26BEESRIPEIMNURLER,



https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html

S ER2.7. 4% — T Submit,

Decryption Policy: DP MS Tenant Restrictions

Policy Settings

Enable Policy
Policy Name: (2. | DP MS Tenant Restrictions: @
(e.g. my IT policy)

Description:

(Maximum allowed characters 256)

Insert Above Policy: [ 1 (Global Policy) v]

Policy Expires:
[ set Expiration for Policy

On Date: |

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Identification Profiles and Users: | | 4\l 1dentification Profiles | @

If "All Identification Profiles” is selected, at least one Advanced membership option must also be selected.
Authentication information may nat be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavallable for decryption policies.

= Advanced | Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: MS Tenant Restrictions 4—@
User Agents: None Selected

[*Siomic |

FR — MERERE

#BR2.8. 7 Decryption PoliciesEE Y , FiZE# REERIURL Filtering®
HERE.

Decryption Policies

Add Policy.

Order  Group URL Filtering ‘Web Reputation Default Action Clone Policy Delete
DP MS Tenant Restrictions

1 Identification Profile: All (global policy) (global policy) | ] @
URL Categories: MS Tenant Restrictions
Monitor: 1
Global Policy : :
Identification Profile: All gf;;vpzt 105 Disabled Decrypt

FR — mEBURLIBRIRE
$E82 .9 1% Z2DecryptfE A Custom URL CategoryRJi24E,
HE2.10, BEER,

Decryption Policies: URL Filtering: DP MS Tenant Restrictions

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Override Global Settings
Sglt:i':;‘s Pass Through Mar!itor Decrypt |Drop .?.  Quota-Based Time-Based
() o o ©
Category Category Type | Select all Select all Select all] Select all | [Belect all | (Unavailable) | (Unavailable)
O MS Tenant Restrictions ‘Custom (Local) - J - -

—

[Submit]

TR — RERAERURLER




FRIBBHTTPERRERE
2

<o

SEE3.1.7EGUIF | BEZEWeb Security Manager , AAZBZEHTTP
ReWrite Profiles,

S$EE3.2.3%—T "Add Profile o
SRIZMAFEEERNEHE,
5 E83.4 % Restrict-Access-To-Tenants AR &£ —EEEZ B,

$ 3.5 ¥ ARestrict-Access-To-Tenantsi% & , f# F <permitted
tenant list>M{E , ZEXERAFERAEFBNHEHFNER D RFE

o

$E83.6, EEAdd Row
S E83.7 1 FiRestrict-Access-Context/E B —E{ZEEZE,

$HE23.8. ¥ Restrict-Access-Contexts% € , £ HE @ H $#2IDMWETE

EEREFRFIBES,
& BR3.9.#2— T Submit,

HTTP ReWrite: Edit Profile

Profile Settings

Profile Name: (?) | [Header Rewrite MS Tenant Restrictions
Headers: Header Name Header Value Text Format Binary Encoding Add Row
Copy Row

)| [Restrict-Access-To-Tenants ¢ 3.onmicrosoft.com [ ascir ~| [No Encoding | I}
[J | [Restrict-Access-Context < 2-9505-4097-a6%a-c1553er | [ ASCII ~| [NoEncoding v| @

Note:

HTTP header variables avalilabie for modification: X-Client-IP, X-Authenticated-User, X-Authenticated-Groups

$ReqMeta can be used to fetch standard HTTP header variables

Example: If the value of Header is entered as Username-($ReqMeta[X-Authenticated-User]) and X-Authenticated-User is joesmith, the final Header Value

that gets replaced will be Username-joesmith

$ReqHeader can be used to access values of the standard HTTP headers or values of the other headers defined under this HTTP Header Re-Write Profile.

Example:

Headerl: Valuel;

Header2: Value0-($ReqHeader(Header1])-Value2-($ReqMeta[X-Authenticated-User])

If X-Authenticated-User is joesmith and Headerl value is Valuel then the value of Header2 will be Value0-Valuel-Value2-joesmith

I value of any header field is empty, that header will be removed from the HTTP header fields and shall not be part of the HTTP header information,

|

R —FEHTTPEBRERSR

2 B AEEFRALURNAKERSEANESER  BF
R : Microsoft23 — FREIEHHEMNERE.

HR4 BN FEURAL

HER4 1 EGUIF | EE FWeb Security Manager , A% i&12Access
Policies

SEB4.2 EEBAJ Policy.
SBA3MAFT KB ERE,
S ER4 4 RIZFZEE A L K B& A dentification Profile,



https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/tenant-restrictions
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/tenant-restrictions

P B5 . mBEsEBMcrosoft URLI S H®E it B EEBHA
CRERBHER HEE TEERRERE > FEEAE

o

% B84 5 1EPolicy Member DefinitionZf 4 & , 3 — TFURL
CategoriesiE#E A8 B E&RURLE A,

SRAGCIEEBESR1FEIHURLER,
S ER4.7 % — T Submit,

Access Policy: AP MS Tenant Restrictions

Policy Name: (2 I AP MS Tenant Restrictions
(e.g. my IT policy)

Description:

Enable Policy

(Maximum allowed characters 256)

Insert Above Policy: 1 (Global Policy)

Policy Expires:
[ set Expiration for Policy

On Date:

At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All eriteria must be met for the policy to take effect.

Identification Profiles and Users: { All Identification Profiles P

If *Ali Identification Profiles” is selected, at least one Advanced membership option must also be selected.

= Advanced Use the Advanced options to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL
tegory), or User Agents.

The following advanced membership criteria have been defined:

Protocols: None Selected
Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: MS Tenant Restrictions
User Agents: None Selected

Em

BRG — 337 35 R KRG

5 BR4 8.7 Access PoliciesBEH , FE{RURL FilteringBVIR1ERE S
Monitor,

S ER4.9. BEEBHTTP ReWrite Profile P AV ER |, AHTTP Header
Profile®7 18 2l b 5K B& A,

Access Policies

Add Policy...

Protocols and
Order | Group User Agents URL Filtering | Applications | Objects Anti-Malware and Reputation| HTTP ReWrite Profile | Clone Palicy | Delete
AP MS Tenant Restrictions
1 | Identification Profile: All (glebal policy) || Moniter: 1 | Monitor: 3145 | (global policy) (global policy) (global pelicy) G |
URL Categories: MS Tenant Restrictions

Web Reputation: Enabled
No blocked items | Monitor: 108 | Monitor: 3145 | Block: 31 Object Types | Secure Endpoint: Enabled None.
Webroot: Disabled

Global Policy
Identification Profile: All

TR — HERKEBMN

SRAN0BEESBRBIPEILHHTTP ReWrite Profiles,




Access Policies: Edit HTTP ReWrite Profile

Profile Settings

Profiles: s Use Global Settings

ne
= [ Header Rewrite MS Tenant Reslriclions]

ER —FHEHTTPERRERER

411, BBRER,
FRAII2ERER,

*ﬁiﬂ] H 70}

ACERAR
BRI AR B RWIC B HE HERM , URAHTTPEHEESEER SR,

HRE EFEPRXRAN  (WICHREHH BMI ki

%] x-http-rewrite-profile-name |HTTPEREEEHEEEHE.
e

AT BLE RWebBRt R e , LUE R AccessPolicy Z B RERE
ERAUTTRERRS :

S B 1. EGUIFEEReporting , A%&#EWeb Trackingo

SR EEFFTENSEEEE,

S B3 BB Advanced B LMEA S RIEHIESER,

S84 TEPolicyEb % , 1B1BFilter by Policy , I8 A 5 3122 7 B9 Access Policy# & 1.
S B85 .3 — T Search AR



Web Tracking

| Proxy Services L4 Traffic Monitor SOCKS Proxy

Available: 06 Nov 2024 13:47 to 17 Jun 2025 20:48 (GMT +02:00)
Time Range: | Hour v|
User/Client IPv4 or IPvé: 2. | (e.g. jdoe, DOMAIN\jdoe, 10.1.1.0, or 2001:420:80:1::5)
Website: | (e.g. google.com)

Transaction Type: | [ All Transactions |

Search transactions using advanced criteria. @

URL Category: | @) Disable Filter
() Filter by URL Category:

Application: | @) pisable Filter

() Filter by Application:
{ex. Twitter)

Filter by Application Type:
I {ex. Social Networking)

Policy: () Disable Filter
@ Filter by Policy:
|AP MS Tenant Restrictior

= Advanced

TR — WebiRME RS
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 Cisco Secure Web Appliance AsyncOS 15.2{E A F
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
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https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
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https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
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