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Add Log Subscription...

Log Name
accesslogs

amp_logs

scpal

shd_logs
sl_usercountd_logs
smartlicense
snmp_logs
sntpd_logs
sophos_logs

sse_connectord_logs

status

system_logs
trafmon_errlogs
trafmonlogs
uds_logs
umbrella_client_logs
updater_logs
upgrade_logs
wbnp_logs
webcat_logs

webrootlogs

webtapd_logs

welcomeack_logs

Type

Access Logs

AMP Engine Logs

Access Logs

SHD Logs

SL Usercount Logs
Smartlicense Logs
SNMP Logs

NTP Logs

Sophos Logs

SSE Connector
Daemon Logs

Status Logs
System Logs

Traffic Monitor Error
Logs

Traffic Monitor Logs
UDS Logs

Umbrella Client Logs
Updater Logs
Upgrade Logs

WBNP Logs

Web Categorization
Logs

Webroot Logs
Webtapd Logs

Welcome Page
Acknowledgement
Logs

Log Files
accesslogs
amp_logs

SCP (10.48.48.195:22)
shd_logs
s1_usercountd_logs
smartlicense
snmp_logs
sntpd_logs
sophos_logs
sse_connectord_logs

status
system_logs
trafmon_errlogs
trafmonlogs
uds_logs
umbrella_client_logs
updater_logs
upgrade_logs
wbnp_logs
webcat_logs
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webtapd_logs

welcomeack_logs
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https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
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https://learn.microsoft.com/nl-nl/windows-server/administration/windows-commands/mklink
https://learn.microsoft.com/nl-nl/windows-server/administration/windows-commands/mklink
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(8] Event Viewer - m] x

File Action View Help

=2 m Hm

7] Event Viewer (Local) Operational  Number of events: 273 (f) Mew events available Actions
Custom Views N
) : Wiidows Logs Level Date and Time Source EventID Task Category | | Opesaticnal -
(v [ Applications and Services Logs ) L} Information 1/ 2 4 = Open Saved Leg...
[s] Hardware Events r@ln‘fumalmn 1/2/2024 £:25:17 PM OpenSSH 4 MNone ¥ Create Custom View...
i i /. :25:17
[+] Internet Explorer ) ,_J)In#mmal:an 1/2/2024 4:25:17 PM OpenssH 4 MNone Import Cuztorn View..
[+] Key Management Service (D information  1/2/2024 42517 PM OpenSSH 4 None
] Microsaft (@DInformation  1/2/2024 4:24:35 PM QpensSH 4 None Clear Log...
@In‘farmalion 1/2/2024 2:24:17 PM OpenS5H 4 MNone ¥ Filter Current Log...
(D information  1/2/2024 42417 PM Open3SH 4 None | Properties
EDIMozmlnon 1/2/2024 £23:16 PM OpenSSH 4 None Disable L
() Information  1/2/2024 4:23:16 PM OpenssH 4 None i
(Dinformation  1/2/2024 422:16 M OpenssH 4 None &8 Find..
(@ Information  1/2/2024 £:22:16 PM OpenSSH 4 None I Save AllEvents As...
@In‘fomaunn 1/2/2024 42116 PM OpenSSH 4 MNone Attach 3 Task To this Log...
(@ information  1/2/2024 421:15 PM OpenSSH 4 None
(@ Information  1/2/2024 4:20:15 PM OpenSSH 4 Mone View +
(@ Information  1/2/2024 4:20:15 PM OpenSSH 4 None G| Refresh
G}In‘{mmalinn 1/2/2024 £1%15PM OpenS5H 4 None Help »
@In‘formal.inn 1/2/2024 41%15PM OpenSSH 4 MNone
(@ Information  1/2/2024 418:14PM OpenSSH 4 MNone Event 4, OpenSSH ™
() Information  1/2/2024 418:14 PM OpenS5H 4 MNone | Event Properties
Dinformation  1/2/2024 417:14PM OpensSH 4 None E] Attach Tesk To This Event..
@)IMozmalion 1/2/2024 £17:14PM OpensSSH 4 MNane
(R E 10000 AA1ABA EN—— 2 ¥] |45 Copy L4
Event 4, OpenSSH '3 I Save Selected Events...
General Details G Refresh
H Hep »
sshd: Connection closed by 10.48,48.165 port 48702 [preauth] J
Log Name: OpenSSH/Operational
Source: OpensSH Logged: 1/2/2024 4:25:18 PM
Event ID: 4 Task Category: None
Level: Information Keywords:
User: SYSTEM Computer: IDESKTOP-MSQHP2U
OpCode: Info
More Information:  Event Leg Online Help

MR- PreAuth sk B
HWEERR R RAFESWAFRKISCPE IRET 88 &K,

LAUR 2CLIFRdisplayalerts# i B 552 R 61

02 Jan 2024 16:52:35 +0100 Log Error: Push error for subscription scpal: SCP failed to transfer to 1
Last message occurred 68 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:52:31 2024.

Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: Host key verif
Last message occurred 46 times between Tue Jan 2 16:30:19 2024 and Tue Jan 2 16:52:31 2024.

Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: Tlost connectio
Last message occurred 68 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:52:31 2024.

Log Error: Push error for subscription scpal: SCP failed to transfer to 10.48.48.195:22: ssh: connect t
Last message occurred 22 times between Tue Jan 2 15:53:01 2024 and Tue Jan 2 16:29:18 2024.

LA system_logsH — LS5 ERHY R -

Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t



Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t
Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t
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LA Rsystem_logs P BV EEER B FE R A1 -

Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer

AT RSCPRIBRARHVEEER T A : <SWA_IPH#hi> port <TCP¥ESWAE#REISCP A AR5 >HI £ &
SCP#%

(8] Event Viewer - [m] ®
File Action View Help

| 2@ HD

[3] Event Viewer (Local) | Operational Number of events: 212 (f) New events available Actions
Custom Views g
T
. Windows Logs Level Date and Time Source Event 1D Task Category ~| | Operational =
+ [ Applications and Services Logs (Dinformation  1/2/2024 T:41:13 PM QpenSSH 4 Mone 5 Open Saved Log...
[.. | Hardware Events (i)information  1/2/2004 T:41:13 PM OpenS5H 4 Meone ¥ Create Custom View..,
[5] internet Explorer (@ nformation  1/2/2024 7:41:13 PM OpenSSH 4 MNone Import Custom View
(] Key Management Service (D information  1/2/2024 74113 PM QOpenSSH 4 MNone
| Microsoft formation  1/2/2024 T:41:13PM OpenSSH 4 MNone Clear Leg...
w L QpenSSH formation  1/2/2024 T41:13PM OpensSH 4 MNone ¥ Filter Cument Log...
@ Admin (lnformation  1/2/2024 T:41:13 PM OpenSSH 4 Nene ] Properties
[ ] Operational (@ information  1/2/2024 T:41:13 PM OpenSsH 4 Mone | ||
[5] Windows PowerShell Disable Log
.1 Subscriptions Event 4, OpenSSH x w Find...
General  Details bl Save All Events As...
~ Attach a Task To this Leg...
[s;hdc Invalid user scp fromn 10.48.48.165 port 63177 J View »
G Refresh
H Help >
Event 4, OpenSSH -
] Event Properties
:] Attach Task To This Event...
hed SaveSelected Events...
&5 Copy ]
O Refresh
Log Name: OpenSSH/Operational
Hel, 3
Source: OpenssH Logged: 1/2/2024 T:41:13 PM @ nep
Event ID: 4 Task Category: None
Level: Information Keywords:
User SYSTEM Computer: DESKTOP-MSOHP2U
OpCode: Info
More Information:  Event Log Online Help
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Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
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03 Jan 2024 13:23:27 +0100 Log Error: Push error for subscription scp: SCP failed to transfer to 10.

EHEREEHE | 5FESWA CLIFEAtelnetii & :

SWA_CLI> telnet

Please select which interface you want to telnet from.

1. Auto
2. Management (10.48.48.187/24: SWA_man.csico.com)
[1]> 2

Enter the remote hostname or IP address.
[I> 10.48.48.195

Enter the remote port.
[23]> 22

Trying 10.48.48.195...

EARGIR |, REMER, KIANERBHNOT

SWA_CLI> telnet

Please select which interface you want to telnet from.

1. Auto
2. Management (10.48.48.187/24: rishi2Man.calo.lab)
[1]> 2

Enter the remote hostname or IP address.



[I> 10.48.48.195
Enter the remote port.
[23]> 22

Trying 10.48.48.195...

Connected to 10.48.48.195.
Escape character is 'A]'.
SSH-2.0-0penSSH_for_Windows_SCP

i Rtelnet R IELR :
[ ESCPEIREFPI X B2 AR LLEAR,

21 EHRSWAZISCPRE AREFHEE R P 2B B BH A fEBE L EH R,

[BIMESCPRIRERF W TCPE22R B RN E ML,

[A1ERESWANMSCPRIRSR T ETEN S HEIUEITE - 4.
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BRE-E R ERER S

2. ~81- 142:47,!

3 2024-01-03 13:42:47.548194
4 2024-81-83 13:42:47.548628
5 2024-01-03 13:42:47.500566
6 2024-81-82 13:42:47.590589
7 2024-81-83 13:42:47.500801
8 2024-81-83 13:42:47.633579
9 2024-01-93 13:42:47.633610

10 2024-91-93 13:42:47.635801

11 2024-981-83 13:42:47.667123

12 2024-81-03 13:42:47.667150

13 2024-91-93 13:42:47.669319

14 2024-81-93 13:42:47.713510
15 2024-81-83 13:43:47.713547
16 2024-91-03 13:42:47.713081
17 2024-81-83 13:42:47.713002
18 2024-01-03 13:42:47.714078
19 2024-91-93 13:42:47.729231
20 2024-91-03 13:42:47.729253
21 Z024=-01-03 13:42:47.729357
22 7024-91-03 13:42:47.732044
23 2024-91-03 13:42:47.732060
24 2024-91-93 13:42:47.734405
35 2024-81-03 13:42:47.T60459
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BRKSEC-3303 (ciscolive)

Cisco Secure Web Appliance#JAsyncOS 14.5F A F M- GD ( ERIPE ) -HiE, RENHE

Source Destination Protocol Lengt stream
18, 4B TP 74 - 5=1464

48,48, L 48, TR (1]  Win=§5535 |
10.48. 48.187 19,48, 48,155 TP 54 Win=
18.48. 48. 187 18,48, 48,195 S5Hw2 a2 Client: Protocol [SSH-2.8-0penSSH_7.5 FreeBSO-20178003
10.48.48.195 10.48. 48,187 55Hv2 87 isar\rer: Protocol [55H-2.0-OpenSsH_for_Windows_8.1)
10.48.48.187 10,48, 48,155 TP 54 @ 32726 - 22 [MK] 5¢q=39 Ack=24 Win=65664 Len=g
18.48. 48. 187 18.48. 48,195 S5Hw2 1118 icuenu K&y Exchange Init
10.48. 48.195 10.48. 48,187 S55HV2 1162 Server: Key Exchange Init
10.48.48.187 19.48. 48,195 TCR 54 B 32726 - 22 [ACK] Seq=1R95 Ack=1082 Win=64648 Len=8
18.48. 48. 187 10,48, 48,195 S5Hw2 102 @[Client: ELLiptic Curve Diffie-Hellman Key Exchange Init
18.48. 48.195 19,48, 48,187 S5HW2 1186 G[Seruer: Elliptic Curve Diffie-Hellman Key Ewchange Reply, New Keys
18.48.48.187 10.48. 48.155 TCR 54 B 32726 - 33 [ACK q=1143 Ack=2134 Win=564648 Len=d
10.48. 48,187 10.48.48.195 SSH2 70 ew
18.48. 48.195 10.48. 48,187 TP (1] @ 27 = 32726 [ACK] 5eq=2134 Ack=1159 Win=2191248 Len=@
18.48.48.187 19,48, 48.195 SSHV2 L] # Client:
10.48. 48.195 19.48, 48,187 S5Hu2 98 B Server:
18.48. 48. 167 10.48.45.195 TP 54 @ 32726 - 22 [MCK] Seq=1283 Ack=2178 Win=65608 Len=@
10.48. 48.187 19,48, 46.195 S5HWZ 122 # Client:
10.48. 48.195 19,48, 48,187 S5Hw2 138 @ Server:
18.48. 48,187 19,48, 48,195 TCP 54 @ 32726 - 22 [MK] Seq=1271 Ack=2254 Win=65608 Len=@
10.48. 48,187 10.48.48.195 S5HV2 426 @ Client:
10.48.48.195 1048, 48, 187 S5HV2 386 B Server:
18.48. 48,187 19,48, 48,195 TCP 54 @ 32726 - 22 [MK] Seq=1643 Ack=2586 Win=65344 Len=@
10,48, 48,187 10,48, 48,195 55Hv2 TG B Client:
10.48. 48,195 19,48, 48.187 S5Hv2 82 @ Server:

[Cisco Secure Web Appliance] -E &l

BA %A {F Fi OpenSSH for Windows | Microsoft&2 &

EWindows E AL ESSHZ\ 88 & 1388 5% | Windows OSH/ix(woshub.com)

OpenSSH for Windows I ER £ 888 5 9B 5% | MicrosoftZ2 &



https://www.cisco.com/c/en/us/products/collateral/security/web-security-appliance/guide-c07-742373.html#_Toc10022553
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2018/pdf/BRKSEC-3303.pdf
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://woshub.com/using-ssh-key-based-authentication-on-windows/
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_keymanagement
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