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Time Range:

29 Jun 2023 07:00 to 30 Jun 2023 07:11 (GMT -04:00)
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AR TREZRFTRRRE. TESWANZREERBE,

CLIfGn S
EZECLIGS TERECPUE HZ F R IREE

EstatusHistatus detailVE H+ , B LUBESWANBRECPUSERER , LT tERTEM
CPUEH,

SWA_CLI)> status
Enter "status detail" for more information.

Status as of: Sat Jun 24 06:29:42 2023 EDT
Up since: Fri May 05 22:40:40 2023 EDT (49d 7h 49m 2s)



System Resource Utilization:

CPU 3.0%

RAM 9.9%

Reporting/Logging Disk 14.4%
Transactions per Second:

Average in last minute 101
Bandwidth (Mbps):

Average in last minute 4.850
Response Time (ms):

Average in last minute 469
Connections:

Total connections 12340

SWA_CLI> status detail

Status as of: Sat Jun 24 06:29:50 2023 EDT
Up since: Fri May 05 22:40:40 2023 EDT (49d 7h 49m 10s)
System Resource Utilization:
CPU 3.5%
RAM 9.8%
Reporting/Logging Disk 14.4%
£ (proxystat)

rate CLIm s , B REEEEH , REHISWATHN T ERN FER. K SS15H BRI —

N
Ao

SWA_CLI> rate

Press Ctr1-C to stop.

%proxy reqs client server %bw disk disk
CPU /sec hits blocks misses kb/sec kb/sec saved wrs rds
8.00 116 0 237 928 3801 3794 0.2 6 0

7.00 110 0 169 932 4293 4287 0.1 2 0



i . Tproxystaty 2% —fE&@HEE Trate; v SHRBMCLIG T

shd_logs

BT LARSHD _Logs@ R EERERARRE | fliProxyBRXARRE, MERAMREEZ, EFESHDAFHNE
L& , EIHRELEL -

https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220446-troubleshoot-
secure-web-appliance-perfor.html

LA Rshd_logs#i i B R~

Sat Jun 24 06:30:29 2023 Info: Status: CPULd 2.9 DskUtil 14.4 RAMUtil 9.8 Reqs 112 Band 22081 Latency 4


https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220446-troubleshoot-secure-web-appliance-perfor.html
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process_status

EERE "TEEMRE, | E145BREHMRAF , SWAEBFW S : process_status , ATELE
SWAK IR FFME A
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SWA CLI > process_status

USER PID %CPU %UEM
r oot 11 4716.6 0.0
r oot 53776 13.0 4.7
admn 15664 8.0 0.2
adm n 28302 8.0 0.2
r oot 12 4.0 0.0
r oot 54259 4.0 4.7
r oot 91401 4.0 0.2
r oot 54226 3.0 4.5
r oot 2967 2.0 0.1
r oot 81330 2.0 0.2
r oot 16 1.0 0.0
r oot 79941 1.0 0.2
r oot 80739 1.0 0.1
r oot 92676 1.0 0.2
r oot 0 0.0 0.0
r oot 1 0.0 0.0
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RSS : £EMNERGCER (BEE ) X/ (1024
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HERREEEEE

5May23
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eeeeedMoe

00.
00.
51.
16.
00.
00.
00.
00.

00
00
56
47
52
52
52
52

crypto

crypto returns
cam
nrsas_ocr0
soai od1

soai 0d2

soai od3

soai od4

AR EEMNCPUERR ; ERBX (B ) REARZ -7 ENRETHEE. ARFE
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TT : BEREBEEBORS (NEE ).
STAT
statti —RFIFTLIRA | HlI0 TRNL) . BE—ETTAREROBITRE -
D : fERIRE ( MEMEH. TATE ) SETPEELE,
| EEER TR (EREBEN208 ) B,
L : EESSEIMENER,
R : EETETHER.
S : MEMEIRFR N RIO20M MR,
T BEEELER,
W : T B e AT A
Z: EE— AR (—@ TER. ).
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L: REXAFTHEZOTNER (Flw, ARERKIO) .

N : ERERIEK T CPUBIREEIERF.
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S ER1. 2 ACLI

HR2BBIZ

JEE : diagnosticRCLIBE TS , At EBEFEATABRBEBERGT T,

HER 3RERY
SR ARERENMRBNRBERE.
SER5IRIE TEMRME.



MR B LARESTATUS[E R R IR IR E R A ARRE

EAXRRBIAR , EEFRBE TEASECGUIRNWEBUIHERE :

SWA_CLI> diagnostic

Choose the operation you want to perform:
- NET - Network Diagnostic Utility.

- PROXY - Proxy Debugging Utility.

- REPORTING - Reporting Utilities.

- SERVICES - Service Utilities.

[I> SERVICES

Choose one of the following services:
- AMP - Secure Endpoint
- AVC - AVC



- ADC - ADC

- DCA - DCA

- WBRS - WBRS

- EXTFEED - ExtFeed

- L4TM - L4TM

- ANTIVIRUS - Anti-Virus xiServices

- AUTHENTICATION - Authentication Services
- MANAGEMENT - Appliance Management Services
- REPORTING - Reporting Associated services
- MISCSERVICES - Miscellaneous Service

- OCSP - 0OscpP

- UPDATER - UPDATER

- SICAP - SICAP

- SNMP - SNMP

- SNTP - SNTP

- VMSERVICE - VM Services

- WEBUI - Web GUI

- SMART_LICENSE - Smart Licensing Agent

- WCCP - wCCP

[]> WEBUI

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service

[1> RESTART

gui is restarting.

EXNREBAEER

EEMRBAEER (NEERNETEER ) , AIUEACL, ZBRAOT :

S ER1.Z ACLI
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HEBR 2. BRI KR
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JEE : diagnosticRCLIBRIF T , BB A FEATABREBHIER

L8R 3.1 EPROXY
SRABRAKICK, (ER—EABHENGT ).

SER5BEYES "yesa o

SWA_CLI>diagnostic

Choose the operation you want to perform:
- NET - Network Diagnostic Utility.

- PROXY - Proxy Debugging Utility.

- REPORTING - Reporting Utilities.

- SERVICES - Service Utilities.

[1> PROXY

Choose the operation you want to perform:
- SNAP - Take a snapshot of the proxy

D
Ap

AL
eF)

o



OFFLINE - Take the proxy offline (via WCCP)

RESUME - Resume proxy traffic (via WCCP)

CACHE - Clear proxy cache

MALLOCSTATS - Detailed malloc stats in the next entry of the track stat Tog
- PROXYSCANNERMAP - Show mapping between proxy and corresponding scanners

[I> KICK

Kick the proxy?
Are you sure you want to proceed? [N]> Y

MHEAE A

« Cisco Secure Web AppliancefJAsyncOS 15.0F A F M- LD ( BEZE ) -HEHEER[Cisco
Secure Web Appliance] -2 %}

c FARSWebEEREER-BER

« ps(1) (freebsdfB &k )



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://man.freebsd.org/cgi/man.cgi?ps(1)
https://man.freebsd.org/cgi/man.cgi?ps(1)
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