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%F&early check_ageRi B W E RS S RELELUR FTcse_exec_interval_secsii BN E RS B RERTER

THREWESRSIZBREERZEEHN AN, REWESRESNARKEEDE —ERIAHE
J:E’Juu,iﬂggg HtRERERSIZEEERENNPERRERE , YREREEBFTSIEE
NWEIIZRLSBHNRERE, EHER K EERENRESESERETEERNEMREROTLESHE
B,

R REWERITA

BT , REWERFearly_check_age B EREA160¥, EXRTREWESSIZERE
MERRHECHENBERLZEEHTE 28 , ELPEEF160VEARRE. FERERT , R
EFEERBERZBEHERET,

ZATLGEE L 160W RHIREE , ERANRFEHAREER , X EKENEHSEEABOMWEERE
—RER, HEREAFRERESEHEREFEEANKEBRERESFHE/ MEMIKIEEN
REEH. AUt , early check age kR ESMBREFTEFHALEEERE., ERHNRBRIHNEER , R
HXE/IR , BTFBEQME, B2, EZEERALBZBORBMUR S RMNUTHESERTFH
HERNEERLSEHEER , MRRFTTRERIFEIT. ERREL
cse_exec_interval_secs kX ESI BN E R,



cse_exec_interval_secsEiRERE

FE7.4.2% 12 | #1318 T cse_exec_interval_secsTREWERSMRFRTE , RETE TG ZRIEBEREN
BEERZLEM4CHREERERDINR. LSERETHRERBHIER , ERRY , KERE
FEEX MV 160%early_check_ageRICSEZEXE L FALE , BEERPEKEBZRE, WMERIZHUHSHR
RE, EERLLEMERAERCATEME  ARTHESELREBE,

MeEE

T ELRHRCSEEEREREREMERFNRE , LTEAREZNREXRETEEFESLCPU, &ZR
AR SRR RAERBERSIZ Lsw.logERNWAR , UEERAcse_exec_interval_secs3| 82
HREENEER, NRECZEBRALSHKRE , YHETACKHBEREN REWESSETAR R
EfEER , TR ERGNAAREWESZE M INEISRE T K IR E,

Bl Zclassify_flows#{TH#E VS EFRE

BENBTH —EREYEFEEERHERS KAKIsw.log , IAEMAREZE "cf-1 BEEMK
BRIHNBFREARERIHNBFTETLE.

/lancope/var/sw/today/logs/grep "cf-" sw.log

20:43:21 I-flo-fO:classify_flows:flows n-1744317 ns-178613 ne-188095 ng-0 nd-0 nx-0F-300 cf-21
ft-126473/792802/940383/14216

20:44:20 I-flo-f4:classify_flows:flow n-1754296 ns-191100 ne-167913 ng-0 nd-0 nx-0F|-300 cf-20
ft-122830/783378/949392/14928

20:44:21 I-flo-f2:classify_flows:flows n-1773175 ns-191930 ne-169039 ng-0 nd-0 nx-0%-300 cf-20
ft-123055/788507/962264/154 31

20:44:21 I-flo-f3:classify_flows:flow n-1750066 ns-189197 ne-165940 ng-0 nd-0 nx-0%I-300 cf-20
ft-122563/779792/944192/15154

20:44:21 I-flo-f5:classify_flows:flows n-1753899 ns-190477 ne-168004 ng-0 nd-0 nx-0%I-300 cf-20
ft-122261/783375/946651/15423

20:44:21 I-flo-f1:classify_flows:flow n-1763952 ns-191342 ne-169518 ng-0 nd-0 nx-0F|-300 cf-20
ft-122782/786822/955997/15175

20:44:21 I-flo-f7:classify_flows:flow n-1757535 ns-188154 ne-166221 ng-0 nd-0 nx-0F|-300 cf-20
ft-122808/781388/951528/14363

20:44:21 |-flo-f6:classify_flows:flows n-1764211 ns-190964 ne-169013 ng-0 nd-0 nx-0%-300 cf-21
ft-122713/784446/954149/16320

20:44:21 I-flo-fO:classify_flows:flows n-1764197 ns-189780 ne-168784 ng-0 nd-0 nx-0%J-300 cf-21
ft-123290/787327/952186/14352



20:45:22 |-flo-f4:classify_flows:flow n-1780277 ns-177512 ne-149843 ng-0 nd-0 nx-0%|-300 cf-21
ft-129553/766777/964933/14864

20:45:22 |-flo-f2:classify_flows:flows n-1789285 ns-175763 ne-155809 ng-0 nd-0 nx-0F-300 cf-21
ft-129685/772482/976850/15289

20:45:22 |-flo-f3:classify_flows:flow n-1774883 ns-177085 ne-149715 ng-0 nd-0 nx-0%-300 cf-22
ft-129067/764272/962000/15090

20:45:22 |-flo-f5:classify_flows:flows n-1775998 ns-176898 ne-150682 ng-0 nd-0 nx-0%I-300 cf-22
ft-128835/768374/963353/15347

20:45:22 |-flo-f1:classify_flows:flow n-1786441 ns-175776 ne-151846 ng-0 nd-0 nx-0%I-300 cf-22
ft-129255/770212/970360/15129

cfg B & "Classify Flowss » EXRTETHRBBTCEEMNFlow CacheffaFItBNWE., £ T
DERL BITHED , SERERACSE, NREEFINELEFERMAZRIER LA , EREHEE MEE
BRESENRITEE,

ML SRERREREBHE LA | BMRLHFEIT60,FMERZRE  RARXEAK, Rite®
hngRE  MEREAREEN,

BN Y 5| ZARAE
BAILHTH S —1H "ZHEzE ) NENESRAsw.IlogERPH "ReERR, o , ZERS
5o —R , UHEXREERERENTE, LU UEMAgrepEHELH., WMRSIEBR
HES  AXEZARSHKREERRE,
/lancope/var/sw/today/logs/ grep -A3 "3XEEBHA" sw.log
EERR TEIBMREBIEE . UANEMAREE,
M| &R A ERIBS , FAMER Rclassify_flowsE TG ARCPURZ,
SFI — BaERR 3|

RADEPTHRELZBBRRETREMNEE : eRX "BEREKSL , ERTOERPITHESR
FHERL. EXRGYFRKE  BERASIZFAKEILR , EERCHRBINEER B TR

sw.l0g:16:09:49 |-flo-f1: classify_flows:sfi:base(8388608)(10522745 ->

11014427)max(16777215)cod(1)(491681/8388608)---------- >(5%)
sw.l0g:16:09:49 |-flo-f3:classify_flows:sfi:base(25165824)(27269277 ->
27754304)max(33554431)cod(1)(485026/8388608)---------- >(5%)
sw.l0g:16:09:49 |-flo-f4: classify_flows:sfi:base(33554432)(35652656 ->
36138422)max(41943039)cod(1)(485765/8388608)---------- >(5%)
sw.l0g:16:09:49 |-flo-f2: classify_flows:sfi:base(16777216)(18985626 ->
19499308)max(25165823)cod(1)(513681/8388608)---------- >(6%)

sw.log:16:09:54 |-flo-fO:classify_flows:sfi:base(0)(1786480 ->
421161)max(8388607)cod(1)(7023288/8388608)---------- >(83%)



sw.l0g:16:10:49 I-flo-fO:classify_flows:sfi:base(0)(421161 ->
1402189)max(8388607)cod(0)(981027/8388608)---------- >(11%)
sw.l0g:16:10:49 |-flo-f2: classify_flows:sfi:base(16777216)(19499308 ->
17522620)max(25165823)cod(0)(6411919/8388608)---------- >(76%)
sw.log:16:10:49 I-flo-f1: classify_flows:sfi:base(8388608)(11014427 ->
8976309)max(16777215)cod(0)(6350489/8388608)---------- >(75%)
sw.l0g:16:10:49 |-flo-f3:classify_flows:sfi:base(25165824)(27754304 ->
25702968)max(33554431)cod(0)(6337271/8388608)---------- >(75%)
sw.l0g:16:10:49 |-flo-f7:classify_flows:sfi:base(58720256)(58848913 ->
59630528)max(67108863)cod(0)(781614/8388608)---------- >(9%)
sw.l0g:16:10:49 I-flo-f4: classify_flows:sfi:base(33554432)(36138422 ->
34064015)max(41943039)cod(1)(6314200/8388608)---------- >(75%)
sw.l0og:16:10:49 I-flo-f5:classify_flows:sfi:base(41943040)(43310891 ->
44059251)max(50331647)cod(1)(748359/8388608)---------- >(8%)
sw.log:16:10:49 |-flo-f6: classify_flows:sfi:base(50331648)(51714170 ->
52444661)max(58720255)cod(1)(730490/8388608)---------- >(8%)
sw.log:16:11:49 |-flo-f5:classify_flows:sfi:base(41943040)(44059251 ->
42121104)max(50331647)cod(0)(6450460/8388608)---------- >(76%)
sw.log:16:11:49 |-flo-fO:classify_flows:sfi:base(0)(1402189 ->
2373792)max(8388607)cod(1)(971602/8388608)---------- >(11%)
sw.l0g:16:11:49 I-flo-f6: classify_flows:sfi:base(50331648)(52444661 ->
50483491)max(58720255)cod(1)(6427437/8388608)---------- >(76%)
sw.l0g:16:11:49 |-flo-f3:classify_flows:sfi:base(25165824)(25702968 ->
26385879)max(33554431)cod(1)(682910/8388608)---------- >(8%)
sw.log:16:11:49 |-flo-f1: classify_flows:sfi:base(8388608)(8976309 ->
9662167)max(16777215)cod(1)(685857/8388608)---------- >(8%)
sw.log:16:11:49 |-flo-f4: classify_flows:sfi:base(33554432)(34064015 ->
34742593)max(41943039)cod(1)(678577/8388608)---------- >(8%)
sw.log:16:11:50 I|-flo-f7:classify_flows:sfi:base(58720256)(59630528 ->
60298366)max(67108863)cod(1)(667837/8388608)---------- >(7%)
sw.l0g:16:11:50 I|-flo-f2: classify_flows:sfi:base(16777216)(17522620 ->
18202249)max(25165823)cod(1)(679628/8388608)---------- >(8%)
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B ZSupport ( X# ) — > Advanced Settings ( EfRERE )

»
<& Flow Collector NetFlow VE
i This appliance is managed by a Gentral Manager. Please go to Coniral Manageman to change thase settings.

i Infol This page automatically refreshes svery minute - last refreshad at 13:24:59

A Suppart

System

Agvanced Settings
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WO _mindmum_byies 200

Worm,_minimum_bytes_per_pkt

wormi_pkt_thrashald 4
wirm_subnet_threshold 8
zmaq_high_water_mark 1048576
Add New Option: Option valua

£ THIEEEIE ; fREEL ET , #iAcse_exec_interval_secs , A% E NRIEE : {REE, ET@A
119, #RIEIELEARBAAIIEE., £AJd New Option:#mEE4E #i Acse_exec_interval_secsf®
, #AddI%ER , FEOption Value:/#REEAE P A 119,

Add New Option: cse_exec_interval_secs Etonivalic; 11y m m

EEWMAZSERNSRFRER  MEMBENREE  EEKERUERS —BHRE. FHEN
Advanced Settings& BRI MEEENES. EHREAEMATUMERZRKE, Advanced
SettingfV LI B ZE AR/ NE—BKEE, PrHEAdvanced Settings& /N B E R

zmig_high_water_mark 1048576
cse_exec_interval_secs 119
Add New Option: Option value:

IE#E 8 A Advanced Setting# , #ZApplyizilt, FEE , BRApplyIRARBA. ZERUALINEE
, FRENEATIEENEIE | REE , ARRAERRMUMEE, HBLEHAER, R THE, ki
DRXHH "TEREENE, .



[2001:420:3044:2010::a00:4c82] says

Warning:

These settings should only be changed under direct instruction
from Cisco Support.

Misconfiguration may seriously impact the performance of this
Secure Network Analytics appliance andfor the loss of monitoring
capabilities.

Are you sure you want to continue?

HRKBRBEREEN, BIXIE—TSupportiZE |, A%iEZEBrowse Files,
EEEEIBRFCLIERRMK. B—Tsw,



<e ) Flow Collector NetFlow VE

Browse Files

admir

containers

Jan 26, 2024 7:51:47 PM UTC
Jan 26, 2024 7:34:52 PM UTC

database Jan 26, 2024 7:31:03 PM UTC
entpaint Jan 25, 2024 3:58:39 PM UTC
elc Jan 26, 2024 7:51:53 PM UTC
fc Jan 26, 2024 7:33:33 PM UTC
Mgstons Mov 6, 2023 9:08:15 PM UTC
I[+] Jan 26, 2024 7:31:54 PM UTC
ogs Feb 1, 2024 7:01:01 PM UTC
ost+lound Jan 26, 2024 7:29:37 PM UTC

manual-set=time

TILgIre

Mowv 6, 2023 6:07:55 PM UTC

Jan 26, 2024 7:33:33 PM UTC

SEMVICES Jan 26, 2024 73452 PM UTC
i Feb 1, 2024 4:00:071 AM UTC

Kyparser
swa-agent
sysimage
tcpdurnp

tomcat

Jan 25, 2024 3:59:01 PM UTC

Jan 25, 2024 3:58:39 PM UTC
Jan 26, 2024 7:31:41 PM UTC
Jan 31, 2024 2:00:05 AM UTC
Jan 26, 2024 7:31:47 PM UTC



<e ) Flow Collector NetFlow VE

Browse Files (/sw)

Isw

Parent Directory

T

o 26 - Jan 27, 2024 4:00:00 AM UTC
& | 27 - Jan 28, 2024 4:00:01 AM UTC
£ 28 - Jan 29, 2024 4:00:00 AM UTC
&) | 29 - Jan 30, 2024 4:00:00 AM UTC
g 30 - Jan 31, 2024 4:00:00 AM UTC
g | 3 - Feb 1, 2024 4:00:01 AM UTC
data - Feb 1, 2024 7:36:49 PM UTC
{  tmp = Feb 1, 2024 8:23:00 PM UTC
tmp_db - Feb 1, 2024 6:12:45 AM UTC
(] today = Jan 25, 2024 3:58:00 PM UTC
#E —F IOgSo
“ G © Mot Secure  hitps:[/[2001:420:3044:2010::a00:4c82] /swaffiles/sw/today
3 MWozilla Firefox [ Bookmarks Toclbar [ Unsorted Bookma... = YouTube to Mp3 C... E Youtube to MP3 -... ° YiMp3 - YouTube t... SAP Ct

<o) Flow Collector NetFlow VE

Browse Files (/sw/today)

Iswitoday

Parent Directory

Size Last Modified
- Feb 1, 2024 8:27:00 PM UTC
- Fet 1, 2024 4:00:01 AM UTC

- Feb 1, 2024 7:36:36 PM UTC

7.4.2 20240125.1530-c0fe6bfdb7a5-0 FCNFVE-KVM-058e6e7 7 -85
Patented, U.5. Patent Numbers 7185368, 7290283, 7475426, 7512980, and 7644151, Other U.S, and fo

#—Tsw.log



Flow Collector NetFlow VE

Browse Files (/sw/today/logs)

Isw/today/logs

Parent Directory

T

) sw.err 0 Feb 1, 2024 4:00:01 AM UTC
= sw.log 363.93k Feb 1, 2024 8:30:45 PM UTC
g weblLog.txt 0 Feb 1, 2024 4:00:01 AM UTC

7.4.2 20240125.1530-c0fe6bfdb7a5-0 FCNFVE-KVM-058e6e77-85ce-
Patented, U.S. Patent Numbers 7185368, 7290283, 7475426, 7512980, and 7644151, Other U.S. and foreig

EREREEPHTES , EESEDE Acse_exec_interval_secsEAEF# "Advanced Setting ( &

11—
RERE ) 4
[&] © HotSecure  hespacli[20:01:4 20:3044:2010::a00:4c82 ) /swaffiles/swiodayflogs/sw.log @ b4 |
[0 Mozilla Firedex [ Beckmarks Teslbar [ Uesored Bockma, w YouTube bo Mp3 C Yoububa ie MPJ - o Fikp3 = YiouTbe i SAF Conur Horme ia_tme_interval_secs] n A o " Sar.

flow_analysis: process_all_flows
flow_analysis: process_all_flows done
flow_snalysis: exporter_update
flow_analysis: exporter_update done

process_1_min_period:
process 1 min_period:
1 process_l_min_period:
pracess_1_min_period:

flow_analysis done
write_traffic_data
write_traffic_data done
pracess_group_pair_status

process_1_min_period: process_group_pair_status done
process_l_min_period: check_conditiens

check_conditions: begin

check_conditions: dene

pracess_l_min_period: check_conditions donc

I-ach-t: process 1 _min_period: send_sac_sync_ewent (SMC_STOP_IMIN_PERTOD_EVENT)
19:5;:“ I-sch-t: process_l_min_period: done. in_S5@in(8) in_delayed_Sminid]

15:57:88 pracess_1_min_period: nwm_db_finalize

19:57:88 process_1_min_period: nve_db_finalize done

19:57:88 ## Thread scheduled_process_thread ended: tid(2124468) (1 min progess)
19:57:00 I-flo-f@: classify_flows: flows n-@ ns-8 ne-8 ng-@ nd-@ nx-9 to-60 cf-@ fe-0/00870

19:57:00 I-vpp-T8: vpp_log_status: add/add_erri@ /@ del/oel_erri@/@ updi@ flew_bihash: @, B0%/8/1318721
19:57:29 I-mes-v: Process message SWH_GET_EMGINE_STATUS

19:57:29 Process message SWM_GET_EMGINE_STATUS done{@:@x)

process_38_sec_pericd: begim

check_total_memory: resources: check_total_memory: TS54228/13534471/18393486
process_39_sec_period: dome

process_secwrity_events: delete_all(8) creote_security_event_db_file(l) timeouti85428) begin
security_event n-@ ns-@ ne-@ nl-8 nd-8 nu-@ to-B640@ df-@ dur-@.0006802s skp-8 dsk-ok scan-write
Pprocess_security_events: delete_all(@) create_security_event_db_file{l) tiseout(86428) end
process_security_svents_threadiscan-write): nat-scamd19:58:45) nxt-scan-write(l9:56:45)
Process message SWM_CONFIG CHANGED: {1)[cenfig)

config_file_changed: Called: flancopefvarsswstoday/config/le_thresholds, txt
config_file_changed: last=-size{1588):time(1788813598]) current=size(1815):time{1706817475)
read_le_thresholds: sos NEW CONFIG WALUES sws  in_startupi@)

erable_netflow(1)

enable_nvai{1])

enable_sal{l)

agdr_scan_talking_threshold(29a)

attack_agelGd)

ci_accelerator{l)

condition_timeout (628 )

R 1119]

db_ingest_resuse_threshold mins(5)

debug_custon_events (@)

debiag_voiR)

192871585 T=can=v: disahle stealth nrobe(A)

19:57:55
19:57:55

EEZNSRRENEZBEMRIIH,

REZNRERU 'FTRAAREN -2 WEXSE , ERFhRHENEREERMITT
ERRETHEEEEARBREARNERMME,
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20:41:52 I-con-v: read_lc_thresholds: ### NEW CONFIG VALUES ### in_startup(@)
20:41:52 I-con-v: enable_netflow(1l)

20:41:52 I-con-v: enable_nvm(1)

20:41:52 I-con-v: enable_sal(1)

20:41:52 I-con-v: addr_scan_talking_threshold(200)

20:41:52 I-con-v: attack_age(60)

20:41:52 I-con-v: ci_accelerator(1)

20:41:52 I-con-v: condition_timeout(600)

20:41:52 I-con-v: (cse_exec_interval_sec) not part of input configuration
20:41:52 I-con-v: cse_exec_interval_secs(119)
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