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BYEE : NetFlow/IPFIXECEF ATRE B2 ESMAL , B2 NRVRERBZRNR MR 07
I REER,

REHBEREEN
R 3 NetFlow/IPFIXGE Bl UK

EHFISNARE IR &85 B A 1€ B i 2R A8 ANetFlow/IPFIXGE R | FFHAITATRE

1. FREEERBEAZISNATREWEES EEUI:hitps: /<72 WE 88 IP# it >/swa/login.html

2. BEEfIER L , EEIXE > BBESR

3. EMET —EERIK : sw > today > logs
4. E—TswlogEREHTHI AT , AREXKNFER P EFRK.

5. A ARMESELT , SA7EEY —NIHE

18:45:00 I-sch-t: process_5_min_period: begin
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I-sch-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:

process_5_min_period: periods(177)

Performance Period 177
Engine status Status normal
Processed 6948 flows at 24 fps this period
Processed 4226 biflows at 15 fps this period
Dropped 0 flows this period
Discarded 4358 flows this period due to insufficient template data
Processed 1838743 flows at 35 fps today
Dropped 0 flows today
Discarded 11069 flows today due to insufficient template data
Process instance 0 processed 3372 flows at 12 fps this period
Process instance 0 processed 2066 biflows at 7 fps this period
Process instance 1 processed 3576 flows at 12 fps this period
Process instance 1 processed 2160 biflows at 8 fps this period
Inserted 2048 flow stats at 7 fps this period
Inserted 2013 interface stats at 7 fps this period
Inserted 470932 flow stats at 9 fps today
Inserted 678994 interface stats at 13 fps today

Bt | BBITRTIHRN L —RERNERERTEMERTERR.



B2 ¥ NetFlow/IPFIX#E R

EMZENetfFlow/IPFIXIEHR SRR
1.4 AsysadminBIFZE A ZISNATRE W ESRCLL,
2.#£SystemConfigThgesk £ , BEZE : Advanced > Packet Capture

SHAESNALRBETRIWEHINEN :

Configure the packet capture below. Once initiated, the packet capture
will stop at either the max duration or max packets, whichever comes
first.

Interface:

Host IP Address (Optional):
Port Filter (Optional):
Duration (1 to 988 Seconds):
Packets (1 to 10@,808):

=Start = =Cancel=

4. FFRET Ko

S5.ETHER , BEMHadminBIEZEAZISNATRE W EESR T Ul https://<RE 22 |P b hit
>/swa/login.html

6.EALAMEMRL , EMFZE > BEER
7ENMNET—EERRK : tcpdump
BE—TEHNIHERERRSETRIIAHERK , REBEWireshark LBIBZER -
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Browse Files (/tcpdump)

/tcpdump
Parent Directory

. | Sk ¢ ®

fc- 253.46k May 19, 2024 6:59:12 PM UTC
cds. 2024051918541 1. pcap

9. FEEWINetFlow/IPFIXHE AR e,

L eED>DEFIE E

Destination | Pratacel

5 2024-95-19 : 292 Obs-Domain-ID=

6 2024-85-19 12:54:17.113863 18.1.8.253 18.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
7 2024-95-19 12:54:17.113228 10.1.9.253 10.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
8 2024-05-19 12:54:17.113985 18.1.8.253 10.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
9 2024-05-19 12:54:17.114085 18.1.8.253 19.1.3.111 CFLOW IPFIX flow ( 76 bytes) Obs-Domain-ID= 256 [Data:263
10 2824-@5-19 12:54:18.113145 18.1.0.253 18.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
11 2024-05-19 12:54:18.114129 18.1.8.253 18.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
12 2824-95-19 12:54:18.114236 10.1.8.253 10.1.3.111 CFLOW IPFIX flow ( 352 bytes) Obs-Domain-ID= 256 [Data:263]
13 2824-85-19 12:54:19.114473 18.1.8.253 16.1.3.111 CFLOW IPFIX flow (1396 bytes) Obs-Domain-ID= 256 [Data:263]
14 2024-95-19 12:54:19.114534 18.1.8.253 10.1.3.111 CFLOW IPFIX flow ( 488 bytes) Obs-Domain-ID= 256 [Data:263]
15 2024-05-19 12:54:20.132299 10.1.8.253 10.1.3.111 CFLOW IPFIX flow ( 736 bytes) Obs-Domain-ID= 256 [Data:263]
16 2024-95-19 12:54:21.268750 10.1.0.253 10.1.3.111 CFLOW IPFIX flow ( 572 bytes) Obs-Domain-ID= 256 [Data:263]

2024-05-19 12:54:21.807050 10.1.0.253 { Obs-Domain-ID= [Data-Template:263

18 2024-95-19 12:54:22.303336 10.1.9.253 10.1.3.111 CFLOW IPFIX flow ( B4B bytes) Obs-Domain-ID= 256 [Data:263]
19 2024-05-19 12:54:23.341554 18.1.8.253 18.1.3.111 CFLOW IPFIX flow ( 488 bytes) Obs-Domain-ID= 256 [Data:263]
290 2024-95-10 12:54:24. 306046 108.1.8,253 10.1.3.111 CFLOW IPFIX flow (1176 bytes) Obs-Domain-ID= 256 [Data:263]

> Frame 17: 158 bytes on wire (1264 bits), 158 bytes captured (1264 bits)
> Ethernet II, Src: VMware_b3:4c:8e (80:50:56:b3:4c:8e), Dst: WMware_b3:4c:31 (@0:50:56:b3:4c:31)
» Internet Protocol Versiom 4, Src: 18.1.8.253, Ds
User Datagram Protocol, Src Port: 53163, Dst Port: 2055
Cisco NetFlow/IPFIX
Version: 18
Length: 116
» Timestamp: May 19, 2824 12:54:21.00000000@ CST
FlowSequence: 1 1
Observation Domain Id: 2
> Set 1 [1d=2] (Data Template): 263

10. B OE X EM IV RERUREER L

w Set 1 [id=2] (Data Template): 263
FlowSet Id: Data Template (V1@ [IPFIX]) (2)
FlowSet Length: 1@@

- Template (Id = 263, Count = 23)
Template Id: 3
Field Count: 23
Field ( IPva ID
IP_SRC_ADDR
IP_DST_ADDR
IP_TOS
IP_DSCP
¢ PROTOCOL
IP TTL MINIMUM
IP TTL MAXIMUM

: L4_DST_PORT
TCP_FLAGS
SRC_AS
IP_SRC_PREFIX
(14/23): SRC_MASK
{15/23): INPUT_SNMP
23): DST_AS
(17/23): IP_NEXT_HOP
(18/23): DST_MA
3): OUTPUT_SNMP
DIRECTION
PKT
FIRST_SWITCHED
LAST_SWITCHED




MiEE : R, EZERL , SNARKGERFRENIEXEMAL P IBSE , HRIELSR
, BROBYTESHAL,

T8 R > B MR o 18 Bt 38 NetFlow/IPFIXGE Bl A

EEEISNATRE WERSE E R E AN E K52 A E ANetFlow/IPFDGER | BEITUUTRE -

1. FAEEERBEEAZISNARE KSR B E Ul https:/<Ji 2 W 5 25IP 31t >/swa/login.html
2. zEfAERE , EMEIZE > BIBEER

3. EME T —EERIK : sw> today > logs

4. B—TswlogEREETRBI A ER , AREXARERPHK.

5. X AF KB BIELIT

19:20:00 I-sch-t: process_5_min_period: begin
19:20:00 I-sch-t: process_5_min_period: periods(184)
19:20:00 S-per-t: Performance Period 184

19:20:00 S-per-t: Engine status Status normal
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00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:
S-per-t:

Processed 10992 flows at 37 fps this period

Processed 4176 biflows at 14 fps this period

Dropped 0 flows this period

Discarded 0 flows this period due to insufficient template data
Processed 1896017 flows at 35 fps today

Dropped 0 flows today

Discarded 36041 flows today due to insufficient template data
Process instance 0 processed 5575 flows at 19 fps this period
Process instance 0 processed 2195 biflows at 8 fps this period
Process instance 1 processed 5417 flows at 19 fps this period
Process instance 1 processed 1981 biflows at 7 fps this period
Inserted 2878 flow stats at 10 fps this period

Inserted 4510 interface stats at 16 fps this period

Inserted 486734 flow stats at 9 fps today

Inserted 696260 interface stats at 13 fps today

it : BBITRTIHREBE—EARERRAEEZRENR,

52 ¥ NetFlow/IPFIXE Bl #52 UE



EFEFISNAR B R B B R E IR LAY [E H 2R W NetFlow/IPFIXE R |, FBRIITAT#R1E -
1.EREREESFFTHENEREZ AZISNA Web Ul,

2.7 TTEEREE, £, BUE "ERE) WEE TREBWERE

3. HERESNAR B U 5 35 6 A [ i 2R L B A F 1A NetFlow/IPFIXHY A [E42

Main Advanced

Main

Data Collection

Monitor port 2055

Accept flows from any exporter



MIEE : NetFlowHyTEERIE 22055 , B REAILURIEHMIE  FHRAEREWES LN BE X
EBEERFERE &,

Bt & NetFlow/IPFIXE Bl W NetFlow 2 H 2 & 2 RUA

ERRES B BUANetFlow/IPFIXiE Bl#Z WA SNATRE N EEFIRIE -

1. FHEEERIBEE AZISNATRE WEESE TR Ul:https: /<7 B Y E 25 IP# 31F>/swa/login.html
2. EEAIER L , EREIZE > SKERE
3. R EHenable_netflowE2 iR EA1:

enable_netflow 1 4+

MEAERA
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https://community.cisco.com/t5/security-analytics/bd-p/discussions-security-analytics
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