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ERERESENFTDEBEELIEERE,

<#froot>

firepower#

show bl ocks

SIZE MAX LOW CNT  FAILED

0 2700 2650 2700 0
4 200 199 200 0
80 24000 0 0 2200668

256 6072 3011 3178 0
1550 7386 4013 4719 0
2048 600 572 600 0
2560 900 889 900 0
4096 100 100 100 0
8192 100 97 100 0

9472 10000 0 2668 1
16384 100 100 100 0

65664 16 16 16 0



FTD LKASP#ZERE R MDispatch queue tail drops(dispatch-queue-limit) s IEEEMFTEEK :

<{froot>

firepower#

show asp drop

Frame drop:

First TCP packet not SYN (tcp-not-syn) 12357166
Packet is blacklisted by snort (snort-blacklist) 1159498
Fragment reassembly failed (fragment-reassembly-failed) 53865
Di spatch queue tail drops (dispatch-queue-limt) 1582611

s EFESHA ERER

<{froot>

firepower#

show fragnent

Interface: outside
Configuration: Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats: Queue: 0, Full assembly: 1916508

Dr ops:
Size overflow: O,

Ti meout: 6217,

Chain overflow: 0, Fragment queue threshold exceeded: 47611,
Small fragments: 0, Invalid IP len: O,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: 0,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0
Cluster reinsert collision: 0

MEERY ERFBETERINDEER , KRRZEERFECiscofaziID CSCws19823ME &, (BT
Bl , 58#{Tterminal pager zoﬁ%L;LIZE$U$ﬁnHj)



<tfroot>

firepower#

show bl ocks assi gned

Class size 2, size 80
Block allocd_by freed_by data size alloccnt dup_cnt oper loc
0xa800000100058c80 0x000000aaad8556ac 0x000000aaad2cefb8 183 17310 0

al l oc cvnx_api _pdts_send_t o_host

0xa800000100059400 0x000000aaad8556ac 0x000000aaad2cefb8 183 3748 0

al l oc cvnx_api _pdts_send_t o_host

0xa800000100059b80 0x000000aaad8556ac 0x000000aaad2cefb8 182 74639 0

al l oc cvnx_api _pdts_send_t o_host

0xa80000010005a300 0x000000aaad8556ac 0x000000aaad7cf0e8 183 23610 0

al l oc cvnx_api _pdts_send_t o_host

0xa80000010005aa80 0x000000aaad8556ac 0x000000aaad2cefb8 183 40731 0

al l oc cvnx_api _pdts_send_t o_host

BEFTD LAER AT AR AZSEE N EREEFTDNE LASMB(TCP/445) 8, (MiTZwmrsa
2 20 4 BR il )

<tfroot>

firepower#

show conn det ai

TCP outside: 10.X.X.49/55970 inside: 10.X.X.73/

445

flags UIO N1, idle 1ml3s, uptime 1h52m, timeout 1hOm, bytes 163283, xlate id Oxffe0384b00, flow id
Initiator: 10.X.X.49, Responder: 10.X.X.73
Connection lookup keyid: 3616633230



TCP outside: 10.X.X.72/57775 inside: 10.X.X.214/

445

flags UIO N1, idle 5s, uptime 2h6m, timeout 1hOm, bytes 182005, xlate id Oxffe0384b00, flow id 2202
Initiator: 10.X.X.72, Responder: 10.X.X.214
Connection lookup keyid: 3661674758
TCP outside: 10.X.X.131/54313 dinside: 10.X.X.71/

445

flags UIO N1, idle 29s, uptime 9m35s, timeout 1hOm, bytes 26205, xlate id Oxffe0384b00, flow id 224
Initiator: 10.X.X.131, Responder: 10.X.X.71
Connection lookup keyid: 1202806582

i

- BRIZ2HABFPR2110-NGFW-KORs X iR B B Br 8 (FTD)RRA7.4.3 ( BIXHER )

- B ABRENSMB(TCP/445) &

R

BB B8R 75 &

1. BEFRBRRRBUARBAAEMHEBNE LASVMBRERE , 5 RSMBREE A By A IR
FTDSTE,

access-1list CSM_FW_ACL_ Tine 4 remark rule-id 268459032: PREFILTER POLICY: FTD Prefilter Policy
access-1ist CSM_FW_ACL_ Tine 5 remark rule-id 268459032: RULE: SMB-FastPath
access-1ist CSM_FW_ACL_ Tine 6 advanced trust tcp ifc outside any any eq 445 rule-id 268459032 eve

2. FRBASVBERMEEB R B



clear conn port 445 all
clear blocks

3. BT R T AR AR MM RIS ¢

show blocks

KABE

1. B ERZ e R BEH B E7.0.9, 7.2.11, 7.4.457.6.0h%,
2. AR EEEMAE , B ERRA AR RS e YRR R TERARERRES,
3. AMRFIEEMRAE , MEFTE , JURABREZLHMERSMBRE , RACHREERIE

o

ER SRR ES

UTZEaTRARS BB EER

show blocks | redirect disk0:/show.blocks.txt

show blocks pool 80 dump | redirect diskO:/show.bTock.pool.80.dump.txt

show blocks queue history detail | redirect diskO:/show.blocks.Q.history.detail.txt

show blocks queue history core-local | redirect disk0:/show.blocks.Q.hist.core-local.txt
show blocks old core-Tocal | redirect diskO:/show.blocks.old.core-1ocal.txt

show blocks exhaustion snapshot | redirect diskO:/show.blocks.exhaustion.shapshot.txt
show blocks exhaustion history | redirect disk0:/show.blocks.exhaustion.history.txt

show blocks assigned | redirect diskO:/show.blocks.assigned.txt

IEXPN
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https://tools.cisco.com/bugsearch/bug/CSCws19823
https://tools.cisco.com/bugsearch/bug/CSCws19823
https://tools.cisco.com/bugsearch/bug/CSCws19823
https://tools.cisco.com/bugsearch/bug/CSCws19823
https://tools.cisco.com/bugsearch/bug/CSCws19823
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https://tools.cisco.com/bugsearch/bug/CSCws19823
https://tools.cisco.com/bugsearch/bug/CSCws19823
https://www.cisco.com/c/zh_tw/support/index.html
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