EREAE LB EAzUre Entrai@$IBK A E

FTD#HIAzure Entra 2 [EHY ik

LR OMBWENE




AXENMEARBRREHAE LWABIERMS (B 55 58E ) BMicrosoft Azure Entra IDEY
BE,

AR

=X
BNEEBMEUTEH

- Z2ETSEBES (SAML)

* Microsoft Azure

- BRlZ£AREEHRO(FMC)
- BR%Z2 AR ERE(FTD)

TEAzure for Event HUbEZ Y # | {(RABEETRHNEEEERE, A , X EERAZSEFTMESL
BHEThEEN B R TRAEE,

BRF T
AN AHHEFARRIFAT SR ANERIRA

« CiscoZ£FTDARZ~10.0
+ CiscoZ£FMCHRZ~10.0

ANXHWEARRBREERETREANKEMEY. XHEAINTAERESREHER (A R
) BVHERERRE) . MRIEHVEEREFT | FRARCHEAET[AESTRERNTE,



BREMN

HAERNERIPHZ S LEBHUR TBREES THERENDSK , ESAMLEANER RS ALE
FTHENBRBFRET —BAUSHAPONBRRBRAR, BiBEMicrosoft Entra ID(Azure AD)EA
ETFEAEMER  HEEFEESANEUREAKRA , YRBLEBRIFNEAESOMTRE
TRENRE U BRNESEREG, LESBEBEMENERZTA(SSOMEHNSREFHERE
(MFA)REFE L TERERR A RNERE—NWELLRE  AMEEERBEPREEEN TR

RHEERE.

EES

KRim., FTDHAzure Entraz BRI R &IMEEFI B



11
HER
<

App Registrations

Enterprise Applications

Entra ID
(formerly Azure AD) I . '
-
IdP - : -

Event Hub

Outs{e
N l’l
DNS) 1/}
o | oMz ey
— 172.19.20.1/24 -n’n FTD
(— -,f
DNS Server |
172.19.20.100/24 Inside

192.168.20.1/24

Endpoint
192.168.20.200/24

RimFAzure Entraz BRI & HI BT B

T

AaxX ;B

E1RER : ¥IZAFMCHIDNSE &

MEE . AEREAERNNH AEEEPO(CIFMC)ER , AMRSHRIEEETEREN
TREFTE,



S 1A BRI B RE B Bl 25 (CSDAC)

1)i##Integrations > Dynamic Attributes Connector,

alial.  Cloud-delivered Firewall Management Center
CISCO  [evices | Secure Firewall Routing

= Integrations = X

Manitor
Dynamic Attributes Connector
S&.’ Insights & Reports > 1
Security Analytics & Logging
2 Events & Logs >
Splunk
@ Insights & Reports >
Cloud Services
Manage
Identity
(1) Policies >
Identity Sources
®*s  Objects
Realms
ﬁg Devices >
«¥ Secure Connections Users
# Integrations Active Sesslons
Li=ers

BEERSDEBMBIRES

2)#Z— T Disabled ¥ & 35 W2 &l st 4 LA FAACSDAC.,

alae. Cloud-delivered Firewall Management Center

€I3€0  untagrations | Dynamic Anributes Connector C'/ Q, Search
= Dynamic Attributes Connector Disabled

Monhor n The Dynamic Attributes Conneclor 5 curmently disabled. You must enable it to view or adit the configuration,

RR Pl BB B RE T A Bt 2R

c)CSDACRA AT # , #&— T Done,



Dynamic Attributes Connector

RR A B By RE T A Bt B R

Dynamic Attributes Connector enabled successfully

Preparing Docker.
Done

Verifying images.
Dons

Downloading ¢onneclor images.
Done

Downboading Core images
Do

Using lccal images
Saipped

Bringing up Core services.
Do

Bringing up APl sarvice
Dhana

SR 2EVRRFTDAAN BN T2 REFDE BERY M4

1)iZ £ Objects > Add Network > Add Object,

¥ AAS Servel

o 3 Acoest Lt

= 3 ASEEEL P
¥ Insights & Repons Lo
Applicanion Fiers
& Evests & Logs

AS Path
= FD T
28 inskghts & Repans BFE Tompiane
Ciphar Suine L
Manags ¥ Community List
DHEP 1Pl Pool

»  Ditinguithia Mame
DHS Server Group
EVE Excoptan List

*  Exmernal ANribiutis

BUFHNTERESBEBEYHR

|Addﬂtmﬂ| " l Filter

S it
A NETAOIK CEHBCT TERMSENLE ong of mons IP adaresd. Hetwork obigcy SCis, neteor
TS, IIENTY FUMES, NETEDIN SISC OBy S, BT SEaIChes, i I Gibjes
Ad Greup
Mare Walua Type et
e Tatli]
any - I
amniped Q000D Btworic
amy-ipyi ] Host
1Py Benchmark-Tests 3800115 Batwork
1Py Link-Logal 2l DO Btwors
1Py dls Mt agt F240,0.044 Bplwors

2FRATEREEZ(FQDN)AMEBRE R B, WAFQDN , XiBiB1% — T ENEIRIZMASHERE
RIEEAFQDNE B, #&—T "Save. o



Edit Network Object ®

Name

| active_auth_fgdn —

Description \

.

Network

(O Host (O Range (O Network (® FQDN

[ ftd-inside.example.com ] \

® Note:
You can use FQDN network objects in access, prefilter and translated destination in NAT rules only.

Lookup:

[ Resolve within IPv4 and IPv6 ]

C] Allow Overrides

Cancel Save

BLEFQDNERHREH

HBR 3:ECEDNS ARC %

1)1t B2 BE 7R BV 451 Ff Windows Server 2025 N REBE | 245 E B BT A IRESHY SUIE

- Vo o mey] W R L LY | B Lty | = =

2 DNS Name Type Data
v § D'_c [Fl(same as parent folder) Start of Authority (SOA)  [1], dc., hostmaster.
v F‘_’Mard e ﬂ(same as parent folder) Name Server (NS) dc.
|| example.com| [Ftd-inside Host (A) 192.168.20.1

> | Reverse Lookup Zones
> (| Trust Points

Windows Server DNS A2 #FEl &



~
MiEE : MTEB S HRENEFIRAHREAFETILDNS AR,

E2REER  NHAERERRBERE

RERSHEBRBCATRHEZTD S NREREN LRERLB(PKI), Cisco FMCHMFTDERAERA
ECARNBNEHNFRESRNIMCAHR LH |, UHITLERNSSLIETEMDecrypt-Resigni®F, Lo
, AECALREHTEB S NRENEFRAERTZEE. F2ALAERUERER , Rt
R BB REERE.

FR 1IEREBCAR EEAFMC

1)i2#Z0bjects > PKI > Internal CAs, & —T "lmport CAJ

et : AEBCAtL AT EEAEFMC LR,

Import Internal Certificate Authority

Mame:

l Internal-Lab-MNaelwork-Ca l

Certificate Data or, choose & file:

[ eeee- BEGIN CERTIFICATE----- \

----- END PRIVATE KEY-----

Key or, choose a file:

[ BEGIN CERTIFICATE----- ‘

«res=END PRIVATE KEY=--—

Encrypted, and the password is: | ssssesss ]

AR EDRE B MR BB EE AR AR EE O

Mz . EANENRES , HRZARE , BEXRTHZEAMUE  ERAERME



LERER A sRRRENERE,

BAEERN. B&

SR 2HEACARERBRETES
NIRBREE(SP)BEEXEHRZEENESHBHB(CA)ER A LIPKCSH#12(.p12)B IR E,

)
BYEE : LLCATTLAAEE R . B—NEBEREFRKELAFERNICA,

HER 38 SPEERRERIFTD

1)i##EDevices > Certificates,

Cloud-delivered Firewall Management Center

wfuafn.
ClSco Objects
= Devices B
Monitar
Device Management
£¥ Insights & Reports >
Template Managemeant
e Events & Logs >
Platfarm Settings
£¥ Insights & Reports B
Certificates
Manage
[z] Policies y + Show more
%= Objects
o Devices aff—
EE EDevices and Certificates

2)#&— T Add Certificates,



- =

[ All Cenificates

Hama Dormain Enrclimant Typa ldentity Cortificate Expiry CA Cortificate Expiry Status

Add Certificates

e

MEMRERE

3)fe#ITActive Authenticationty THLIBEHIR—THRE , REZIR—T+ERUEILFH Certificate
Enroliment,

Add New Certificate @

Add a new cerificate to the device using cert enraliment object which is used
to generate CA and identify certificate.

Device*:

| 10 <)

Cenrtificate Enrollment®: /
[ ]+

BIEFTDI 7 18 B AL

|

4) A Certificate Enrollment@z & , AR IEEnroliment Type T Hi& & FiRZEPKCS12 file,



Add Certificate Enrollment @

Name*
FTD-5P-Cert

Description
CA Information Certificate Parameters Key Revocation
Enrollment Type: [ SCEP . ]
Enrollment URL:* EST
Challenge Passwaord: SCEP

ACME
Confirm Password:

Manual /
Retry Period: PKCS12 File

______J
e {Range 0-100)
Fingesprint: [ Ex: e617d542 e355586¢ a758¢7... ]
Walidatinn llcanar [ ] IDems Flant [ ] Sl Flinnte (pm ] el Sarme
Cancel Save
F
EEFMEREMESE

5)#2— T Browse PKCS12 File[E APKCS#121E%E , ARWM AFTENHBIBEE. &—T Save. o



v
Add Certificate Enrollment

MName*
[ FTD-5P-Cert ]

Description

[ |

CA Information Certificate Parameters Key Revacation

Envollment Type: [ PKCS12 File v ]

PHCS12 File®*: [ Browse PKCS12 File
Passphrase®: [ verrsesaes " ]

Validation Usage: 3 Psec cClient [ SSLClient [ SSL Server

[:] Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides

> Qwerride (0)

Cancel

A

BIEFNE APKCS12fE %R

6)ER B A MEARTER , REIEAJ.

Add New Certificate @

Add a new certificate to the device using cert enroliment object which is used
to generate CA and identify certificate.

Davice*:
[ FTD w]

Certificate Enroliment®:

[ FTD-SP-Cent v ] +
Centificate Enroliment Details:

Mame: FTD-5P-Cert

Enroliment Type: PKCS512 file

Enroliment URL: A

Cancel

mRBEEMHEER



E=FTD -

FTO-5P-Carl Glabal PRCSTE fie £ In progress

EATKE , TUBBE-TEEEZSNIDE R RBESPEEES.

Filter m

Al Ceriiticates

Marve Domain Enrollment Type Identity Cerificate Expiry CA Certificate Expiry Status
< SmETD \ -
ETO-50-Cert Ghokad PRCEID fle Dec 18 202R Sap 12, 2006 LA -] &R0

HEEAEEETHRE

IR - Azurefii B

S B 1: BSAMLT B8 Entra Enterprise EARER

1)# 2 3 #%2 — T Enterprise Applications,

Microsoft Azure ) enterprise

All (99+) Services (7) Microsaft Entra ID (3) Filters +4
Azure services

Services (7) See more

+ o =

Ea:, Enterprise applications +

BEESNMHBALEEARER

2)#% — T+ New Application,

Microsoft Azure

Home - Enterprise applications

- Enterprise applications | All applications

@ + Mew application l:_, Refresh

> Owverview /

View, filter, and search applicatbons in your organization that are !

= Download (Export)

w  Manage
The list of applications that are maintained by your arganizatson ¢

i Al applications



BELEEARADNMEAREX

3)# S Microsoft Entra SAML Toolkit , A& &R — T HAERKE

= Microsoft Azure 1 Search resources, 1

Home . Enferprise applications | AN apphcations

Browse Microsoft Entra App Gallery

= Croute your awn application T Pubiki® 15 the app galery B Get lendipek?

The Micredalt Emrs App Galery i & catadag of thousandi of apgr thas make it @ity to deploy and configure single sign-on (550
securely to thes apps. Browse O creabe your own apphcation here. If you ae wanting to publsh an spplication you have develo)

= gaml g Single Sigrv-an ; All User Acgoum Mansgement : All Cati

) Federsted 550 () Provisioning

o ¥ou're currently tesing a limited view of app riik scores.
Your organization doesn have the requined licerae 1o view sk soores fior all applcatioes in the galiery. Wou're oumenthy sesing a i

Showing 1 of 1 results

Microsoft Entra SAML

$ B2 | _—-—

2

1 8 & #EMicrosoft Entra SAML Toolkit

4) BMicrosoft Entra SAML Toolkit Enterprise Application 2 Bt &% , A% % — T Create, (3RH
Microsoftiy22# : 553 E R A Microsoft Entra SAML T EGEBEHIR),



https://go.microsoft.com/fwlink/?linkid=2086331
https://go.microsoft.com/fwlink/?linkid=2086331
https://go.microsoft.com/fwlink/?linkid=2086331

Microsoft Entra SAML Toolkit *

B Got ferdback?

Lega (D Mame *
Ing an g £ [ Captive-Auth-5AML
- prganizatia
Publishes (0 Prervidioning (1)
grated Microsoft Corporation Austomatic provisioning is naot
supported
Single Sign-On Mode (© L
SAML-based Sign-on HRps e micrasall com
ozl fntr § Lot 40

Read our sbip-by-itep Micradal Entra SAML Toolkit integration
tutarisl

Thiz & the sample SAML app which customers can use to tedt the
SAMIL single sign-on integration with Microsoft Entra 1D

) You're currently sesing a limited view of app risk seore.
Your eeganication doesn hawe the nequined loense 10 virw rik scores for all applications in
the gallieny. Yo re curmently seang a heeited wiew. To socess full rick soonng upgrede 1o
Microsolt Enar Suite or Mecrsolt Entra Intermnet Acsess

ASAMLIEGERAENIEERR

5)fEOverview B H L , #5457 £ & FM#H 2 B #5 SAML Toolkit Enterprise Application, fEZ< R IH
, JBIFAIR B (captive-portal-user) 2active-auth-labfA #Y B & .

A 1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

v

HERENEsERAEARSX

et REAEXNEERERESRTEE,

S B 2:BEEntra IDFEA M



1)EfR[EEntra ID , A% AIEREE HIRIZEApp registrations. 3 — T All applicationsiB&zs i
¥ 2 AEnterprise Applicationfs EMZ B, E—THENERRER,

§ T~ MNew registration % Endpaints # Troubleshoot k_, Refresh __, Do
D Overview
= Preview features ﬂ Azure Active Directory Authentication Library (ADAL) and Azure AD Graph no longe
Library (MSAL) and Microsoft Graph. Learmn maore
#+ Diagnose and solve problems
=« Manage
All applications Owned applications Deleted applications Deactiv
aa Lsers
B Groups £ Start typing a display name or application (client) 1D to filter these r..

B7 External Identities
& Roles and administrators
& Administrative units

Delegated admin
partrers

@ Agents

i Enterprise applications

T Devices /
i, App registrations

B ldambithg (asimrmansa

B EREXERMNmERARES

2) Yt ££ 3f F2 % Enterprise App Registration N BEssentials{B.

BEE  $BEREAEEL , LERERZRIBAE | WEOverviewH H LA Essentials TUWE
& :

- ETRER
- EAREN (EFi%)ID
- B% (FF)ID



m Captive-Auth-SAML <

[ 2 search | (% Deactvate  [i Deleie & Endpeints
B Overview W Ger i second? Wi sl kv your fredback an Micrsolt kdentily plithonn fpesic
& Quickstart

& Integration assistant . Estentiale

#. Diagnase and sohee problems Display name : Captive-futh-5A
* Manage Application (chent) 1D
B Branding & propertics Object 1D ]
3‘ Authentication (Preview) I Directany (tenant) 1D : I
Suppored account types | My organization only

F Fantidicatar b rareate

WEBRUR AR B &IDE

3)¥— T Add a certificate or secreti# §##%,

= Captive-Auth-SAML =

P Search ]eo e (S Desctvwte [6] Delete & Endpoints
B Overview W Got a second We would love your feedback on Microsoft identity platior (previously Azure AD for developer]. —
& Quickstant
A egratian assiEtant  ssentialy
A Diagrase and sobe problems Didplay rume | Chghot-Auth-SAML
o Manage Apphcaban {chenth 1D
= Branding & propenies Object I

a A Seation (P ¥ Directeey (tenant) iD

Supporied sccount types @ My coganization only
T Certificabes & secrets

MERENARREES

4)3#— T+ New client secrets

Captive-Auth-SAML | Certificates & secrets #

£ Search 5 @ B Got feedack?
B Ovendew
a Chglckutart

A" Inbegration aisitant

Clignit cradentialy
Risdire<t LIRIS
Application 1D URI
Managed application in |

Starte

A b cerificale or secred
1wy, O 30, 0 puble cheng
Akl gn Application |0 URI
Cogtive-fush-SAML

@ Activated

# Dlagrese ard soive problemy
L W\m

= francing & properies

5p Austengcation Frevies]

Cenmifaabes & secrets

] Toien confgueation

A AT TR

2 Eupors an AF

B App redes

B CwmETE

L. meled and sd=irisiraton

BN EFRER

Credentialy srabls confidentisl spploatony b identily Bamisiort bo the sthenticafion wereios whan neceiving fokema ot s web sddmmalkle ks
scharmel. Fee & bighr brvel of astsrance, we neoommend using & ceriicane Gnstesd of & chent secret) i & credentisl

W Appbomon regsratan cenAcees sevets and fedbated credennali o e o i The Lk bt

Cetificates {01 Clier secrets (00 Federaned eradentials [0

A ipcret itring S the spplcation uiel 1o prores it identity when nequeriting o toben. Algs can be referred 1o a4 application paiswsond
i Nﬂ#:llﬂﬂmlﬂ*—l—'—'—___._——_—-
Drpription Lspires Value 7 Secrat 1D

Py chiet seretd have been creaned boe ths apphaation

SREZBHRYE , URBEEARZIM. BT "#H#. .



Add a client secret %

Descriplion

Expires

essable o

wd.

[ sarni-seerer |

Recommended: 180 days (6 months) L

RMUEFIHmSWAVRA
6)#B & Secret,

S

EE D TERIBEHEEE,

Captive-Auth-SAML | Certificates & secrets =

£ Search
B Overview
s Quickstan

il Integration assistant
¥ Diagnose and sobve problems
~ Manage
= Branding & properties
3 Authentication (Preview)
Certificates & secrets
',|I Token :qn!igulcﬂlon
<& AP| permissions
& Expose an AP
?i:'. App roles

&5 Owners

BREFRMZE

& Got feedback?

Credentials enable confidential applications to identify themsebes to the authentication service when receiving tokens at a web addressable location [using an HTTPS
scheme), For a higher level of agsurance, we recommend using a certificate (instead of a client secret) as a credential

ﬂ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1)  Federated credentials (00

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

= Mew client secret
Description Expires Value &) Secret |0
N

samil-seret /1472027

S B3 . AEAREXTME EMicrosoft Graph APIFF I #E,



1) P8 2= A B Z B iR IBAPI Permissions , A% 1% — T+ Add a permissions,

Home . cxsecurity | App registrations - Captive-Auth-SAML

- Captive-Auth-SAML | API permissions  #

[ £ seareh ¢ {0 mefresh A7 Got feedback?
E- O rview L
Configured permissions
s Quickstart "
Applications are authonzed 1o call APls when they are granted permissions by userssdmi
5 Integration assistant all the permissions the apphcation needs. Learm mare about permissions and consent

F e ﬂiﬂﬂﬂumﬂﬂdwh'ti'"?“f:;—__* + Add a perrmission ' Grant admin consent for cxsecurity

Manage
9 API f Permissians name Type Deseription

= Branding & properties o
e Mo permissions added

3 Authentication [Preview)

Certificates & secrets
To veew and manage consented permisssons for individual apps, a3 well as your tenant’s c

il Token configuration

S AP| permissions aiff——

BLEAPIFF A #E

2)#% — T Microsoft Graph API,

¥ 85

Request APl permissions

Select an AP

Microsoft APls  APls my organization uses My APls

Commaonly used Microsoft APls

Microsoft Graph

|, Take advantage of the tremendous amount of data in Office 265, Enterprise Mobility +
Security, and Windows 10, Access Microsoft Entra 1D, Excel, Intune, Outlooks/Exchange,
Onelrive, OneMote, SharePoint, Planner, and more through a single endpaint.

i##ZMicrosoft Graph API

3)#% FDelegated User.ReadFF Al #E , R&BIR—T "RIEFAIHE.



Request APl permissions

€ All AP

ﬁ Micresoft Graph
https/fgraphmicresoftcom/ Docs o

What type of pérmidions does your apphication require?

Delegated peimiian —
Your application reeds to access the AP as the
) i e,

Applicatson permissions

Your applcation runs a5 & Background fensce of daeman witheut a

signed-in user,

Select permissions

"

F2 User Read

—
7 AgentidUser
F IdentityRigkyLUser

U (1)

Admin consent required

. WserRead (1)
Sign in and read user profile

D Lser Read Adl (1)
Read all users’ full profiles

I:l Uiser ReadBasic Al O
Read all users’ basic profiles

BT EIRAE A & AT I

4)$Z F Application User.Read.All

Yes

L]

RTAIME (BAEREUTH ) -



Request APl permissions

€ All AP
Micrasoft Graph
i mtpsifgraphmicresoficomd Docs o

What type of permissions does your application reguire?

Delggated permkaang

Your application reeds bo access the AP a4 the
sagried - wier

Apphcation pemissions
Your application runs & a background serdce or daseman without
sigreed -in e

Select permissions

wapared all

[= userRead.a

Permisidon

¥ identityRiskyUser

" Uger (1) /
WserRead All ()

' Read ol users' full prahiles

RTEARABEN A IE

Admin corsent required

Y5

5)18 £ W iEH Group.Read. AlIZREL 5 B LA R F Group ReadzF AJ#, 3% — T Add permissions.

Select permissions
O Group Read.adl
Permatsion
" Growp (1)

Group. Read All 7
Read all groups

Add permissionz | Dizcard

BAEAPIF T

enpand all

Adman consent requined

Y

6)EREERNFT RS —BH , YRMEMARTEERSF I,



Configured permissions

Applications are autharized o call APl when they are granted permissians by usars/adming a5 part of the consent process. The list of configured permissions should indude
all the permissions the application neads. Learn mone about permissions snd consent

-+~ Add a permission |~ Gramt admin consent for

AP| / Perrmidssians name Type Description Admin consent requ...  Status
' Migrasedt Gragh (3] wan
Growp. Read All Application  Reasd all groups Yos dk Mol granted for
U Rad Delegated  Sign in and read user profile No e
User Read Al Applhication  Resd all users' full prefiles Vs dh Mot granted for e
RFHUTRNEERE

NER-ERTEESREZNE L,

Configured permissions

Applicatedng ang suthorsed 1o call APl when they ane granted permissions by o adre 05 par of the osnsent process. The 4t of coahigured permissiond thould includs
8l the perenEsiond the Applicatsn needs. Leam mors Shout permissiont and Corkent

+ Add 3 permistion
AP| f Permassions name Type Descrption Admin consent regu...  Stabus

" Migredels Graph ()

o Read Al Applicaticn  Read all grougs Yig & Granted for was

Uiaed Read Delegated  Sign in and read user profile Ma & Gearted for was

Uit Rrad Al Application  Read all users’ full profiles Yes & Gewnted for .
BRYIWEERERE

SR ABEESHPO(EH)BBZERE

NS E — TEvent Hub(BEHE#RER).

- 3

All [585+) Services (39) Microsoft Entra ID (3) Filters +4

Services (39) Ses more

> )

T Event Hubs
Aenls Fr 1A Ke

BESEH4POEE

2)BMHMEHS B Z /A,



Mo event hubs namespaces to display

An Bvent Hubs namespace is a managemaent container for svent hubs which provides DNS-integrated ratwork

endpaints and a range of access contral and network ntegration management

BYSHPOBRBERG

J)EEEHW & =M,

N
MizE : HBBIEStandard EERBRESHA, EAREEEHELLEEEA,

A2RAzure EH R ONIE | DRBHEEATOSREREARE R EFRNERENE - DM,

#—T TReview + Create. »


https://learn.microsoft.com/en-us/azure/event-hubs/
https://learn.microsoft.com/en-us/azure/event-hubs/

Home . Event Hubs

= Create Namespace

“=' Event Hubs
Basics  Advenced  Metworking  Tags  Review = create
Project Details

Select the subscription to manage deployed resounces and costs. Use resource growps bice folders to onganize and
manage al your resources.

Subsoription * ot
Resoaron gioup * | el I
Creas new
Instance Details

Erter requined bettings for this namedpace, induding & price tier and configuning the number of units icapadity].

Namespace nams * | capthnn-auth-ad-gh « |
Servioebut windowi net

egion * [Eastus |

ﬂ The region sebecied supports Avalatility cones. Your ametpsos will have
Ayplpbdity Zones enabied. Legrm more

Pricing tier * | standard ~ |
Browie the available pland and their fegture

Thrgasghpt Linitg = O L 1 3

Enable Auto-infiate O

| = Previous Hext Advanced >

EEEHFOEBE[RE

4B |, ¥ — T Create,



Home . Event Hubs

= Create Namespace

Evrt Hultes

& vabdation suceeeded

Basics  Advanced  Metworking Tags  Rewiew + create

Evert Huba Nametpade

By Mstiodalt

Basics

NEMEERI0E NEME CApLIG -auth-ad e
Sukgcription

Besource group

Fegion East S

Pricing tier Standard
Theouwghput Uty 1

Availablity Zorts (Tone Redundancy) Erabded

#uto-inflate Maximm Theoughput Units  Disabled

Metworking

Conrsciivity method Public access
Metwork Protocol Prefereroe 1Pwd oy
Security

Minimum TLS version 1.2

Local Authegnlaaton Erabded

Haxt »

BUYEHFOLEBEENE

S)FEREERB R , RERE—TEBEEHR.

Home
& captive-auth-ad-eh | Overview
Deployment
|.-: Search I £ [i] Delete " Redeploy 4 Download ) Rofresh

wu Ovenniew

@ Your deployment is complete

¥

F inputs

H Deployrrent name - caplre-auth-ad-eh
= Outputs Subseripthon
Y Template Resousice group

> Deployment details

' Mext steps

BEIEHPOBRBEHER

FREAEEHFOURBEEPEERE YL RHERE



DREMBSMBEFIZE "FEL > "HABBRE,

Overview

[]

Activity log

Access control (1AM)

Tags

Diagnose and solve problems

o I R

Data Explorer
« Resource visualizer
Events

* Settings

I Shared access policies I

i B 4 A 75 R R e

2)#& — T+ AddIL ¥ A FTHY Policy name , A& iEHManageEEN 7, & — TAdd SAS Policy;:Z2EH
RIKEBEY Create,

Home | cacthe-sthad-ah Add 5A5 Palicy
captive-auth-ad-eh | Shared access policies  « -

Pk rams ©
. b ddd
Eperrvare B B
Sand
n

B Actartyiog
B o ol b

& tan

FIERTE K AR R RS

Create

By H B

SR 6 RREHE B E KL HLAHEER (SAS)EF

NR—THH "HABB.L KM "EH SAS Policy ( EH SASXKR ) 4 BREABIMERP,



=) Regenerate primary key ‘=) Regenerate secondary key | [i] Delete
Event Hubs access control with Shared Access Signatures Lear more

Claims

' Manage

Primary key

3
ﬁ.

Secondary key

9
=

Prirary connection string

Secondary connection string

TAL Aalica AT 1M

BRI ERTES

BEE  #RI T T PrimaryEEF &,

TRTESHPLEBZEAPELSEHFOHIE

1)#Namespacei® & Fi# £ Entities > Event Hub, 3 — T+ Event HubLA % 3T #THEHIE

| &= Search 3 ¢ <+ EventHub () Refresh G
= Overview
J2 Search to filter items by name..
B Activity log
fn Access control (LAM) Mame
® Tags Mo Event Hubs yet.

#. Diagnose and solve problems
2 Data Explorer

= Resource visualizer

* Events

»> Settings

~  Entities /
i, Event Hubs

o, Schema Registry



BB BN OHIR

) BIWEHBIES BB , A& IR — T Review + create,

Home . Event Hubs . captive-auth-ad-eh | Event Hubs

Create Event Hub

Eweni Hubs

Basics  Capture  Rewview = create

Event Hub Details

Enter required settings far this ewent hub, includeng partion count and message retention

Mame * (0 I! captive-auth-ad-eh-1 l

"

Partition count

Retention

Configure retention settings far this Event Hub, Leam more

Cleanup policy (T Delege -

Retention time (hrs) * 0 1

mafi. 1 howr, max. 168 hours (Tdays)

Review + create < Pravious MNext: Capture >

AREHHROLIESEER

3)ERFE R I , & — T Create AR EEvent Hubfjl &,



Create Event Hub

Basies  Caplure  Review + create

by Misrodoft

Bagicy
captive -suth-sd-eh-1
1
Retentson
Db
1
Capliste
o

< Previous |

RESHHOHIE

BEE  #RWEE TEvent HubfBIERE,

TREESHFUOBRBEBRRLSEHHPOHIEFEHEE

NE—T E—FhEENFEHHIE,



= captive-auth-ad-eh | Event Hubs

Event Hubs Mamespace

i Search | - 4 + Event Hub l:_. Refresh .'S;H" Give feedback

) | £ Search to filter items by name...
B Activity log
Ao Access contrad (LAM) Name Status
@ Tag: captive-auth-ad-eh-1 Active
X Disgnese and sobve problems
%, Data Explorer

e REsoutce visualizer

¢ Ewents

> Settings

Entites

= Event Hubs

o Schema Registry

FEEHPOHIEEE

2)HEEHBIES | BREFEER-EAEE  ARRBUNMNERER,

|}3‘ Search | & e + Consumer group (‘_)

Ll
e

n
P
e,

’

= Overview

| & Search to filter items by 1

Access control (1AM)
Diagnose and solve problems MName
Data Explorer £Default
Explore in Microsoft Fabric
Resource visualizer
Settings
Shared access policies
&= Configuration
i Properties
L Locks
Entities
= Consumer groups

Features

BuERER

J)AEAEHME , AERIE—TCreate.



Create consumer group X

Consumer groups

Mame *

captive-auth-ad-eh-cg

REMEEIERER

BEE  #RIWFZFEvent HubflIEConsumeril & &,

HER 9T IWNEMNE

N | FIBEIRPHELE, WRREHEME , FSIAREENERSR

- EIREE2Y — ERAEXEMEHLEERBEINTCXERER , ARENETERSA)
- B2 FHER2
- ETRER
- EAREN (EFi%)ID
- B% (HF)ID
- $B2 7506
- BRI
- EIRERECH — EHHO
. $B6 , FLH B
- EHERZH
- FERFH
- SB7, THEB3
« EHfIE (BH4PL ) BB



- S8, THE3
- EHER&EHAER

S E 10:BLEEntra IDEFT BRI BHF O

)8R EEntra IDEFEE.

I (} entra id| }{ -

All (99+) Services (48) Microsoft Entra ID (28) Filters +4

Services [48) Sea more

& Microsoft Entra ID

EEWEM FEntra IDMAFE &

2) % 4 {83 85 Fh 2 #Monitoring > Diagnostic Settings.

) Overview

B Preview features

7% Diagnose and solve problems
» Manage
* Monitoring

3) Sign-in logs

E Audit logs

m Provisioning logs

% Health

¥ Log Analytics

@l Diagnostic settings

3)i#EEDiagnostic settings > General , A% & — T+ Add diagnostic setting.



Diagnﬂstic Set‘tings | GE”EFEI F /R g Can you explain how to send diagnostic log:

k1

O Refresh ,ﬁ\_v' Feedback

~ Di ti i \ , . ) .
'agnastic settings Diagneostic settings are used to configure streaming export of platform Ic

o aneral Diagnostic settings
.7, Custom security attributes MName Storage accou
I + Add diagnostic setting
B PERE

NADEREIEAENER , ERAuditLogsBREX A R EAFE#% , 1 H Stream to an event hubZREX
F. BBlERRTHENE , YETKEIZ—TSave,

Diagnostic setting

El save X Discard Delete 87 Feedback

A diagnostic Pelling specifies a kst of categories of platform logs and/or metrics that you want to collect from a resource,
and one or more destinations that you would stream them to. Normal usage charges for the destination will ocour. Learn
rare aboul the diflerent log categodies snd confents of thode logs

Diagneostic setting name * Il u,u:rwe-poqal-aml'l i . I

Lags Destination details

Categories )
|:| Send to Log Analytics workspace

H S '--.-*‘ﬁ_

I:I Mrchive to a storage account
[ signintogs \

B siream 1o an event hub

D MaoninteractivellserSigninlogs
For potential partner integrations, click to lesm mare about event hub integration

D ServicePrincipalSigninLogs Subseription
gt
[ V

D ManagedidentitySsgninLogs

Event hub namespace *

D Provisioninglogs | captioe-auth-ad-eh w
Evert Bub name (apticnal) @

D ADF5SigninLogs | captrir-auth-ad-ehe1 W J

] risteyissers Event Fub palicy name

| = |

[ useriskEvents
|:| Send to panrsr solution
] metworkaccessTrafficLogs

—

% BERNERISEHF O



BAMER « BEAZzureMIFMC/FTDEEB S M ERERE

S B 1. (FAFMCEEf & Azure SAML/Entra ID$E1E,

1)EFMCH |, i##EIntegrations > Identity > Realms,

= Integrations "

Maonitor
Dynamic Attributes Connactor

£¥  Insights & Reports >
Security Analytics & Logging
%  Events & Logs

Splunk
R} Insights & Reports ¥
Cloud Services
Manage
=z Identity
(1) Policies bl

Identity Sources

= )

il Objects

FE Devices 3
& Secure Connections ¥ Users
(_ &  Integrations ) Active Sessions
Users
q,"'\ Troubleshooting > User Activity
&5 Administration 5

+ Show more

3 Find in Menu

B EEEE

2)#—TAdd Realm FHRE |, REEFEIZESAML - Azure AD,



Reabms Realm Sequences Praxy Sequence Sync Results

TRy v - |

Local

Active Direclony'LDAP

There are no realms defined yet.

¥TIESAML Azure ADSESE

) BAzurefBE P BB BAMBRUEREFER | WHEFRKH E R BT A% E iR ZF AAzure AD#
B BB R S A R I AR P9 S MAzure AD, 32 "Nexts (T—% ).

Add SAML - Azure AD Realm ®

o Realm Details

Mame *

[ azure-entra-saml < l
Description """-..____

[ Active Authenication IdP - l

"‘--.‘__---

Identity Provider *

Configuration Type

Authenticate passively with Azure AD or USiI"lEI captive portal with Az... = k\
Authenticate with ISE
Download wsers and groups from an identity sowrce like ISE for use in passive
) TR P P T T R T

4 ™
Authenticate passively with Azure AD or using captive portal with Azure AD
3 Efther dowmnload users and groups from Azure AD for use in passive
authentication rules or download users and groups from Azure AD and use with

o

capiive portal achive authentication rules

M v,

&

fii EAzure ADFEIEIERE

4)BEUFEENFODNE REAEARURL, BMATEUTFHERANERID:

https://<fgdn-base-url>/<uniqueSuffix>



BEESAMLERBIDFE (ET—ERERVITHFHRETER ) B, FRAXFEEREYHNH
ftHSSOER P EEM — 1, EHNAEBEAZUre SAMLE B LE, EARURLIEREHED RIS
&,

Assertion Consumer Services(ACS)URLZ B &8 7 B~ o] &,

« f£Devices > Certificates T , IBEFMCH 2 Bl T/ERBEL BHE M RS A ERE (SP)REE.

- WAELEER |, #— T Download Service Provider Metadata A {L Bl BB , WHERTEHMN
EEE AAzure,

Add SAML - Azure AD Realm ®

(1) Realm Details Edit
Name azure-entra-saml
Description Active Authenication ldP
Identity Provider Azure AD
Configuration Type Authenticate passively with Azure AD or using captive portal with Azure AD

o SAML Service Provider (SP) Metadata

Base URL * //

[active_auth_fqdn +«—

®v| +

Must resolve to the interface(s) of source security zones used in an identity policy.

Entity ID *

[https:,n’,fftd—inside.example,com;‘samlfsp;‘metadata!activeAuthEntlD ] (]

Unigue, alphanumeric fdentifier for a SAML entity.

Assertion Consumer Services (ACS) URL *

URL at which the service provider receives SAML assertions from Azure AD.

Service Provider Certificate * /
[FTD-SP-Cert < ® v| +

Certificate used for SAML authentication and TL5/5S5L communication with the secure
threat defense device. The certificate must have the value you specify for Base URL that
must match the Commeon Name (CN) or Subject Alternative Name (SAN). The certificate,
which must be in PKCS12 format, must be trusted by clients.

(Download Service Provider Metadata)

FREEAURLMEREIDY FHRSAMLE R E K

5)& — TNext®& 2| "8z, BEMNE3FI,

SR 2. EAzure b RIER R A HERFMCE B SAML SPEREHR

1)EfElAzure , A% IZ#ZEntra ID > Manage > Enterprise Applications. 185 LL#] 2 3 BYMicrosoft



Entra SAMLT EQt¥ERERFIE,

HH = Microsoft Azure (1} Search resources, services, and docs |

Hoam

Enterprise applications

i Enterprise applications | All applications

> Orerview

w hManage

Bi Al applications

© Private Network
| conmectors

& User settings

B App launchers

f

P Y R

+ Mewspphoation () Rafesh | Downlosd Expe)t D Prevewinle | ZS Columma | B Prevew lestees | 5 Gat

View, filter, and search applications in your organization that are et up to use your Microsaft Entra tenant as their Identity Provider.

The list of applications that are maintained by your organization are in application registrations.

|2 captive-auth-5AML | Application type == Enterprite Applications Applicat
1 applcation found

MName T Object ID Application 1D Homepage WAL

& Captie-Austh SAML *__-..—-—-'——-

##Microsoft Entra SAMLT EGEARER

QNAEEMBEFEE "EE, > "E-FA,

Home

Enterprise Application

Enterprise applications | All ag

3 Captive-Auth-SAMI

i overview

[I] Deployment Plan

A Diagnose and solve problems

~ Manage

:1' Properties

& Cwners

& Roles and administrators

&4 Users and groups

/

3 Single sign-on

2 Provisioning

G Self-senvice

3)# — T SAML Single Sign-On(SSO)#E =,



5) Captive-Auth-SAML | Single sign-on

mbprorive Application

Single Sgn-on (S50) ade pourity Bod OOfBRRnnn whiss woers 1 on 1S appliations in Mool Eatrs 1D by enalsing & wer in
PO CIARZIGN BS EHS N 10 Eviry SppBotion thiy wie with oaly o stcounl One th user kog into an applcation, thit
eradpatial i uied bor ol the cther spplcations they fpd sCceds bo. Leam mere

B Ovwriaw
m Depeoyrrant Plan
K Dagnoas snd pober probisme

“ e Select a single sign-on method  kelp me decide
LI
& Ownen
Désabled {3 SAML Cghy  vinked
& Roley srd sdminerinion Single ign-on i not seabled, The uier Fich and secure sctherdcation io Limk: 1 s apgplication in My Apps
W b abie b bunch the app from spplcatinns ying the SAML [Renuty anclfior Offior B appisaton Lesnsher,
& Uhers ard groups by Apgs Axprion Markg Languspt) prosscnl
D Gingle sgn-on
B Provisioning

T esrace

SAMLE — & AEXEZ

4)#— T Upload metadata file , REEZE - TEEERNRE "B HERRSE , EFRFMCTEHN
SAMLTTERIHER,

Captive-Auth-SAML | SAML-based Sign-on

ErSsrpring -I'Pf" o e
3 Ongrgs tirgyle signera mode [ Teon this spphoation & Godeedbai?

B overvew Upload metadata file,

I Depteymen Fan Walues for the Selds below are provided by Captive-Buth- SAML Yoo may either enber those walees marally, o

¥ DHagnoas and sobve proklems wphcad & pre-gonfigured SAML metsdata Se il provided By Captive-Acth-SAML

o RABARE |$-rf'.|1'-r |
B e M
B e

RABERP L LRERERER

5) LB M&E , E—TAdd,

Captive-Auth-SAML | SAML-based Sign-on

Enterprise Application

T Upload metadata file "/" Change single sign-on made I= Test:
Crenriw 3
= Upload metadata file.
([} Depioyment Pian Values for the fields below are provided by Captive-duth-SAML You

& Diagnase and sobve problems uplead a pre-coenfigured SAML metadata file if provided by Captive-#

“ Manage | “samiSPMetaml®

:!! Propartses

& Qwmers —

FESAMLE.EEARER

6)HHH "EAXRSAMLEE ) WAIENR , I BRFMCEEHSPERREBXMLERHRII A B EAFE
MBI FFSR ( ERRID ) MACS URLZEME, ER , EAURLREZR , REZIHEEREE,



Basic SAML Configuration
H save Y Got feedback?

Identifier (Entity ID)* O
The unigue 1D that identifies your application to Micrasoft Entra ID. This value must be unigue across alf applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550,

Default

https://ftd-inside.example.com/saml/sp/metadata/activeAuthEntlD W A @

Add identifier
Patterns: https://samltoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) * ©

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service”™ (ACS) in SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/acsMtgname=azure-entra-saml .~ | 0 | @

Add reply URL
Patterns: https://samltoolkit.azurewebsites.net/SAML/Consume

Sign on URL *

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated singfe sign-onm.

L

| Enter a sign on URL

Patterns: https://samltoolkit.azurewebsites.net/

€ Please enter a valid URL starting with "httpsy//". If your URL has query parameters, ensure that there is a slash preceding the
question mark (i.e. /7)

€ This field is required

Relay State (Optional) ©
The Relay State instructs the application where to redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

| Enter a relay state ]

Logout Url (Optional)
This URL is used to send the SAML logout response back to the application.

Enter a logout url "

EARSAMLELERER

NERGENBEAURLES BRI EE , IETHEE— T IESSave,



Basic SAML Configuration

= save a7 Got feedback?

Identifier (Entity ID) * ©

The unigue 1D that identifies your application TorMicrosoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated 550.

Default

https://ftd-inside example.com/saml/sp/metadata/activeAuthEntiD v m

Add identifier
Patterns: https://samltoolkit.azurewebsites.net

Reply URL (Assertion Consumer Service URL) * &

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service™ (ACS) in SAML.

Index Default

https://ftd-inside.example.com/+CSCOE+/saml/sp/facs?tgname=azure-entra-saml 0 . (0]

Add reply URL
Patterns: https://samitoolkit azurewebsites net/SAML/Consume

Sign on URL*

Sign on URL is used if you would like to perform service provider-initiated single sign-on. This value is the sign-in page URL
for your application. This field is unnecessary if you want to perform identity provider-initiated single sign-on.

*

.https:h’samltoolkit.azurewebsites.net.r‘ «) v
Patterns: https://samltoolkit.azurewebsites.net/

Relay State (Optional) @

The Relay State instructs the application where fo redirect users after authentication is completed, and the value is typically a
URL or URL path that takes users to a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL is used fo send the SAML logout response back to the application.

Enter a logout url ~/

EAURLELBKE

@ T EEIEISAML Certificates , A% E HAzureE RV BE S TTERIXMLI |, LAMERE A ZICisco
Secure FMC,




SAML Certificates

Taken sigring certificate

,-3': Edit
Status ALtive
Thumbprnt
Exgiration
Motificatvan Email
App Federation Metadata Urd n}
Certificate (Basetd) Drwrilgad
Cortificate [Raw) Derarnload
Federation Metadata XML !:rmn::e:.d*
Varification certificates (eptuaral) v‘;’ Edlit
Regiiined M
Actve Q
Exgiiiadd 1]

EHBESERERXMLER

S BB 3:.FEAFMCEBER BAzure SAML/Entra ID$E1T ( & )

1)E R E BIFMC, fESequence 3, SAML Identity Provider(ldP)Metadata , ##tAzure T S #Y [E H
BEBRRERXMLER EHEIFMCUA B BIIERFIENE.

a SAML Identity Provider (1dP] Metadata

Entity ID *

Uinigue, alphanomenic identifior for @ SAML ontity:

Single Sign-0n (SS0) UAL *
L EART

LRL to your ideniity providern, You must lnclude ihe scheme (o.g, hitpsid

IdP Certificate *
Selact " +

Choose & ootificane from the st ov updoad 8 now certficate in manua format

Clck to upload or drag and drop @ file.

Upload XML <=
Fodaration XML you downioaded from AZure AD, if you upiodd this, you donT have ie
ardder the other values i this soechon

FEBHBERRERXMLER

2) LE®E  ERERNE T,



]
o SAML ldentity Provider (IdP) Metadata

Entity ID *
https:ffsts. windaows.net/

Lirvigue, alphanurneric icenlifier for & SAML anrt):

Single Sign-On ($50) URL *
hitps:/fiegin.microsoftonline. com/

LARL o powr idandily prowicher, Woo must sciude the schame (e.g., htpsai]

P Certificate *

Certificate- ®

Chagse a cartificate fram the Nsf or upload & new cortifheats in manual farmad

" Click to upload or drag and drop a file

Upload XML

Foderarion XML you downkaadiod from Azvne AD, If you upiesd this, you don'T ave o

ERer I CENEY vaVLeS i DRIF Sachion

HEEZRNSAMLE HIRHERRNE

o
MiE  BOBHOTEF .

WABE LN EEERBEPUWEMNE

- FERAEM
- EARRX (EFi%)ID
- BEERHE
- B&& (#HF)ID
o EHAFL
- EHEBEEEHSZ
- EHEBEH T ERFS
- EHBIE ( E4H0 ) BB
- EHER&ZEHEER



Add SAML - Azure AD Realm @

° Azure AD Details

Cliant ID * Cliant Secret *

B5160719-965f-4fed-80ec-828607c ] T R T ]

Applcation IR (a0 referved (o as cient ID you Facrel siring that the appicaron uses o prove
created in AZuee ADP il ity whan requasting & tokan.

Tenant ID * Event Hubs Host Mame *

. ﬂMEha-:CI-5233-429F-92db-92531ﬂﬂfJ . cap:i-.-e-amh—nd-¢h.s¢:uic¢hus.winduJ

LY

Microsoft Entry I antity that fypicailly Hastnama of the Evenl Hub Namespace.

ENCHMPIEFEF & Mrganraiion, DiEplayed in Displayed m Everd Hubs » Event Hubs

Arurg Enlra i + Froparties. Namaspaca

Event Hub Hame * Consumer Group Mame *
caplive-auth-ad-ah captive-auth-ad-eh-cg

Mame of your evanf hub. Displayed in Event A wiew of an antire evint hub. Consumer

Hubs Mame Space + Chearvigw groups enabie conswming applications te each

have @ separate viow of the avent stream.

Event Hub Connection String *

i
Endpoint=sh://captive-auth-ad-eh.sanvicebus. windows. net/; SharedAccessiey: ]

Event Hub Connaclion Sinng: Unigue idemDiler fov ihe sverd il (3is0 referrsd 1o 28 Tapic of
endpoind). it is dispieyed on the Azure AD portal in Everd Hubs -+ [name of your ovent hulby) -
Shared accoss policies - fname of policy).

USER GROUPS L8]

) Excluded User Groups
@} Included User Groups

- spacats ine @
:

active-auth-lab

Enter cnme or morg graups from wivich io
ciownload users for ideniity comdrel. Users in
thass groups will e svallable for use in sccess
corrod MS.

@ Test connection succeeded

WAEREANSHHOLEN

AR B-TRARMREER , WS UERARHENEAFSBAzuUre,

)
WE  MREA  ERAHRAENEAEAREaEBRE -

HBENRE — S A EERESAMLURHIREFI FEREBR, BRER144005E,

|
° User Session Timeout

SAML Captive Portal Users

[ 1440 Minutes Range 0-35791394




[ R S VS

5)1&2_ -FNeXt:%E@o

After the timeoul is exceeded, the user’s session ends; if the user continues lo access the network without logging in again, the user is seen by the

management center as Unknown (except for Failed Captive Portal Users).

5 A Azure AD7EE B & B i

=]

OBERACHENEENHE, EREIFNEIBANEZR  B-THERENRRE.

@ User Session Timeout

SAML Captive Portal Users 1440 Minutes
ISE Users 1440 Minutes

mERERER TR

TRAMETHNERE

Edit

Cancel Save

1)f# A Integrations > Identity > Realms TR HIDownload Nowiz il , #EER A] LAfEAzure Entra ™™

BERAE.

Hama * Type Description Proxy Statup Wabse
L R SO SAMIL ~ Azure AL [Captive POl ACTvE ALTIENGC B0 P ot Appicable oo al4abace-E W) Enabled
ftAzure ADTEERE

QEEBFTERRET , H—TYes,

Sync Groups and Users for Realm

Are you Sure you want 1o downloasd usersigroups for realm azure-entra-
samli?

Mo



SBAzure ADTEHERE

JTHEBEEL1ECHENMES TEHRMNMA , WNotifications > Tasks T TR

© Azure AD Download

Download users/groups from azure-entra-saml
Total objects downloaded: Tusers, Tgroups. e

ARfEAzure ADT EFEA BB AKEE

SEOPEER : EFMCHEL B R I

HER 1. B R R

1)EFMCH |, i#Z#EPolicies > Security Policies > Decryption.

= Policies
Monitor
Security policies
E;_E.' Insights & Reports 3
Access Control
# Events & Logs -
Intrusion
E"E Insights & Reports P
ldentity
Manage I Decryption
L'T/ rallcies I Prefilter
:' Objects Malware & File

7 BlDecryption Policy

2)#&2 — T Create New FHIEE , A% EZEDecryption Policy(Rule-Based),



Decryption Policies (e ot (TR ©

Dacryptian Palicy

Decryption Policy (Rule-Based)

There are no decryption policies yet.

2 7 RO A R R Y R R SR

NEERBRANFHRZRBE I EZBANERE (WMREE ) |, A% — T Outbound Connections(User
Protection) B & 218 , UEBRRFERMAFSMRE ( EHF0EF ) FrEMDecrypt-ResignIh g

o

Craate Decryption Policy

ﬁ.va;m,-uc-.;n I Blecking ¥ Decryption Exclusiens

poboy Byps nd carificate Based on TLS wedion and
crifsna vl

B A decrypiion policy is net nequired by Gnly pericem appication of URL disoovery; instead, you cam use TLS 1.3
Sorvet idemity Didctreery o [ SCC844 ool paadety.

Hamas =

T ————— ‘___,_._-—l—-"—-

Deseription

Ceecryphiom Podoy Tor Actve AutherBcabion

uAbound Connes lmd [ et nboursd Connedbzns

o
. —~ o ! - Il
Irvteanal CA Dererrsdzad
R Imiemak-Lab-Ne. B = Mo nerwevis/ports assockfed

| internai-Lab-Metwork-CA o

& Creats Haew ~
Cancel Skip

B H i E R R B S A

A)fEE —HEREEFNEA THEEPRIFENERANAICA, 8 "Nexts (T—F ),

SRBFEEEHERER,



Create Decryption Policy ®

@ Policy Details ————————— ° Blocking 3 Decryption Exclusions
Enber nam, description, choose (Oplicnal) Configune lociing [Optional) Configues exchusions for
policy type and Cenifoales Eaiad on TLS varsion and S Bound £onneclions.

certificate status

FJ Block inbound and outbound connections based on TLS version

We recommend Blocking the following because they are not secure,

FHVED ® TLEVLD X TLEVLY X

|| Bloek inbound and sutbound connections bazed on server certificate status

We recommeand Blocking the fcllnmng becauwsa thay are not secure.

Invalid Signature X Explred Mot Yot Vakid X

e —

Cancel Skip Back
—_—

B E & 2 R EE

6)EAFIF | EATERE , BFFEMPolicy DetailsBr#h, 3 — T Create Policy5E 5K Bl B EE,



Create Decryption Policy ®
|1} Pelicy Details @ Blocking o Decryption Exclusions
Erder name, description, choose Opticnal) Configure blocking {Opticnal) Configure exciusions for
pabcy typa and ceitificaios based on TLS version and outbound Conneckions
CatD SLaLE
Decryption Exclusions

[7] Bypass decryption for sensitive URL categories

In many arvircnmants, corain categories of websies are not inspeciad for regulatory, compliancg of privacy reasons. Customize the Est
badiorey 1 By paes inspaction for designated categories
MNote: WAL Liconse is Required

URL Categories: Finance Online Trading = Health and Medicine

Bypass decryption for undecryptable distinguished names

Eypass decryplion based cn Cisco’s Bst of known undacryplable distinguished namas
Motec  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
chuid decryplion 1o fal fer ungupported distinguished namos

& 56 Distinguished namas included ~

Bypass decryplion for undecryptable applications

Cestain applications are not supported for decrypton due 1o a varety of reasons {certilicate pinning, client certificale authentication, and

£0 cn). Thit option bypaiies decryplion based on CHoa's it of known undecryplable applicalicns

Mote.  This optson is selected by default 1o allow tralic which cannot be decrypbed to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

& 50 Applicatsons included

Intelligent Decryption Bypass

|| Bypass decryption for very low-risk connectiens

Byparid decryplion Toe vy low=ridk cliams connecting 16 trugled serverd,
Mg Do ot decorypt tralfic for very lowe-risk clents conmocting to trusted servers, based on the threat confid

Cancel | Skip | Back Create Policy

HER 2: B B R KRG AR R

NEEEERTERFUNBERBNRRMR. EREBMANKAUTTEENRE , FI0KRAI3 (51H
RBEZBENFADBEOEE ) MHRAIG ( €|Fﬁﬁﬁk5ﬁﬁ$?§ﬁﬁﬂgﬁﬁﬁ‘ﬁ ), BESRATTH "HRE —
EN#EE) B#F. GLARENERRETURBEEETES N, BARERT , TEEHE AR AW
TREfE ADo Not Decrypt,

TreSAzure Z M BRERBRERZNETRE , ALER/ERYERARA, E—T+ Add RuleBish

o



active-auth-decrypt-pelicy

Docrypon Polcy 1o ACtive AUThontcaion

Rules  Trusied CA Conificates  Undecryplabio Actions  Avanced Satings
Sourcs Sousce Dasy
L] Harsa Iones ki Hetwarks Hetworks

Adeministrater Rulos
This category is emgtly

Sandard Rules

3 B pute-Rule-Undecrypt

B Arn- M- Uncecryptatd

7 B At Mgle-nigrmal-Lg
Root fules
This cabpgaly i amply

Dedault Action

MERALBERERARRUNBEZMGR

VLAN

Tage Usars

Tags: undecry any

Applicatio.,

+ Mo Category & Add Rule L Seaech Rudos

Seurce Dot Parts

Ports Categories  H5L

Action

& Do nat
deerypd

-]

DN ealaction

-]

B Do not
decrypt

& Decrypt -
Rasign

Do not descirypt

2) A ¥T#YDecryption Policy ruleXE 7 Bl —{E& & , #EAction ThIiEE HiE#ZDo not decrypt , I
AREFKERBNERRA L, EERF/EEERSNE - SHE/NRAEER,

Add Rule

V|Ga

Name Insert

|- Azure-Auth-Service-OND | E Enabled | above rule
..hl:liun K .

[ B Do nat decrypt v | X
Zones Metworks WLAM Tags Users Client Threat Applications
—

Available Tones

Q) Search by name |

Paorts

Category  Certificate

Source Zones (1)

DN CertStatus  Cipher Suite  Version

Destination Zones (1)

Logaing

Inside_Zone

lﬂutsldc.func

Add to Source

Inside_Zone
Outside_Zone
DMZ_Zone

BB EZ SRR

Cancel

JEHEMAIZE , #H— T ApplicationsEE , BEXE—TAzure FHBEBRBEEAER. &—T

Add to Rule , R#& & —TAdd,



Add Rule ®

Name Insert
[ Azure-Auth-Service-DND l 8 Enabled above rule - ] [ 3
Action
[ & Do not decrypt w |
Zones Networks VLAN Tags Users Client Threat Applications Poris Category Certificate DM Cert Status  Cipher Suite  Version Logging
Application Filters (= Clear All Filters ®  Available Applications (2] O Selected Applications and Filters (0]
[D.ﬁeaﬂ:htq,rname l [Qa:uma & ] any
~ Risks [Any Selected) B [ auapps matching e fier
D Very Low 809 Azure Are o
D) Low 75 Azure Authentication Service o
) Medium 2239
) High 1823
) Wery High 609
~  Business Relevance (Any Selected)
i At | o
r ] S
Cancel
WiEAzure B R R AR A
4)#&— T Save,
active-auth-decrypt-pelicy You have unsaved change
Decryption Policy far Active Authentication
Rules  Trusted CA Certificates  Undecryplable Actions  Advanced Settings
+ AddCategory + AodRule | C. Search Rues ®]|
Source Dest Source Dest VLAN Source
il Zonas Zonds Hatwarka Hatworks Taas kil Applieatio.-  porty PmPorls (Cotgories: i
Standard Rules
a My 1 My py ] ey T an e e A 20
any any any ary any any any any any any t Q R g n
3 @ Azure-Auth-Sorvice- Inside_Tone Outside Ton any any any any Azure Authart any any sy any :::: 20
Efed L

HER 3V B KK

1)i#&##Policies > Security Policies > Identity SA 2 37 Identity Policy.



= Policies * X

Monitor
Security policies '
K_E Insights & Reports »
Access Control
# Events & Logs >
Intrusion [
H.;E.' Insights & Reports > [
' ( Identity i
Manage Decryption v
@ Policies Prefilter
BY B R

QBB F DKM | RER— THEH R,

Compare Policies m

Identity Policy Bomain Status Identity Mapping Filter Last Modified

= 's creabed. Add a new policy *

RN SO RERE

NAMBORBIWEBMRA (MREH ). #—T "Saves o

New Identity policy @

Mame
[ active-auth-id-policy ]
Description
Identity Policy for Active Auth ]
Cancel
R B D KRG

HER 4B E S0 REEHR A



1) — T +# 8 B (Add Rule)# B # &R Al

active-auth-id-policy
Idenify Folcy for Actve Auth

itity Wlaggng Filer O

Hru Hurs 1 ek
P Bilive Autteriaation
t Add Categoey t Add Rule Search Bulon
§ Hamg Sowce Toner Dot Torms = Dot VLAN Taga Source Paris Dot Porte e adrs Actean Auth Protecol
Hetwarin Metworks

Acdrvdnd siraner Rubes

Standard Ruley

HEH A S 0 KRR R

2)AFRAWmEEE , RAction T HIRE i iEActive Authentication , IE#E/N B4 B LB F BEAAT
Active Authentication®9 4% & [2 15/ 3E & E ,

Add Rule

Mame Ingert

¥ Enabled into Category - Standard Rules -
Action

Active Authentication Realm: MNoreaim  Authentication Protocol: HTTF Basic Exclude HTTP User-Agents: MNone

Zones Metworks VLAN Tags Ports Realm & Settings

Source Zones (1) Destination Zenes (1)

Available Zones O

P
Add to Source

Inslde_Zone
Outside_Fone

DMZ_Zone

Lancs m

BEEE S HRERRRE

3 —TAddz &l , R AIREEF AL — TRealm and Settings B, WFRE RSB E B EE
WRASHBRBEE , RBE—TAd



Add Rule

Mame Ingert -
| Active Auth |0 Rule J u Enabled into Category w [ Standard Rules bl
Action

| Active Authentication - | Realm: azure-entra-samd (5., Authentication Protocel: SAML Exclude HTTP User-Agents: MNone

Zones Metworks VLAN Tags Parts Realm & Seltings

Authentication Realm *

azure-entra-saml (SAML) v

[ Use passive identity if available.
Active identity realm is going to be used as a passive identity realm

Authentication Protocosl

FHTTP User Agent Exclusions

Cancel
p= Ein—1
BB 5 1073 R 89 sE I A ER E
jocy j:z'i —_ r
4)FB W ELER A, T FSavel o
ﬂcﬂ\fﬂ-ﬂuﬂ'\-Id-pO“w You have unsaved changes m
I3pnuty Palicy for Actve Auth
Identity Mapping Filter @
Haong » . Haw it woaks
Rules Active Authentication
+ Add Categery + Add Ruls O Saarch Mules )
Source Dest
& Name Sowrce Zones  Des! Tomes Matworks s VLAN Tags Source Ports Dest Poms Rualm Action Auth Protssol
Adminisirater Rules
This cakegory ks emply
Standard Rules
1 Actiee duth ID Rule nside_Zone (Ro Ouwiside_Tone [F any any any any vy agure-enira-san Active Authentication SAML ¢ 0

Reot Rules

This cabegory is empiy

RESORBRAES

L ER 5:BC 5 5h 2 I SR B

1)iZ#2Policies > Security Policies > Access Control , A% BiZFTD 2 B ZI#YAccess Control
Policye



= Policies = x

Maonitor
_ Security policies
Z¥  Insights & Reports >
(hccess Control )
& Events&Logs >
Intrusion
F:E Insights & Reports >
Identity '
Manage Decryption
Gj Policies Prefilter
SRR FIREEE

Q)RR AEFNESRPEEREE R C AN BRI R,

&, Return to Access Control Policy Management

w'lab-net-acp &

L Packets -+ & Prefilter Rules - {:} Decryption |+ @ Security Intelligence —+ {:} Identity + @ Access Control

0 sea Total 2 rules
[ Q Type to search Decryption Policy @ j

Decryption Policy

(] Name iy active-auth-decrypt-policy Edit 2

MNetworks Za

C] + Mandatory 2 rules (1- 2) a Enhanced application and URL detection @

O 1 Inside + DMZ (Dt il

1R 2 R e PR R A B R 422

R EL RTEEN B DRI LA R IRH M, RIFREER,

You have unsaved changes [ Analyze ] [ Cancel
{:} Identity |+ @ Access Control 2 More Assigned to 1 device

[ A ﬂ;ﬂ e
" Identity Policy @ ~ == 0N | Add Category Add Rule

Identity Policy Destination

- I| active-auth-id-policy Edit” W ] Applications
Metworks Ports

& B 10 SR G & A A RA R 12 5



HERFEANEFRENTHREBEEXNDIETEIBSFNREBREBRZ 2 ABHRA, WEER
HNRPIERGEERERENBERERAULE.

Source Destination

Mamie Aetion Applications
Zamn Hatwarks Zoneu Hatwarks Parta
w~  Mandatory = .
1 Inside -+ DMZ [ONS5) Al s Inside_Zone 4 BMZ_Zone ONS
2 DMZ-Inside + Outside Ao & DIZ_Zone A Cutside_Zone

o Ingida_Ton
w Dafault (M

EREERTERERAE

FROKEEREINIDNZEHNRBEE

P

HBEE K BEERENFFHZEEMicrosoft B ABERT , SMEMEHAzure Entra#l T8 5 95

o

ERLERHENEENEMS T  F2RATHEHEE (EHIMEEFF ) 237 Microsoft Azure
AD(SAML)$EHE, — Z & . FMCE B EIER10.xF M 4B,

ERAAEAR , HYETEEREST EREE.

GUI
REFMCHIEAESHNED :

« #E#Integrations > Users > Active Sessions,

aliali,  Cloud-delivered Firewall Management Center L

Cisco integrations | Users | Active Sessions CL saarch £ c Oa @

@D Switch to legacy Ul
e =. [ S 5
e (2 Showing the 1 and only seseion |£,‘u] IaatEasa
BF  Insights & Reports
Login Tims RealmiUsemame Last Seen + Authentication Type Curment IP Sossion Duration Realm Usernams
T Events klogs d [0 2026-10-07 021002 ptve-pc 2026-10-07 0210102 Active Authertication 1 min 40 sie azin-anira-saml COptive-Ortak-use

Msnage

FMCEB &5 H


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication

« ##Integrations > Users > User Activity,

abal Cloud-delivered Firewall Management Center
CIE0  negrations | Users | User Activity

(@ Showing all 2 activitles 4

¥ Insights & Reporis O
L) Time +

Q soarch

Evant Replm Disgavery

& 00O @

WD) swich to legacy 18
i
Lawt Y hour =
jon Type 1P Addegss Ftart Pory

& EvenisdLogs HE-10-07 0210102

]
[0 028-10-07 02:10:00

FMCfE F & & Bh i

EAzure £ , EffiRIMicrosoft EntraBZ B :

- EFiZEnterprise Apps , ES/Z—TEANER,

Microsoft Entra admin center

ﬂ‘ Home

i
% Favorites

f
> EntralD
@ Overview
R Users

{
2 Groups
&5 Devices
3 Agents

I Enterprise apps

| B App registrations
é)‘g Roles & admins
& Delegated admin partners
&  Tenant governance

Azure EntraB 2 /b 3 FE F Efi

- E#EActivity > Sign-in logs.

Home > Enterprise applications

() Search resources, services

Anctive Athentication

Active Authesntication

=== Enterprise applications | All applicatic

Overview
© Overview

#< Diagnose and solve problems

Manage

is2 All applications

&> Private Network connectors
Z* User settings

BH  App launchers

1

m' Custom authentication extension

Security

= Conditional Access

@ Consent and permissions
4

Application policies

-+ New application OR

View, filter, and search applica

The list of applications that ar

| O |captive- |

Name T, Obj

&  Captive-Auth... efd:



Home - Enterprise applications | All applications - Captive-Auth-SAML
) Captive-Auth-SAML | Sign-in logs
Enterprise Application

& 1 Download ~ 5} Export data Settings /2 Troubleshoot () Refresh 52 Manage view a7 Got feedback?
#. Diagnose and solve problems

=) Want to switch back to the legacy signin logs experience? Click here to leave the preview.

Manage - ~ -~
Y Add filter / Show dates as: UTC ) | Date range: 10/7/2026 - 10}'?;(2026\;' Application contains
A s
! Properties . : . a
8 Owners User sign-ins (interactive) User sign-ins (non-interactive) Service principal sign-ins Managed identity sign-ins

» Roles and administrators

Bs

Date | Request ID User principal name Application Status

£ Users and groups

3 single sign-on 2026-10-07T06:10:02Z captive-portal-user@...  Captive-Auth-SAML Success

3 Provisioning 2026-10-07T06:10:01Z captive-portal-user@... Captive-Auth-SAML Success

© Self-service 2026-10-07T06:10:012 captive-portal-user@... Captive-Auth-SAML Success
Custom security attributes 2026-10-07T06:10:00Z captive-portal-user@... Captive-Auth-SANL Success

Security 2026-10-07T06:09:59Z captive-portal-user@... Captive-Auth-SAML Success

®& Conditional Access 2026-10-07T06:09:58Z captive-portal-user@... Captive-Auth-SANL Interrupted
2026-10-07 & g il - b ve- -

f. Permissions 2026-10-07T06:09:52Z captive-portal-user@... Captive-Auth-SAML Success
2026-10-07T06:09:512 captive-portal-user@... Captive-Auth-SAML Interrupted

@ Token encryption

2026-10-07T06:09:29Z

captive-portal-user@...

Captive-Auth-SAML

Interrupted

Activity

3) Sign-in logs

4l Usage & insights

Azurett £ERAREXENEEBAE

CLI

« EFTD CLI% , A LA E BIBASAML AR HIHEEE P S EFEMBN BT EA

<tfroot>

>

debug nmenu captive-portal 6

SAML passed requests captive-portal 14

SAML failed requests captive-portal 0

SAML passed responses captive-portal 4

SAML failed responses captive-portal 0

Total captive-portal bee-client messages processed 4
Total captive-portal bee-client messages successful 4
Total captive-portal bee-client messages failed 0
Total bee-client reconnects 0



¢ 2 D AR
MHBPI S AR

- system support captive-portal-debugds s Al AAFTD, B RMAIBARRR , Wi &k b
WERRE S , UEBBRFAHERM P RE,

<{froot>
>

system support captive-portal -debug

Enable firewall-debug too? [n]:

y

Enable identity-debug too? [n]:

y

Please specify an IP protocol:

tcp

Please specify a client IP address:

192. 168. 20. 200

Please specify a client port:

Please specify a server IP address:

Please specify a server port:

Enable dag-debug too? (WARNING: current packet debug configs and logs will be overwritten) [n]:
Monitoring captive_portal and firewall and identity debug messages

Basel i ne output pending user Captive Portal authentication

iéé.168.20.200 53650 -> 198.51.100.1 443 6 AS=0 ID=1 GR=1-1 match rule order 1, id 1 action Captive por
192.168.20.200 53650 -> 198.51.100.1 443 6 AS=0 ID=1 GR=1-1 didn't find active binding, initiating capt
192.168.20.200 53650 -> 198.51.100.1 443 6 AS=0 ID=1 GR=1-1 captive portal authentication started

192.168.20.200 53650 -> 198.51.100.1 443 6 AS=0 ID=1 GR=1-1 defer trust until captive portal redirect i

192.168.20.200 53650 -> 198.51.100.1 443 6 AS=0 ID=1 GR=1-1 Current state = S_INIT, Event = EVT_CP_RULE

Captive Portal probe intercepted and redirected to SAML | dP (generate_204)



192.
192.
192.
192.
192.

192.

168.

168.

168.

168.

168.

168.

20.

20.

20.

20.

20.

20.

200

200

200

200

200

200

53659

53659

53659

53659

53659

53659

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 AppID session with service_id: 676, url: htt

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 Current state = S_PENDING_USER, Event = EVT_

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 app event changes: service, client, host, ur

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 using ipv4 address 192.168.20.1 for redirect

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 encrypted redirect url: https://ftd-inside.e

198.51.100.2 80 6 AS=0 ID=1 GR=1-1 Current state = S_REDIRECTING, Event = EVT_F
identity binding created

SAM. aut henti cation conpl etes,

192.

192.

192.

192.

192.

168.20.200 54023

168.20.200 54023

168.20.200 54023

168.20.200 54023

168.20.200 54023

->

->

->

->

->

198.

198.

198.

198.

198.

51.

51.

51.

51.

51.

100.2 80 6 AS=0 ID=2 GR=1-1 looked for user_id with realm_id 2 auth_type

100.280 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames

100.2 80 6 AS=0 ID=2 GR=1-1 IdentityFlowSetupEventHandler Retrieved iden

100.2 80 6 AS=0 ID=2 GR=1-1 New firewall session

100.2 80 6 AS=0 ID=2 GR=1-1 allow action

Aut henti cat ed bi nding persists across subsequent, unrelated destinations (no further redirects)

192.
192.
192.
192.

192.

168.20.200 54024 ->

168.20.200 54025 ->

168.20.200 54026 ->

168.20.200 54027 ->

168.20.200 19935 ->

ERESNERF

198.51.100.2 80 6 AS=0 ID=2 GR=1-1 found active binding for user_id 0 usernames
198.51.100.1 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam
198.51.100.2 80 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 username
198.51.100.3 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

198.51.100.4 443 6 AS=0 ID=1 GR=1-1 found active binding for user_id 0 usernam

- ZENFTDLERIFERAE S OREERNIRR , F5EFTD CLILiE{Tsystem support firewall-
engine-dump-user-identity-data@ < :

> system support firewall-engine-dump-user-identity-data

Successfully commanded snort.

>



- EEREXCLIF , FAFTDRENAREEESREREAR , &
Ingfw/var/sf/user_enforcement/user_identity.dumpF R EREERNAR

<ffroot>

>
expert

admin@ftd:~$

sudo su

Password:
root@ftd:/home/admin#
root@ftd:/home/admin#

I's -lah /ngfw var/sf/user_enforcenent/user_identity.dunp

-rw------- 1 root root 5.6K Oct 7 07:51 /ngfw/var/sf/user_enforcement/user_identity.dump
root@ftd:/home/admin#
root@ftd:/home/admin#

I ess / ngfw var/sf/user_enforcenment/user _identity.dunp

::ffff:192.168.20.200:0 realm 2 type 8, username azure-entra-saml\captive-portal-user@onmicrosoft.examp
1:ffff:192.168.20.200: SXP initialized 0 sgt O
ABP values: None

A RERY R

SRR F R AR SRS



B ERETEORER , FRREERRE RN AR ERR,

TRREREFEFRIESRP , ABTEHRBEBTLZEIE

BBE  RRAERPEEXCA. LEBRTHEHBEBAMCABREREXZEIE.

Captive Portal "# T~ ZI{3] iR 8§

B EXFRAEREARARFERMAFK , T EXAFBELRURLIELUARE , eEHHEE
ARURLEE "2 AR -

A e R X :DNSAE M S DNSHEL & #5737

FRATE . EEEFIRECE T ANMBATAG SRR MEEDNSA RS, HEEE MR E A Y IREIFQDNAYARE
% , WA fAIARES A Rh R B RESHE S,

HHEIEA
- AXEBESHEFE (AEIMEEFF ) 2 7 Microsoft Azure AD(SAML)%EIH — FMCE Bl B8
10.x

+ AzureBfE R Y 1
- HiTZ EELX 4 - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/identity-realms.html#create-a-microsoft-azure-ad-saml-realm-for-active-authentication
https://learn.microsoft.com/en-us/azure/event-hubs/
https://learn.microsoft.com/en-us/azure/event-hubs/
https://www.cisco.com/c/zh_tw/support/index.html
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