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B IZ PR AR IE A (DIA)BERE ( Azure + FTDE P #1/70ER )

|bJeJ4g
(Link BGP IP

il Azure Gateway Destinations
BGP
AS B5515

Azure
VWAN
Active/Active

‘Zb‘Zzz

{configure as VPN Tunnel Destination|
Instancel - 198.51.100.50

Instance! - 198.51.100.60

Cinst-0 — -
s Lsp:gwm 21/30 - =

eBGP- — T
—inside

VPN: CKVWAN-SiteB-15P-2-Inst-1
Tunneld "ISP2-Inst-1" -~ 169.254.22.21/30
servers ey b ) _ _ _ BGP - — — — = =
Branch Site
{
b Pbag,
’89 (2] Bla. JS"I'—QO
(L;,-I.k 25422 P2 Choose addresses within Azure allocated APIPA Range 169.254.21.0 - 169.254.22.254
Sap, s ?0%2

FTD requires subnet mask on VTI for longest prefix matching/routing.
rl?s s) Azure only requires accounting of this address without subnet mask

E#EInternetiE N\ EEH#

=r, =

axX ;&

E1PEER - Azure VWAN VPN, B &

H B8 1: 23 Azure VWAN VPNIEE; ( IRISFTDEE )
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Instance0 - 169.254.21.22
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Microsoft Azure

Home . Cx-vWAN

Jz. CX-VWAN | Hubs %

" Wirtual WanN
|j—‘ Search | 4w + NewHub () Refresh
% Overview
|j-‘ Search for hubs by n... Clear all filters
B Activity log

%o Add filter
'QR Access control (LAM) 0

¢ Tags Hub Hub status

X Diagnose and solve problems H CX-vWAN-Hub @ Succeeded

[ ] a
«» Resource visualizer
~ Settings

&= Configuration

i Properties

£ Locks

~  Connectivity

‘@ Hubs

BERENERWANF O

2)#% — T Connectivity > VPN(Site to site) , %% — T+ Create new VPN site



() Search resources, services, and docs

Microsoft Azure

Home . CX-vWAN | Hubs . CX-vWAN-Hub

E‘ CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
2 Search 2 4 Download VPN Config |-}| PacketCapture [i] Delete gateway ( ) Reset gateway [ Monitor Gateway -
& Overview < Essentials
w Connectivity Gateway configuration
' VPN (Site to site) NAT Rules
A ExpressRoute VPN Sites  Metrics
&' User VPN (Point to site)
> Routing £ Search this page | Clear all filters
> Security Hub association : Connected < % Add filter
» Third party providers VPN Sites (0
> Monitor
Check active fillers when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.
+ Create new VPN site & Connect VPN sites ﬁg Disconnect VPN sites D Refresh
Page: 1 W
Site name Tl Location TL  Cloud
Mo results
BT HTHY E BEWAN Y B

et - BERRPSEMA T HENE B HARBMILIHE,

VELEMUPWMAE. TRE , H—TT—F : EE>UEBE,



Home : CX-vWAN | Hubs » CX-vWAN-Hub | VPN (Site to site)

Create VPN site

Basics

Project details

Subscription

Resource group * N

Instance details

Region * v
Name * Dual-ISP-Site
Device vendor * Ciscor

Private address space

ﬂ You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

.

Next : Links >

ERVPNILRE ERE

A AFIENEREEN, HEBGPHut FHERASNE AZIFREBGPSE3E B Etb it ME BB
vh BEBRIE T B BB MY 0 2 i L BGP ASHRTR. HEEXBGPiHbit = 2 E M /0 F A bk 22 B F 8/
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B TRERZENE , MREREEE TS EZNERZBGP UL, EEIPHI/TLREFHA

(FQDN) 22 X ik B R BRI/ ZRZTESE 3B B 2Pt |, Ut REREIPR S
(IPsec)/Internet & @ XM AR 2(IKEV2)BRFI L FEN. E—T 'T—F : EF+EU>,

~
Mist : R EfE(EAEE169.254.21.080169.254.22 2550 B3 E b3t |, SEERBIREEN

AzureX 18 : EEBGP APIPAiE,



https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config

Create VPN site

Basics  Links  Review + ¢

Link Details (O
Link name Link speed Link provider name Link IP address / FQDN Link BGP address Link ASN
1SP-1-Link 1000 ISP1 169.254.21.100 65532 e
I15P-2-Link 1000 15P2 169,254.22.100 65532 e

o You can also work with a Virtual WAN partner to create multiple sites simultaneously. Learn more.

[ Previous H Next : Review + create > "/

[HAE SRR

SYEREARSTEHRE , #— T Create,




Home : Hybrid connectivity | Virtual WANs : CX-vWAN | Hubs > CX-vWAN-Hub | VPN (Site to site)

Create VPN site

@ validation passed

BdsIls LINKS REVIEW + Credile

The hub will be created under the same subscription and resource group as the vWAN.

Basics

Region East US
MName Dual-ISP-Site
Device vendor Cisco

Private address space

Links

Link name ISP-1-Link
Link provider name ISP1

Link speed 1000

Link IP address / FQDM

Link ASN 65532

Link BGP address 169.254.21.100
Link name ISP-2-Link
Link provider name ISP2

Link speed 1000

Link IP address / FQDN

Link ASN 65532

Link BGP address 169.254.22.100

0 You can also work with a Virtual WAM partner to create multiple sites simultaneously. Learn more.



AR A S FTHI VPN L 2

6)FEEVPNIE B E R |, EfEIVWAN HubBl &,

Home
» VpnSiteDeployment | Overview
Deployment
|/’-‘ Search | FR [i] Delete (- *t" Redeploy + Download () Refresh

o Overview .
@ Your deployment is complete
Zl Inputs

Deployment name : VpnSiteDeployment

i= Outputs Subscription

R Template Resource group

> Deployment details

" Mext steps

Go to resource

EEWANR BB EE

I 1 vWan = .

All (99+) Services (3) Resources (1) Filters +4

vity
Resources (1) See all
ﬂl CX-wWAN Wirtual WAN
EHWANESEH

B2 2:Fit BAzure APIPAEEI 5| &1

AzureFE E¥§169.254.0.0/16 IPv4ith it Z2 B A AT B BIAA B IPE UL (APIPA) b 3 E T BB E

1)3&if Connectivity > Hub# ABRAEH D,



Microsoft Azure

Home . Cx-vWAN

% CX-VWAN |Hubs

" Wirtual WaN

|j—‘ Search | 4w + NewHub () Refresh
% Overview

|j-‘ Search for hubs by n... Clear all filters
B Activity log

%o Add filter
'QR Access control (LAM) 0

¢ Tags Hub Hub status

¥ Diagnose and solve problems H CX-vWAN-Hub @ Succeeded

. Resource visualizer
~ Settings
&= Configuration
il Properties
£ Locks

~  Connectivity

‘@ Hubs

Bin B EEWANSOELR
2) B X Efi BlConnectivity > VPN(Site to site) , A% BhiZGateway Configuration;B §#1%,

- CX-vWAN-Hub | VPN (Site to site)

Virtual HUB

|. £ Search X« J Download VPN Config || Packet Capture [i] Delete gateway () Rese
2. Overview /~ Essentials
v Connectivity Gateway configuration : 1 scale unit - 500 Mbps x 2 (View/Configure)

ﬁ' VPN (Site to site) NAT Rules : O NAT Rule(s) (Edit)

A\, ExpressRoute VPN Sites  Metrics

&+ User VPN (Point to site)
v Routing ‘ £ Search this page Clear all filters

[¥] Connection Policies Hub association : Connected < +? Add filter

B haeas VPN Sites (D

Access Gateway ConfigurationiB & #&



) AIEREE R mEEVPNIBEE, EVPNAEEESIEOMVPNBREFIE1T , W AMEM — B EHBGP
IPi#bt | EM{E it 75 E BiBIPsech2 EHVBGPH EN SEHIENIMEIP, MREBREZEEHAEDE
BAPIPARIL , ERMVEN ., EEBPeer Address Bz , 8 ABGPHEIP , UERRFTDR)E
Azurefi|TE, MR IEEFEAAPIPAEL , Azure 2 ERFEAFTDEILBGP , HtFTDEEHFEA
Azure £ S {ERZE L EZeBGP#E,

BHAE2EEEEREEEE ; S/EISPHEE £ —F&FInstanceOFInstance 1 HIBEE ; #5TH T1E
IPsech&& , FEAzure IMEFTD ISP HE 2B EBEBGPHERIZ,

ELit KARME—N , ERERT , S EESERER/S0FRAPHNE ZEMRE —EE#itb it
HFTD EERIEABER, BEE®R , #— TEdit

Mist : iR EfE(EAEE#169.254.21.080169.254.22 2550 B3 & b3t |, SEERBIREEN
Azure X 1&g : JZIZBGP APIPAM 3t



https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config
https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-aws-bgp#apipa-config

Edit VPN Gateway X

A Site to site (VPN gateway) enables you to connect VPN sites to a hub,

AS Number (O
65515
fout
Gateway scale units * (1)
lewi

1 scale unit - 500 Mbps x 2 W

Routing preference (0

®) Microsoft network Internet

VPN Gateway Instance 0

Public IP Address (0

Private IP Address () 10.2.0.4

Default BGP IP Address () 10.2.0.12

Custom BGP IP Address (0

169.254.21.22 [il] ==

169.254.21.2 [il] ==-

Peer Address -

VPN Gateway Instance 1

Public IP Address @
Private IP Address (1) 10.2.05

Default BGP IP Address (O 10.2.0.13

Custom BGP P Address (1
1692542222 i we

169.254.22.2 @[ “ae

Peer Address %

ﬂ Updating a hub can take 30 minutes or more. Learn maore,

{REEVPN#EE B E&BGP Pt

%



MYEE : IEMAzureFfiiE i , ERLIRE e FE R0 ERERKE,

S B2 3:fit BAzure VWAN Site VPNB| &

1)#EAzure VWAN Hubfi & 9 Connectivity > VPN ( SHEEZIVEES ) BEE L |, 32— TXEUEBRHuUbRIE
D EARIBIR AR R BT B Y VPNIE B,

Microsoft Azure (), Search resources, services, and docs ((

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
| &2 Search &« - Download VPN Config L Packet Capture li] Delete gateway () Reset gateway 4 menitor Gateway -
“E Overview -~ Essentials
~  Connectivity Gateway configuration
E§: VPN (Site to site) NAT Rules
A ExpressRoute VPN Sites  Metrics
& User VPN (Point to site)
> Routing 4 Search this page | Clear all filters
> Security Hub association : Connected *7 Add filter
» Third party providers VPN Sites D
»  Manitar
ﬂ Check active filters when searching for a VBN site. VPN connectivity status might take a few minutes to refresh.
AR BERB IR

BFRITHEHNVPNIERZ BB G , RRFEZBERVPNIAR.



i CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
J Search X« L Download VPN Config || Packet Capture ]E Delete gateway O Reset gateway EE
‘# Overview /~ Essentials
~ Connectivity Gateway configuration @ 1 scale unit - 500 Mbps x 2 (View/Configure)
B¢ VPN (Site to site) NAT Rules . 0 NAT Rule(s) (Edit)

A, ExpressRoute VPN Sites  Metrics

& User VPN (Point to site)

o . o
~ Routing A Search this page Restore previous filters

(I¥] Connection Policies T Add filter

VPN Sites (D

B Route Maps N Sites (0
Routing Intent and Routing
Policies

Check active filters when searching for a VPN site. VPN connectivity status might take a few mi
() BGP Peers

& Route Tables

ED Effective Routes —+ Create new VPN site & Connect VPN sites ;s«q Disconnect VPN sites O Refresh

v Security Page: |1 V

‘ Azure Firewall and Firewall

Site name Tl  Location
Manager

&' Dual-ISP-Site

~v Third party providers

EARVPNYE B e

J)EEFTFEN AL A EIR(PSK), LBBIE — T Custom I #LRIFE BFT FE M IPsecs| #. ERELR
 , FMC/FTDELE L HELIPSecE| B AILE., EffF , R —TER.

S

K5 : FTD/FMC 6.75R B B BDiffie-Hellman(DH) B 4024 % 12,



Connect sites X
Virtual HUB

Security settings

Pre-shared key (PSK) l sssssssssssssins

Protocol (ke JEED)
IPsec © N custom )

o When using custom IPSec/IKE policies, please ensure that the custom settings are
appropriately configured on the on-premise device for both initial tunnel establishment

and rekey.
SA Lifetime in seconds * (O 27000
IKE Phase 1 (D Encryption * Integrity/PRF * DH Group *
GCMAES256 ~ SHA384 v ‘ DHGroup14 v
IKE Phase 2(ipsec) (O IPsec Encryption * IPsec Integrity * PFS Group *
GCMAES256 v GCMAES256 NONE
Propagate Default Route (O Enable Z'
Use policy based traffic selector (O
Configure traffic selector? m
Connection Mode (@) { Initiator Only ~ Responder Only:}

These sites will be connected to the [CX-vWAN-Hub] hub.

Site name Tl  Region ™
& Dual-IsP-Site eastus
//

FEELA &R MIPsecs| &

4)FEFEVPNIA RAERTE B A 2 5E Ao



Notifications X

More events in the activity log - Dismiss all v/

@ Successfully created VPN connection X

Successfully created VPN connection ‘Connection-Dual-ISP-Site'.

a few seconds ago

SEVPNL BB R RE
SR 4.1 VPNUG BLELE 678 _E RO MR B E&BGP APIPA

DRIF "VPN ( B RIUEE ) o B , S "Connection Provision status I8 RERIh , EAH
B —T &R | I AL 5F&E R — T Edit VPN connection to this hub FHEEE,

=+ Create new VPN site & N 50 Disconned t VPN sites O Refresh
Page: |1
Site name T.  Location T4 Cloud provider T4 Connection Provisioning status T,  Connectivity status L
B & Dual-isp-site eastus @ Succeeded 4 Nof 5 ;
@ _ & Edit VPN connection to

this hub

i Delete VPN connection to
this hub

+ Download VPN site
configuration file

B 7% AR AR 2 A A BB VPN AR

2)¥%— T BABLELink Connection 1(ISP1)3t X A i F #Y Pre-Shared Key(PSK) , lRR&Z—T
Custom BGP IP Address3Zi2HIEnablet]#fiz4l |, AW ¥ RAE R AFTDAE K HIBGP IPEREN AZEEEE
B ZIPH#s 1t W7 B BY/30 FHBAY I 6R =4t it

EZE L | ISP1 VTI Tunnel1ElAzure InstanceOfy it 31t 99 Bt £169.254.21.1/30 , EFTD LR IEHE =
{@ISP1 VTI Tunnel2 5413815 8B TIPA169.254.22.1/30,

2 —T TNext:Link Connection 2>#&#8ISP 288 5| &,

S



MiEE . B REFBEEFNWALNPSK , WERHIEZ—TAzure TALEE PRV H ZEPFSHEIEE,



Edit VPN connection

Basics Link connection 1

Link name: I5P-1-Link

Link connection

Connection status: NotConnected
Pre-shared key (PSK)
Connection Mode (D

Border gateway protocol (O

Custom BGP IP Addresses (1)

Link connection 2

@I oisable )

BEEREEEEE R RS

@ Initiator Only  Responder Only '_::

( pisable (LD

,\ Disable 4-”’//

Custom BGP IP Address

Instance 0 (O | 169.254.21.2 v
Instance 1 (D | 169.254.222 v
Use Azure Private IP Address (@ ves @D

Protocol (Kev2  IKEvt

Use policy based traffic selector (1)
IPsec @
SA Lifetime in seconds * (©

IKE Phase 1 (D)

IKE Phase 2(ipsec) (O

DPD timeout in seconds * ()

To change the protocol, please delete the connection first and then
create a new connection.

enable QI
( etault_ (LD

| 27000

Encryption * Integrity/PRF * DH Group *

| GCMAES256 | | SHA384 /| DHGroupl4 v |
IPsec Encryption * IPsec Integrity * PFS Group *

| GCMAES256 v

GCMAES256 | | NONE

:45

Review + create l

Previous ] I Mext : Link connection 2 >




B & — {i B E&BGPER EHY SEERE R

EEHHNWSE , WFEMLink Connection 2(ISP2 link) FHE A S8, TMR#% , & — T Create,



Edit VPN connection

Basics Link connection 1 Link connection 2

Link name: ISP-2-Link

Link connection : Disable

Connection status: NotConnected

Pre-shared key (PSK) @

Connection Mode (0 : Initiator Only  Responder Only
Border gateway protocol (O . Disable m
Custom BGP IP Addresses (D SIS Enable )

Custom BGP IP Address

Instance 0 | 160.254.21.22 v
Instance 1 O | 169.254.22.22 v
Use Azure Private IP Address (O Yes No

Protocol CKEv2  IKEVT

To change the protocol, please delete the connection first and then
create a new connection.

Use policy based traffic selector (0 ~ Enable :

IPsec @ Default (ETERLD

SA Lifetime in seconds * (O 27000

IKE Phase 1 (O Encryption * Integrity/PRF * DH Group *
GCMAES256 \ | | SHA384 /| | DHGroup14 v |

IKE Phase 2(ipsec) @ IPsec Encryption * IPsec Integrity * PFS Group *
GCMAES256 GCMAES256 Vv | NONE |

DPD timeout in seconds * (0 45

B B 8RB E R M B B EHBGPRE



4)Azure Ul WY B A FE = EFEBL B LA,

oo JEN - TR

Notifications

More events in the activity log —

=== Updating VPN connection

)N View

Updating VPN connection 'Connection-|
Azure E H{E 75 B 2R B &
SRS THRVPNUESEBERR

1)EAzure I IE —VPN ( WhREEIUERE ) EEYP  ERECEREVPNULHNSZABNERRER K AR
BETHVPNUEREEERRER,

+ Creste new VPN site & Cos VPN sit a7 Diseannect WP sstes () Rekrash
Page: | 1

Site name Tl Location T4 Cloud provider L Connection Provisioning status T4 Connectivity status
B 5 ouakise-sie eastus S Succeedad ik Not cor

MH 2 Edit VPN connectionte |
this hub

[i] Delete VPN connection to
this hub

4 Download VPN site
canfiguration file

THVPNIEME BERER

2)# — T Click here to download hyperlinko



ﬁ Download Site-to-Site VP... X

Dual-15P-Site

®) Createnew [ ) Use existing

ﬂ The file is ready to download

Click here to download 4+———

THVPNIEREEER

E2MEER - BLEFTDIAEHR BAzure VWANKY £ |SPIEAR

FBR 17 THOVPNEE

NBERTHNEERER , B RELIMJavaScript Object Notation(JSON)#E i, B HASERE AR
RPN REER—. WEAAFTDRERUEAETS.

S
MiEE : R THEEHN  ATHREER , S8HE TERYRNE/EYH,

BYEE : TEERPAISP-Link-1 JSSONYREFE R, XHFE K+ # & B 5% R RISP-2-
Link R R BB E.

"configurationVersion": {

"LastUpdatedTime": "2026-09-25T20:20:26.76584537",
"Version": "15221e61-4e2c-42f5-b9%9e4-96d674f5a9%a3"
3,

"vpnSiteConfiguration": {
"Name": "Dual-ISP-Site",
"IPAddress": "FTD_ISP1_WAN_IP",
"BgpSetting": {
"Asn": 65532,
"BgpPeeringAddress": '"169.254.21.100",
"PeerWeight": 32768



"LinkName": "ISP-1-Link"
"vpnSiteConnections": [

"gatewayConfiguration": {

"IpAddresses": {
"Instance0": "InstOIP",
"Instancel": "InstlIP"

}

"BgpSetting": {

"Asn": 65515,

"CustomBgpPeeringAddresses":

"Instance0": [
"169.254.21.22",
"169.254.21.2"

1,

"Instancel”: [
"169.254.22.22",
"169.254.22.2"

]
},
}
b

"connectionConfiguration": {
"IsBgpEnabled": true,
IIPSKII: IIPSKII’
"IPsecParameters": {

"IpsecEncryption": "GCMAES256",
"IpsecIntegrity": "GCMAES256",
"IkeEncryption": "GCMAES256",

"IkeIntegrity": "SHA384",
"PfsGroup": "None",
"DhGroup": "DHGroupl4",

"SALifeTimeInSeconds": 27000

FR 2. EEHEERBGPENRIRENE

FTD BGPi#2 THIBGPHMEHEER
Y FEEEBGP IP{ust KRB E R

RELSRE , RELWBERSE,

( EFTDWEES

1)E fii BlDevices > Device Management.

BRPERE ) &

FEERRAzureh BHE

B

Erh



ala.  Cloud-delivered Firewall Management Center
CIS€O [Devices | Device Management

== Devices =X
Monitor
: Device Management « | Upgrade
EI__E.' Insights & Reports b
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
HIE.' Insights & Reports &
i FlexConfig
Manage Certificates
Gj Policies »
. . — Show less
a8 Objects

!".m Devices

B BlFirepowerB B O LR EEEE

S
MiEE | REBRMEAE XA KGR S U(CIFMC)BR | ABRSHEEEEREAY

TREFTE,

QHMEBEMBAERLISPERN D X/ FVPNEERFTD,

[ Vi (L S WU I =

© CXvWAN-FTD-2
N/A - ROUTED

10.0.0

EERAREEMENFTD
3)#2— T Add Interfaces THLEE , A& IR — TLoopback Interface,

CXvWAN-FTD-2

Cisco Secure Firewall Threat Defense for AWS

Device  Interfaces Inline Sets Routing DHCP  VTEP

Virtual Tunnels [ 1 Search by name ] [ Sync Interface ] [ Add Interfaces + ]

Sub Interface

Interface Logical Name  Type Security Zones MAC Address (Active/St... IP Address PathMon... Vif Redundant Interface
. : . Bridge Gi Interf
Managemenlﬂio management Fhysical Disabled Gld ridge Group Interface
— . i Virtual Tunnel Interface
Ethernet0/0 I5P1 Physical Disabled Gig
Loopback Interface
Ethernet0/1 1SP2 Physical Disabled Gl

VNI Interface




AREMBRETE

AN ARENHEHNER |, BAREPEnabledZTEN S , AEE ALoopback ID, MMRFE | B A
Description. T #% , & — TFIPv4 H&,

Add Loopback Interface ®
General IPv4 IPvE

Mame:

[ bgplLo-15P1 1

Enabled

Loopback ID: *

[ )

{1-1024)
Description

bgpLo-15P1 Lo10

BB RE N EEAMIPv4 i iE

S5)i AIRE IPH#buE | it R A SIS BH BAzure PRI ISP1 3L BHERE Bl B A SEIKBGP IP#bit, It
IPAEISP1 LFTDFAzure5l 18 2 BB E K M EEBEHR LHBGPEFTIR.

S

MiEE . B A LAB| A 2 BT #EISP1#IvpnSiteConfiguration.BgpSetting.BgpPeeringAddress T &
A VPNE BJSONFH EZHE



Add Loopback Interface @

General IPv4 IPvE

IP Type:
[L.Iﬁ& Static IP w ]

IP Address:
[ 169.254.21100/32 ]

o9 MO2IEEI VIS5 255 255.0 or 1921681124

Cancel

& A IR [E |Pv4 i 1k 36 32Ok

6)TEULF 5l sh BISP2 BGPIREE & £ 7 % Fc-e.

Loopbackl0 bgplLo-ISP1 Loopb... 169.254.21.100/32(Static); Disabled Global

Loopback20 bgpLo-ISPZ  Loopb... 169.254,22.100/32(Static);  Disabled  Global ¢
BUYE—ENE=@ARDNE

7)fEFERE,

You have unsaved changes m m

BEFEYR
SR IBMEMBR/PER2EBEHR

)EEFMCHFTD VPN#A# LB & CE HIKEV2/IPsecEL & , 5E i EManage > Objects , TEEf
BERRBEVPN , ARER FEE, BB EEHIEEIKEV2 Policy¥ 32— TAdd IKEv2 Policy R
BL B IKEV25E 1P SR BE o



Paolicy List
Port
> Prefix List
Route Map
3 Security Intelligence
Sinkhole
SLA Monitor
Time Range
Time Zone
Tunnel Zone
URL
Variable
Variable Set
WLAN Tag
v VPN
Certificate Map
Custom Attribute
Group Policy

IKEV1 IPSec
Proposal

IKEV1 Palicy

IKEv2 IPsec
Praposal

IKEw2 Policy

Secure Client
Customization

Secure Client File

IKEv2 Policy

_'_'_ﬂ_,_,_.—ﬁ—”""' Add IKEVZ Policy Q, Filter

Internet Key Exchange (IKE) is a key management protocol that is used to authenticate IPsec peers, negotiate and distribute IPsec encryption keys, and automatically establish IPsec security

associations (5As). IKEvZ proposal, you can select multiple algorithms and modulus groups in one policy

Hame

AES-GCM-MULL-3HA

AES-GCM-NULL-SHA-LATEST

AES-SHA-SHA

AES-SHA-SHA-LATEST

DES-SHA-SHA

DES-5HA-SHA-LATEST

Uribrella-AES-GCM-256

BYHNIKEV2ERE R

Qe
a
Qs
a8
Qo
a8
Qi

Displaying1=7 of 7rows |{ { Page| 1 of 1%

2)BHHIIKEV2ER R B A B8 | iBIZPriority M/ Lifetime, BARBEMIFHNRMKETEMY, ME, B
FE#E B =\ (PRF)MDHABABPTEL, RIBEERAzure Bl B CEAEE X/ TE | ARIE—TAdd,

S

MIEE : #& 7] LAFEvpnSiteConnections[0].connectionConfiguration.IPsecParameters T~ £ £y

BlEERP oI HELRHRE

New IKEvZ Policy

Mama:*
—

Arure_IKEv2

Description:

Priority:* [1-85535]
Lifatime: seconds (120-2147483847]
Ly

2800

Available Algorithms

Imegrity Algorithms
Encryption Algarithms
PRF Algorithms

Detfie-Helman Group

MDS
SHA

SHAS12

SMAIR4
MULL

Selocted Algorithms

SHAZSE

oo (D



B IKEV2E B

JEMETTHKE , R— T Save(fE1F)o

Edit IKEv2 Policy @
Hama:*
[ Azure [KEvZ ]
Description:
| l
Pricrity:® [1-E5535)
G )
Lifetime: seconds (120-2147483647]
[ 3600 ]
Avallabie Growps Selected Groups
Integrity Algorithms 1 ] [ﬂj 14 ] |
Encryption Algorithms 2
PRF Algorithms 5
Ditfie-Hellman Group
15
L]
W
0

4)7£IKEv2 IPsec Proposal & & # fii EPhase 2/IPsec5| 8 , A% & — TAdd IKEv2 IPsec
Proposal,

- IKE2 Psec Proposcl v ]

Port 1Piac an ian with ERAKIMP, [k Gard i 0wl & particulad Fratest & s ficey, bn IKEvE IPS0s Propodal abiect, yo
Hash W are im DIII'II'H] IKEY nosgotistions, e poors Sohect B modl apdopiial ‘ﬂ'll'ﬂﬂi '||'I-i'| ach baperl
¥ P Lign

FEIFIKEV2R BE

Aoty Wag

¥ Securily Rhsllgence
Shnlchaole AES-GCM

Hame

SLA Maonitor AES-SHA
Tiers R
Do CES_SHA
Tiersh Tiruh
Umibrella-AES-OCM-256
Turrael Toni
LIAL
Variabie
Wariabls Sat
VLAN Tag
W WP
Corficale Map

Custiom Atinbabe

BYIKEV2 IPsechH



5)8n A IKEV2 IPsecZB I REEMNREREF —H. THE , B—T "Saveu .

Edit IKEv2 IPsec Proposal ®
Name:*
[ Azure_IPsec ]
Description:
| |
Available Algorithms Selected Algorithms
[ ESP Hash | | | [ Add | [ Aes-cem-256 o
ESP Encryption AES-256

AES-GCM-192

AES-192

AES-GCM

AES

3DES

DES

BIKEV2 IPsecBED R , REE—T/HE
TR AZEERBEENEVTI)

1)E i F|Devices > Device Management,




ala.  Cloud-delivered Firewall Management Center
CISCO  [Deyices | Device Management

== Devices =X
Monitor
: Device Management + | Upgrade
Ef;_E.' Insights & Reports b
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
Hj_E.' Insights & Reports &
i FlexConfig
Manage Certificates
@ Policies »
. . — Show less
a8 Objects

!".m Devices

B BlFirepowerB B O LR EEEE

QR EREMRBEAEREISPERN D X/EEVPNEENFTD,

[ Vi o VAW 1 S

® CXvWAN-FTD-2
N/A - ROUTED

10.0.0

BEARNKEEHENFTD

3)#% — T Add Interfaces FHRIEE , A& EE Virtual Tunnel Interface(VTI).

Device Interfaces Inline Sets Routing DHCP VTEP

Virtual Tunnels [ 21 Search by name ] [ Sync Interface ] [ Add Interfaces ~ ]

Sub Interface

Interface Logical Name Type Security Zon... MAC Address [Active/St... IP Address Path Moni... Vi Redundant Interface
- . Bridge Group Interface
Management0/0 management Physical Disabled Gl
Virtual Tunnel Interface
Ethernet0/o 15P1 Physical Disabled Gl ‘
BUERBENH

A ABEEH. BRIZEPEnabledBREVS R , B AName(MIRFEE |, iZFE# A Description) , 7%
$E W iESecurity Zone, ABIEMNERISPHRNE , MEVTITEREVTI, X AZVTIHAIRZE
IPsecB iRl BEE MNP, TREETOK,

p B 2EZEEBERERERAFTDMNAZUe EWANEZENBEVPNE BN ES T,



Add Virtual Tunnel Interface ©)

Tunnel Type

@ Static O Dynamic

Name:*

[ ISP1-Inst-0 ]

Enabled
Description:

For "CXvWAN:-SiteB-ISP-1-Inst-
| 0" VPN topology

Security Zone:

Azure-Spoke-Zone w

Priority:

0 1 {0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel Interface Details
An interface named Tunnel<ID> is configured. Tunnel Source is a physical interface where VPN tunnel terminates
for the VTI.

Tunnel ID:*
1 (0 - 10413)

Tunnel Source:*

Ethernet0/0 (ISP1) w [ Dynamic v ]

IPsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPv4 and IPv6 addresses accordingly.

IPsec Tunnel Mode:*

@ 1pva O Ipve

IP Address:*

(@ Configure IP l 169.254.21.1/30 J [ )

By EHBE T ERE



5)# RISP1MISP24T E LB E 3@ VT,

Interface Logical Name Type Security Zones MAC Address (Activel/Standby) 1P Address Path Monitering  Virtual Router

@ Management0/0 management Physical Disakled Global Q<

[@ ethernetojo I5P1 Physical Disabled Global &
Turninell ISP1=Imst-0 i} Azure-Spoke-Zone 169.254.21.1/30(S1atie); Disabled Global &0
Tunnel 15P1-Ingt-1 vt Azure-Spoke-Zone 160.254.22 1/30(Statle); Disabled Global &0

[ ethernaton 15P2 Physical Disabled Global &
Tunnel3 I5P2-Inst-0 ¥l Azure-Spoke-Fone 160.254.21.21/30(Static); Disabled Global &0
Tunneld I5P2-Inst-1 ¥l Azure-Spoke-Zone 168.254.22, 21/ 30(5atic); Disabled Global &0

Loopbackld bgpLle-15P1 Loopback 168.254.21.100/ 32 [S1atic); Disabled Giobal & C

E Loopback20 bgplo-15p2 Loopback 169.254.22.100/32(Static); Disabled Global &L

BEH b E B E S,

f)FERIZ— T Save AR EE X,

You have unsaved changes

RBEEX

S EBR 5:53%FIPsec VPN

1) EfEEE>R 2 EIR> 05 25 RVPNASD-WAN,

Save

Cancel




alalie  Cloud-delivered Firewall Management Center
CI5€0 Devices | Secure Firewall Interfaces

= Secure Connectio.. = x

Manitor
Site-to-Site VPN & SD-WAN
4% Insights & Reports >
Remote Access VPN
3 Events & Logs »
Dynamic Access Policy
;H Insights & Reports >
Manage
() Policies >
%= Objects
| 'ia Devices *
]

&  Secure Connections

& IR ik BT v B VPN SD-WANE 42

) — Tk P RER A VPN Topologylit BB iE#E , Hik— TAddRER,

Last Updated: 05:20 PM MAT Exemptions Add

O Select... / ') | Refresh

>

Mo WPM topologies are configured. Create a VPN Topology.

MIEMAVPNAEEE

) AIEMAzurefIIHOMISP1H % — ERZEEFE M A hEE . & —TRoute-Based VPNE ZE 1z
, A& L — T Peer to Peer VPNFHRER B, THE , #H—T "Create. o



Create VPN Topology ®
Topology name *
[ CXVWAN-SiteB-ISP-1-Inst-0
VPN Type
New - 7~
(©) SD-WAN Topology (®) Route-Based VPN (O Policy-Based VPN
. - .:_ N L . ! A SASE topology cannot
) i be selected because
Select VPN Topology Secure Acuiessi,nnl
Select VPN Topology Select VPN Topology U-nb-.r_ are not
@ 0® 2
Hub and Spoke @ Prerequisites
@ Peer to Peer
Prerequisites
J J

AL B E A B HATVPNIRER B

AE T |, iBENode AEE , REMEDevice FHIRE T/ |, ZFEXR R KAzuref& ILVPNBREH
FTD, BEH#HEBEMATANVTIER , T HBEPEEREFEREN X EMFGIEMETEAVT,
#Node B DeviceiZE /| iZZBAzureliffEAVPNIREE E P Extranetfi %, FERASEBEE
REFE8 , THRABABENKER P, THE , F—TKEEEERF1RRRBERE.

S

MIEE : &\ LLfEvpnSiteConnections[0].gatewayConfiguration.IpAddresses.Instance0F
vpnSiteConnections[0].gatewayConfiguration.IpAddresses.Instance 18 T # i B R+ 5l
HInstance Endpoint IP Address{&



Edit VPN Topology ®

Topology Name:*

[ CXvWAN-SiteB-ISP-1-Inst-0 ]

Network Topology:

| Point to Point

IKE Version* (] IKEv1 IKEv2

Endpoints IKE IPsec Advanced
Node A Node B
Device:* Device:*
[ CXvWAN-FTD-2 v J [ Extranet v J
Virtual Tunnel Interface:* Device Name*:
[ ISP1-Inst-0 (IP: 169.254.211)  ~ ] -+ [ Azure-ISP1-Link-Inst0 }
Tunnel Source IP is Dynamic (DHCPJEdit VTI Endpoint IP Address*:
Tunnel Source IP Address:* @ [ }
[ |=

D Send Local Identity to Peers
+ Add Backup VTI (optional)

Additional n

Cancel Save

ER AN HBHA KR

SYEEMREHRREFIIKEV2RE , ARE—THEERR , $¥RKFEEIRICEENIKEV2EREE, #
TR, RECEIJHRATIREFZREFLRAFEEBRE , REWALLBEAzZUurePELE
PSK. SR , #&— T IPsecE& LAl & 2R ERIPsech2iE 5| &,

~
Mt . BAETENEEERFP (LR
vpnSiteConnections[0].connectionConfiguration.|IPsecParameters.PSK)5| BfE{ A &8



Edit VPN Topology ®

Topology Name:*

[ CXVWAN-SiteB-ISP-1-Inst-0 ]

Metwork Topology:

Point to Point

IKE Version:* [ IKEv1 |V
Endpoints IKE

IPsec Advanced

IKEv2 Settings

e

Pre-shared Manual Key v "’/_—

Authentication Type:

Policies:* {AzureKEVZ
Confirm Key:* [

D Enforce hex-based pre-shared key only

REBIKEV2EREM S D RE SR

6)#% — T IKEv2 IPsec Proposal Transform SetZ W EE T , RERBZFLAIE B IPsecK B 5|8
o FHERE dLifetime DurationfE LA IEELAzure VWAN VPNERTE, MEFREEEAE , & — T Save,

~
Mzt : BAIMETHNEERERTE
vpnSiteConnections[0].connectionConfiguration.|PsecParameters.SALife TimelnSeconds #
5| FLifetime{&



Edit VPN Topology

Topology Name:*

[ CXvWAN-SiteB-1SP-1-Inst-0 ]

Network Topology:

| Point to Point

IKE Version:* ] IKEv1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals 4 IKEvZ IPsec Proposals* /5 ¢

tunnel_aes256_sha Azure_|Psec

"

(] Enable Security Association (SA) Strength Enforcement

D Enable Perfect Forward Secrecy

Modulus Group: ~

Lifetime Duration*: 27000

| —

Seconds (Range 120-2147483647)

Lifetime Size: [ Unlimited ] Kbytes (Range 10-2147483647)

Cancel

B B IPsec2 3 4 on A AR I

NEELSRSFN LR FIER , BAUBEISP1HITE, ISP2AITROMISP24I1R 18 HfttAzurefRIE,

> CXvWAN-SiteB-15P-1-Inst=-0 Route Based (VTI) Point=to-Point Deployment Pending
¥ CXvWAN-SiteB-15P-1-Ingi-1 Route Based (VTI) Point-to-Point Deployment Pending
»  CXvWAN-SiteB-1SP-2-Inst-0 Route Based (VTI) Point-to-Point Deployment Pending o
¥ CXvWAN-SitaB-1SP-2-Inst-1 Route Based (VTI) Point-to-Point w

0- Tunnets

B E b vk B EI 05 RVPNR

HR 6T VPNAE

it A system support diagnostic-cli , # Aen , A% & Tenter ( RFECLI )

R EIKES 1P ERFREERR

T % %

%



“show crypto isakmp sa | i UP|READY"

2) & IPsecEE 2P ERAVIEE %,

show crypto ipsec sa | i int|current_peer|pkts

S

MiEE : EREIPseck £ RIHH(SA)# H FMpkts decapsFpkts decryptit BBF E1EIEE |, (B
pkts encapspkts encryptRiEEE , EREERNEFEHN. AzureEEEHBBHOLEA
IPZE st FXRBGP#E , MR MERIHEFAAPIPA BGPEL , BlAzure T &R E 7.
/8 B EBAPIPAR | EiEFAzure £ BEE ST REBGPHE.

MEF2EEE M,

show arp

4)BREIP Routing.

show route

5)#ISP1MISP2/ T H L #THE,

capture ispl interface ISP1 match udp any any eq 500
capture ispl interface ISP1 match udp any any eq 4500
capture ispl interface ISP1 match esp any any

show cap

show cap ispl

show cap isp2

6)AzureBRE — EMEIVWANRO>ERR, > VPNILE>RIZA B LR,



Links

[ ] Link name T4 Link provider name T4 |Connectivity status ™ Hub name
D ISP-1-Link ISP1 Instance0: Connected, Instance1: Connected CX-vWAN-Hub
[_] ISP-2-Link 15P2 Instance0: Connected, Instance1: Connected CX-vWAN-Hub
AzurelEfEIEARENTE
HER 7B EECMP

1)i8 '8 ZManage > Devices > Device Management , A& & —TFTD,

alali.  Cloud-delivered Firewall Management Center
CISCO Devices | Device Management

= Devices
Monitor
: Device Management i
&% Insights & Reports b
Template Management
& Events & Logs b
Platform Settings
3.;_5' Insights & Reports .
; FlexConfig
Manage Certificates
[‘D Policies »
. . — Show less
2 Objects
l";m Devices
B FIFirepowerE B O L EBERE
INJm (L WL W B
© CXvWAN-FTD-2
N/A - ROUTED

BEEARNKESNENFTD

2)iZ—TRouting % , AEBEFECMP,

- X
Upgrade
Threat Defense Upgrade
Chassis Upgrade



Device Interfaces Inline Sets Routing DHCP VTEP SNMP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.
[ Global W ] VRF Name:
Global
Virtual Router Properties o
Description:
ECMP
BFD
OSPF Select Interface:
i
OSPFv3 () Search
ZEZREEBERTE

3)#&— TFAdd.

Equal-Cost Multipath Routing (ECMP)

)

Tretier afe 1o ECMP 2on records Add

MESESRERERE

4)RECMPEIFHME , AREZE—THRANVTINE , ARIZ— TAdIRA HERA ) Selected
Interfaces?l , A& L —TOK,



Add ECMP ®

Name
[ VTI-ECMP ]
Available Interfaces Selected Interfaces
ISP1 ISP2-Inst-0 o
ISP2 ISP2-Inst-1 O
ISP1-Inst-0 O
/—7 -. ISP1-Inst-1 O
AEEZREEHZENE
S5YERFEFE X

You have unsaved changes BEEVE Cancel

REEX

S B 8.5 EBGP




1)#ZFTDRouting > General Settings > BGP T ABGPE R, E*H Enable BGPEREN S R , A&
ALFESEIREFE1ITHEBENASIRE. BEZERouting > BGP > IPv4,



Device Interfaces

Inline Sets Routing DHCP VTEP

Manage Virtual Routers

[ Global

<

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

v BGP

IPv4

IPv6

Static Route

v Multicast Routing
IGMP
PIM

Multicast Routes

Multicast Boundary

Filter

General SV
BGP

Enable BGP: (@ +—

AS Number#*
[ 65532 ]

(1-4294967295 or 1.0-65535.65535)

Override BGP general settings router-
Router Id

[ Automatic v ]

IP Address*

General
Scanning Interval
Number of AS numbers in AS_PATH at
Log Neighbor Changes
Use TCP path MTU discovery
Reset session upon failover
Enforce the first AS is peer's AS for EB
Use dot notation for AS number
Aggregate Timer

BGP community new format (AA:NN)

Best Path Selection
Default local preference
Allow comparing MED from different ni

Compare Router ID for identical EBGP



TEGeneral Settings T B2 FLER G EER

2)FERIEPBGPHEEMEnable IPVAERER S 52 , A% % — T NeighborfEAzure Bt EBGP#E

Enable IPv4; @ AS Number 65532

General Neighbor Add Aggregate Address

Manage Virtual Routers

[ Global v ]

AR IPv4sE S8Rt E AR

3)#&— T+ Add,

/+Add

Remote Private AS Number Description

B E RBRRIHERE

4)8 AISP1 Instance0 BGPHZ & , fevVWANE RS 5| HIEERNBGP ASiti A € 4 & Neighbor
Remote AS , ABIRIBEEFH ¥ Description, #E—T "TAdvanced, o

~
BiEE : FBHEARIZIEBGP Update Source A 5| FA¥ IR E|Azure B B Y ISP1SERR FTD £

VTISTEBIRE,



Add Neighbor ®

IP Address* Enabled address

[ 169.254.21.2 ] (] As override

Remote AS* (] Shutdown administratively
[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

= 3 |

Update Source:

[ bgpLo-ISP1 — ]

Filtering Routes Routes Timers Advanced Migration

EE2 R PRI EHEEN

5)#ZFTD LEXEBGP NeighborfyAdvancedZhgEZkF , AJ LA Time To Live(TTL)EEE #eBGPTE
ENEBEHEFEARATUEHT, Azure BGPREM R BIBRREEZEREAzurcEREE  WHKER
MERBETZNTAReBGP TTL (1EFFAIE ) WEH., &—T "OK, (HBE ).



Filtering Routes Routes Timers Advanced Migration

D Enable Authentication
Enable Encryption
0 w

Password

Confirm Password

(] send Community attribute to this neighbor
(] Use itself as next hop for this neighbor
D Disable Connection Verification

@ Allow connections with neighbor that is not directly connected
(O) Limited number of TTL hops to neighbor

TTL Hops

e )

(1-255)

(] use TCP path MTU discovery

TCP Transport Mode

[ Default v ]
Weight

Lo l
(0-65535)

BGP Version

[ Default v ]

BikE R AR EMERE

6)EETHE3-5 , BISP1BIE1E B Tunnel2,

7 EEMIX T EB3-5LE BISP2 Instance0/Instance1 BGP¥ & & .

S

MiEE : REES AHMEIAzure P ELE R ISP28EEXAIFTD EVTIS T E AV IR B #Y ¥ ZEBGP

Update Source,



Add Neighbor

|P Address*

[ 169.254.21.22

Remote AS#*

[ 65515

)

(1-4294967295 or 1.0-65535.65535)

BFD Fallover

[ none

]

Update Source:

[ bgpLo-ISP2 4

]

Filtering Routes Routes

D Enable Authentication
Enable Encryption
0

Password

Confirm Password

Timers

Enabled address «———

(] As override

(] shutdown administratively

Description

[

Advanced

D Send Community attribute to this neighbor

(] Use itself as next hop for this neighbor

[:] Disable Connection Verification

Migration

@ Allow connections with neighbor that is not directly connected

() Limited number of TTL hops to neighbor

TTL Hops

[10

J

(1-255)

D Use TCP path MTU discovery

TCP Transport Mode

M.

ISP245151 BGP#EEL &

Cancel m



Add Neighbor ®

IP Address* Enabled address /

| 169.254.22.22 | () AS Override
Remote AS#

[ 65515 ]

D Shutdown administratively

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description

= J

Update Source:

[bgpL0~ISP2 — . ]

Filtering Routes Routes Timers Advanced Migration

[:] Enable Authentication
Enable Encryption
0 v

Password
Confirm Password

[:] Send Community attribute to this neighbor
[[] useitself as next hop for this neighbor

() pisable Connection Verification

@ Allow connections with neighbor that is not directly connected
O Limited number of TTL hops to neighbor

TTL Hops
|10
(1-255)

[:] Use TCP path MTU discovery

TCP Transport Mode
r- . . 1

Cancel

[

ISP 251182 BGP# EELE

Address Remote AS Number Address Family Remate Private AS Humber Description

168.254.21.2 B5515 Enabled &0
169.254.22.2 65515 Enabled &0
160.254.21.22 65515 Enabled &0

160.254.22.22 5515 Enabled &0



ERBGPMERREE

SEHR#E , #|—T Save. o

You have unsaved changes m

REEN

FERRIEAT , BGPEMBERFERE —RKRERE , BIEECMPEEEAzureMFIBVTI LEE 2
Wk, HADBMABGPZERRE , FRERKRZENMEABANKE,

S$EB 058 FeBGPZERE

1)EE ZRouting > BGP > IPv4 , ##— T General Z5|1E% , A% — TForward Packets Over
Multiple Paths35 Ky #R £ Bl 7~



Manage Virtual Routers

= 92

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

Enable IPv4: [  AS Number 65532

General Neighbor Add Aggregate Address Filtering Networks Redistribution

v BGP

IPv4

IPvE
Static Route
v Multicast Routing
IGMP
PIMI
Multicast Routes

Multicast Boundary
Filter

General Settings
BGP

Setting &

Learned Route Map

Administrative Route Distances I74
External 20
Internal 200
Local 200

Routes and Synchronization 74
Generate default routes No
Summarize subnet routes into network level routes No
Advertise inactive routes Yes
Synchronize between BGP and IGP systems No
Redistribute IBGP into IGP No

(Use filtering to limit the number of prefixes that are redistributed)

Forward Packets Over Multiple Paths \\“\—- &

Number of Paths 1

IBGP number of paths 1

Forward Packets Over Multiple Pathsz& i€

2)#% "Number of Paths) W FERRER1E2E A4, BEEOK,

Rot



Edit Forward packets Over Multiple Paths @

Number of Paths

E

IBGP Number of Paths

K

EFRBEBZERECERENIRTE

3)ERSavell B E Ko

Ba e/ 5t B AR

B TKE , FFHMFIFTD BGPERE S B FEE L EMEAzurefITRE M 3 E M & , WHEET
HEEH, NEHEKE , YEHBEERSREERRT.

38 8 2 5 stem support diagnostic-cliF TD CLI , 2@ B2 ER B 75 ik
1)&fE % , BGPREEMB L EKFE,

<tfroot>
>

syst em support di agnosti c-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

frd#

frd#

frd#

show bgp sunmary

BGP router identifier 169.254.22.100, local AS number 65532
BGP table version is 29, main routing table version 29

2 network entries using 400 bytes of memory

8 path entries using 640 bytes of memory



2 multipath network entries and 8 multipath paths

1/1 BGP path/bestpath attribute entries using 208 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 1272 total bytes of memory

BGP activity 4/2 prefixes, 16/8 paths, scan interval 60 secs

Neighbor V AS MsgRcvd MsgSent Th1Ver InQ OutQ Up/Down State/PfxRcd
169.254.21.2 4 65515 20 17 29 0 0 00:13:14 2

169.254.22.2 4 65515 20 20 29 0 0 00:13:22 2

169.254.21.22 4 65515 19 21 29 0 0 00:13:19 2

169.254.22.22 4 65515 20 19 29 0 0 00:13:17 2

ftd#

2)mERAzUre NI H R BB RS ZHRERH.

<{froot>
frd#

show bgp

BGP table version is 29, local router ID is 169.254.22.100

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*m 10.2.0.0/16 169.254.21.2 0 65515 1
*m 169.254.22.22 0 65515 1
*m 169.254.21.22 0 65515 1
> 169.254.22.2 0 65515 1
*m 172.27.0.0 169.254.21.2 0 65515 1
*m 169.254.22.22 0 65515 1
*m 169.254.21.22 0 65515 1
> 169.254.22.2 0 65515 1
JMERAKRIETR.
<#root>
ftd#

show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route



SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 172.31.3.33 to network 0.0.0.0

B 10.2.0.0 255.255.0.0 [20/0] via 169.254.22.22, 00:20:53
[20/0] via 169.254.22.2, 00:20:53
[20/0] via 169.254.21.22, 00:20:53
[20/0] via 169.254.21.2, 00:20:53
B 172.27.0.0 255.255.0.0 [20/0] via 169.254.22.22, 00:20:53
[20/0] via 169.254.22.2, 00:20:53
[20/0] via 169.254.21.22, 00:20:53
[20/0] via 169.254.21.2, 00:20:53

4) B EBGPEFEMERRK,
<#root>

frd#

show conn all | include TCP| 179

TCP ISP2-Inst-0 169.254.21.22:179 bgpLo-ISP2 169.254.22.100:1603, idle 0:00:10, bytes 1517, flags UIO
TCP ISP2-Inst-1 169.254.22.22:179 bgpLo-ISP2 169.254.22.100:41883, idle 0:00:01, bytes 1486, flags UI
TCP ISP1-Inst-1 169.254.22.2:179 bgpLo-ISP1 169.254.21.100:3804, idle 0:00:53, bytes 1467, flags UIO
TCP ISP1-Inst-0 169.254.21.2:179 bgpLo-ISP1 169.254.21.100:61287, idle 0:00:04, bytes 1331, flags UIO
TCP bgpLo-ISP1 169.254.22.2:179 NP Identity Ifc 169.254.21.100:3804, idle 0:00:53, bytes 751, flags U
TCP bgpLo-ISP2 169.254.21.22:179 NP Identity Ifc 169.254.22.100:1603, idle 0:00:10, bytes 844, flags
TCP bgpLo-ISP2 169.254.22.22:179 NP Identity Ifc 169.254.22.100:41883, idle 0:00:01, bytes 751, flags
TCP bgpLo-ISP1 169.254.21.2:179 NP Identity Ifc 169.254.21.100:61287, idle 0:00:04, bytes 639, flags
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