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Services (3) Resource Groups (1) Filters

Azure services

Services (3]
| i! @ Virtual WANSs
Create a Virtual WANSs = Arure VMware Salution
b)#& — T+ Create,
\L‘L,J')
No virtual WANSs to display

Create a virtual WAN to get started. Mext, create sites in your virtual WAN and connect them to virtual hubs in your
preferred Azure regions. Within your virtual WAN, you can alse connect hubs to your existing virtual networks,

—
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Create WAN

Basics  Review + create

The virtual WAN resource represents a virtual overlay of your Azure network and is a collection of multiple resources. Learm

Project details

Subscription * o
Resource group ™ o

Create new

Virtual WAM details

Region ™ A

Mame * CX-vWAN

Type © s

Review + create Previous Mext : Review + create >
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» VirtualWanDeployment | Overview

Deployment

I L I’Sean:h

v Overview
3] Inputs
= Outputs

=] Template

SR 2: BN VWANF L

A ® ]ﬁ[ Delete :f%; Cancel

" Redeploy L Download () Refresh

@ Your deployment is complete

{d%)
Subscription

Resource group

> Deployment details

" Mext steps

Deployment name : VirtualWanDeployment

Go to resource

a)&fin ZConnectivity > Hubs , A% 2iE+ New Hub,

. CX-vWAN | Hubs

“ % Virtual WAN

A2 Search | .

',5 Overview
B Activity log
%o Access control (LAM)
@ Tags
# Diagnose and sobe problems
.:1 Resgurce visualizer
» Settings
&= Configuration
I Properties
£ Lotks
» Connectivity
B VPN sites
& User VPN configurations

A ExpressRoute circuits

+ NewHub () Refresh

| & Search for hubs by n.. Clear all filters
*z Add filter

Hub Hulb status

Mo results

Regic
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Project details

The hub will be creased under Bhe tame subscription and resgurce group 23 the vWANL o
Subscription

Rerbiirtn gjroug

Virtusl Hub D#taily

Hame * L R e —
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Create virtual hub
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Home - CX-¥WAN | Hubs

Create virtual hub
m Validation pasied

Basics  Sitetosite  Pointtosite  ExpressRoute  Tags  Review = create

Thi hiuks weill e oreated under the same subseription 3md rescurce group as the WAAN,

Basics

Regicin

Hame CH-wAN-Hub
Hub precste address space 10200018

Virtual hub capacity

Hub routing preference

Site 1o site
St b st (VPN gl ey Enabled
AL Murniber B5515

Gateway teale uhing

Point to site

Point to site (VPN gateway)

ExpressRoute

ExpressRenite gatewy

Tanx

) Creating & hub with & gatevway wil take 30 manutes

Nt Downdoad a template for sutomation

e)METUE , BEERBVWANERER. B2 - SH N ESHE ,

Home
w VirtualHubDeployment | Overview
Dglayment
£ Search ; [i] Deelete T Redeploy
B Overview )
* @ Your deployment is complete
3 inputs
= Deployment name : VirbualHubDeployment
i= Outputs Subsription
% fempilate Eiesournce group

* Deployment details

“ Mext steps

£} Refresh

%, —T Resources. o
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2P ER - Azure VWAN VPN, B L &

S ER 1: B3I Azure VWAN VPNILEE (IRIGFTDEE )

a)BiRER>-ERBPEACBRUNERS  RARMEENESRTIEUNERES.

Micrasaft Azure

Home . CX-vWAMN

z. CX-vWAN | Hubs
R irtual WAM
= Search : 4+ HewHub () Refresh
& Overview
& Search for hubs by n Clear all fWters
B Activity log
T Add filt
Ao Arccess eontrol (LAM) ¥ -
‘ Tags Hub Hub tatus
# Diagnose and solve problems B CHAWAN-Hub Succeeded

Y. Resource visualizer

w Settings
& Configuration

I preperties
 Locks
W Cﬂm‘l.l'.'{'l.'l.-lly‘/
| £ Hubs

b)#Z — T Connectivity > VPN(Site to site) , A% & — T+ Create new VPN site,



Microsoft Azure (| Search resources, services, and docs

Home . CX-vWAN | Hubs . CX-vWAN-Hub

@, CX-vWAN-Hub | VPN (Site to site) =

Wirtual HUB
|,’-‘ Search | L J Download VPN Config || PacketCapture [i] Delete gateway ()} Resetgateway [ Monitor Gateway -~
E Overview ~~ Essentials
~ Connectivity Gateway configuration
. VPN (Site to site) NAT Rules
A ExpressRoute VPN Sites  Metrics
&' User VPN (Point to site) T
> Routing F Search this page Clear all filters
> Security Hub association : Connected +? Add filter

> Third party providers VPN Sites (D

> Monitar

Check active filters when searching for a WPM site. VPN connectivity status might take a few minutes to refresh.

4+ Create new VPN site & Connect VPN sites g% Disconnect VPN sites () Refresh

Site name T4  Location TL  Cloud

Mo results

CEMBEMNUPBMAE, TRE , B—TT—% : EE>LIAFBE,



Home . CX-vWAN | Hubs . CX-vWAN-Hub | VPN (Site to site)

Create VPN site

Basics

Project details

Subseription

Resource group *

Instance details

Region * o
Name * | VPN -Site . |
Device vendor * | Cisco |

Private address space

o You can also work with a Virtual WAN partner to create multiple sites simultaneously, Learn more.
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How to configure BGP for Azure VPN Gatewaylim BiEEER,
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Home . CX-vWAN | VPN sites

Create VPN site

Basics Links  Review + create

Link Details O
Link name Link speed Link provider name Link IP address / FQDN Link BGP address Link ASN
[ single-dia-tink v | | 1000 | [ provider || v | [ 105012 | [ ess00 v |

I I | /|

0 You can also work with a Virtual WAN partner tgfreate multiple sites simultaneously. Leam mere,

| Previous || Next : Review + create >

e) SRR EIE R , & — T Create,



Home - CX-vWAN | Hubs . CX-vWAN-Hub | VPN (Site ta site)

Create VPN site

@ validation passed

Basics  Links  Review + create

The hub will be created under the same subscription and resaurce group as the VAN,

Basics

Region

Mame WP -Site
Device wvendor Cisco

Private address space

Links

Link mame

Link provider mame
Link spead

Link IP address / FQDM
Link ASM

Link BGP address

single-dia-link
provider
1000

65500
168.254.10.2

ﬂ You can also work with a Virbual WAN partrer to create multiple sites simultanecusly. Learn more.
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Home

2, VpnSiteDeployment | Overview

Deployment

|/’.‘ Search | ER [i] Delete I~ icel "t Redeploy - Download () Refresh

2 Overview

@ Your deployment is complete

3 Inputs

Deployment name : VpnSiteDeployment
= Outputz Subscription
R Template Resource group

> Deployment details

" Mext steps

Go to resource

I 1 vWan et .
All [959+) Services (3) Resources (1) Filters +4
ity

Resources (1) See all

&% CX-YWAN Virtual WAN

S EBR 2:fi EAzure VWAN Site VPN5| &
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Microsoft Azure

Home . Cx-vWAN

% CX-VWAN |Hubs

" Wirtual WaN

|j—‘ Search | 4w + NewHub () Refresh
% Overview

|j-‘ Search for hubs by n... Clear all filters
B Activity log

*o Add filter

'QR Access control (LAM)
@ Tags Hub Hub status
¥ Diagnose and solve problems H CX-vWAN-Hub @ Succeeded

. Resource visualizer
~ Settings

&= Configuration
il Properties

£ Locks

~  Connectivity

‘@ Hubs

b) B X Efn ElConnectivity > VPN(Site to site) , #A% BIEXELERRHub Association: 2 E R 1Y &FiE LA
AR ET BE AR I B

Microsoft Azure (0, Search resources, services, and docs ({(

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB
|;-‘ Search | G« 4 Download VPN Config || Packet Capture [i] Delete gateway () Reset gateway [N Monitor Gateway -
‘@ Owverview  Essentials
~ Connectivity Gateway configuration
Ei° VPN (Site to site) NAT Rules
4. BxpressRoute VPN Sites  Metrics
&' User VPN (Point to site)
> Routing F Search this page Clear all filters
> Security Hub association : Connected F add filter
» Third party providers VPN Sites (D
7 Maonitor

Check active filters when searching for a VPN site. VPN connectivity status might take a few minutes to refresh.



c)iBH LRTELE VPN BIZBHIE | AREBIEZ— T Connect VPN sites , BB IR BMEREB AR
.

d)ii3] TConnect sites ( EARIWE ) o AlHBER, BAELASBPSK) L EEFTENFE1REER
IKEV2 I SE 2P EX IPseciR iE. IPsec T HLEEHIEECustombs , BB HIER ; BHIFEELE

, RAECMSAREFTDLER. BFESLAEERESFTEXTLAAREPPFS). HREREREAMPE
B, BHEESERERE. K% , — T ConnectfEFHELE.

MIEE : NEFFMER , B2 EEREBETIPsecE BlAzure VWAN,



https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec
https://learn.microsoft.com/en-us/azure/virtual-wan/virtual-wan-ipsec

Connect sites X

Virtual HUB
Security settings
Pre-shared key (PSK) O -
Pratocol IKEw1
IPsec (D Default
ﬂ- When using custom [FSec/IKE policies, please enswre that the custom settings are
appropriately configured on the on-premise device for both initial tunnel establishment
and rekey,
S Lifetime in seconds * (0 27000
IKE Phase 1 (@ Encryption * Integrity/PRF * DH Group *
GUMAES256 ~ SHAZES DHGroup2d -
IKE Phase 2(ipsec) (0 IPsec Encryption * IPsee Integrity * PFS Group *
GCMAES2S6 GCMAES256 NONE
Propagate Default Route (O Enable
Use policy based traffic selector (0 Enable
Configure traffic selector? Yes No
Connection Maode (& Initiator Only  Responder Only

These sites will be connected to the [CX-VWAN-Hub] hub.

Site name T4 | Region L

A VPN-Site eastus

e)BRKRYEAEEMPEBANER , ARTAFTHITTREFE,

Home . CX-vWAN | Hubs = CX-vWAN-Hub

B CX-vWAN-Hub | VPN (Site to site) =

Virtwal HUB

| 2 Search & ¢ |- Download VPN Config || PacketCapture [i] Delete gateway () Reset gateway R Manitar Gateway -~

& Overview

 Connectivity

) This gateway is being updated. It may take uplo 30 minutes for the update
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Home - CX-vWAN | Hubs = CX-vWAN-Hub

ﬁ CX-vWAN-Hub | VPN (Site to site) =

Virtual HUB \
|¢ ot J

| A2 Search + Download VPM Config

& Uverview ) This gateway is being upe

~  Connectivity

# Essentials
I E- VPN (Site to site)

z. Download Site-to-Site VP... X

0 CH-vWAN-Hub

(®) Create new () Use existing

ﬂ The file is ready to download

| o

i
— ICIlck here to download I
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EEFTDLERECENTE,
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"configurationVersion": {
"LastUpdatedTime": "

"Version":

"BgpSetting": {
"Asn": 65500,
"BgpPeeringAddress": "10.50.1.2"
1,
"LinkName": "single-dia-Tink"
1,
"vpnSiteConnections": [
{
"hubConfiguration": {
"AddressSpace": "10.2.0.0/16",
llReg_ionll: m

1,
"gatewayConfiguration": {
"IpAddresses": {
"Instance0": "57.x.x.x",
"Instancel": "52.x.x.x"
}
"BgpSetting": {
"Asn": 65515,
"BgpPeeringAddresses": {
"Instance0": "10.2.0.12",
"Instancel™: "10.2.0.13"

}
}
}’
"connectionConfiguration": {
"IsBgpEnabled": true,
"PSK": "

"IPsecParameters": {
"IpsecEncryption": "GCMAES256",
"IpsecIntegrity": "GCMAES256",
"IkeEncryption": "GCMAES256",
"IkeIntegrity": "SHA384",
"PfsGroup": "None",

"DhGroup": "DHGroupl4",
"SADataSizeInKilobytes": 0,
"SALifeTimeInSeconds": 27000



SR 2. ERE
L#BEBENSEVTIHREZEEEENRER , AtEAREERENEYEREVTIZERA,

a)Efii ZDevices > Device Management,

alle  Cloud-delivered Firewall Management Center

CISCO  [Devices | Device Management

= Devices =X
Monitor
Device Management | Upgrade
&7 Insights & Reports B
Template Management Threat Defense Upgrade
€% Events&logs b
Platform Settings Chassis Upgrade
f_f'f._." Insights & Reports .
i FlexConfig
Manage Certificates
E Policies »
. . — Show less
2 Objects

l".m Devices

MEE . AEBREAERNHH AEEEPO(CIFMC)ER , AFFMCH LT RRIETE,

bRIEEEREAD X/IHEVPNEENFTD,

(RN )

— FTD
[ ] ® , * 10.0.0 Firepower 1010 Threat Defense
— Mi& - ROUTED

c)#& — T Add Interfaces THLEE | A& — T Loopback Interface.



FD e

Cisco Firepower 0% Theeat Defense

Dewvice  Interfaces  IndineSets  Routing DHCP  VTEP  SNMP \

% Search by name Syncinterface | | Add Interfaces - I

Interfaces | Virtual Tunnels

Sub interface

interface Legical Mame Type Security Zones: MAC Address [Active/Standby] 1P Address Path Monito...  Port Mode VLAN sage  Switch... Virtual Ether Chamndd lterface
B G4 Inbert

[@ raanagemenaini managRmE Physica Disabled Gloat| B1900 Group Interface
WLAN Interface

@ Eshemerift Cuitside Physica Cutside_Zene Dissblad » Clobasl SHISES
Wirtual Turnel Interface

[ Exhesnatyz oMz Physical DMZI_Zone 172.19.20./24(Sic); Disabiod m Global,

[ Ethemena Insice Physical  Inside_Zone 12168 200/24{Static); Disablid » Glabal
Wil interface

Physical Disablad Arcoss 1 -

[ Frnesnenta

JdSERARONEIEMHName, Loopback IDFDescription, #—T TIPv4, o

Add Loopback Interface O,

Generalt IPvd )|PVE

Mame:

| bgpVPMBranchLo

Enabled
Loopback ID: *
- .

{1-1024)
Description

Branch Loopback for BGP
neighboring and VPN termination
from Azure

e)fERIP TypeXE# BUse Static IP , Bl ALink BGP Address ( MNSE2FEERE1ILS HTELE ) » &T
LB A2 BIE FEMNVPNE BJSONFEZRIE , LA vpnsiteConfiguration.BgpSetting. BgpPeeringAddress

BEE : EF/32#HEI /ERFC 1918 address-space 1 E & i it .




Add Loopback Interface ®

General IPwd IPvE

IP Type:

[Usestaticlp > |
IP Address: _—"‘--_____-

| 10.501.2/324 I

&g 10268 L2558 255 255.0 ar 182 768.0.1/24

Cancel

f)# &2 — T Save

Q. search Deploy C 0O ©® |

You have unsaved changes [RENT:

SR BB /PER2REEHR

Y

a)EEFMC LELEEZEEAMNFTD VPN EMN TEIKEV2/IPsecEl & , F5E i EManage >
Objects , EABIRER N RBEVPN , AR B FRE, EREFRIZFIKEV2 Policy , REE—T

Add IKEv2 Policy , Bt EIKEv25E 1P B SR BE o

IKEv2 Policy Add IKEVZ Policy ) Filter
Palicy List _'_'___,_,_._.-—"" -
Port Internet Key Exchange (IKE) is a key management protocol that is used to auth and distribute IPsec encryption keys, and automatically establish IPsec security
associations ($As). IKEv2 proposal, you can select multiple algorithms and modulus groups in ene palicy
*  Prefix List
Route Map
Hame
> Security Intelligence
Sinkhole AES-GCM-NULL-SHA C a
SLA Manitor AES-GCM-NULL-SHA-LATEST a
Time Ran
ma e AES-SHA-SHA C a8
Time Zong
AES-SHA-SHA-LATEST a8
Tunnel Zone
URL DES=SHA-SHA C -]
Variable DE5S-SHA-SHA-LATEST &
Variable Set Umirella-AES-GCM-256 Q o e
WLAN Tag
w WPN

Centificate Map
Custom Attribute
Group Policy

IKEV IPsec
Praposal

IKEv Palicy

IKEv2 IPsec
Proposal

IKEv2 Policy

Secure Client
Customization

Secure Client File
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b) B HIKEV2EK I AR |, iZZEPriority M/ Lifetime, HHE{REE M if A R Bl EIntegrity.
Encryption. PRFFIDiffie-Hellman(DH)B# {7, BEEEHEAzure Bl E RN BB EE Z/ME TR

, REE—TAdd,

S

MiEE : #& 7] LAFEvpnSiteConnections[0].connectionConfiguration.IPsecParameters T~ £ #Y

BLEERT 5| AELBHEE

New IKEv2 Policy
Mame:*
[ Azure_|KEVZ J
Description:
Priority:* (1-65535)
Lifetime: seconds (120-2147483647)
[ 3600 ]
Available Algarithms
Integrity Algorithms MDS
Encryption Algorithms SHA
PRF Algorithms SHAS12

Diffie-Hellman Group

SHAZE4
MNULL

c)ELEERH & , ¥ — T Save,

Selected Algorithms

SHA256 &

Cancel Save



Edit IKEv2 Policy ®

Name:*
r Azure_IKEv2 |
Description:
Priority:* (1-85535)
- - .
Lifetime: seconds (120-2147483647)
r 3600 ‘
Available Groups Selected Groups
. Integrity Algorithms | ( 1 1 Add , 14 0
Encryption Algorithms 2
PRF Algorithms 5
Diffie-Hellman Group
15
16
19
20
Cancel

d)7EIKEV2 IPsec Proposal ¥i& 8 F fil EPhase 2/IPsec5| 8l , A% % — T Add IKEv2 IPsec
Proposal,



IKEV2 sec Proposa

Pori PR fcurity BEEOCRILIGN Fpotintion with ERAKIAD, R paors g rEcules clats Mo, b IKEvE IPHpe Propodsl object, yo
Hagh Algariteeg are allwed. During IKEY2 negotistions, the pad
¥ Prafix Lig
Aoty blag
Hame
¥ Security bsligance
Sinkhaote AES-GCM
SLA, Mionios AFS-SHA
Tierst Rangey
DS _S8A
Tiersh Ttk
Usmibrella-AEE-QCM-258
Turrsl Lone
LIRL
Wairiabie
Waliabiy St
VLAN Tag
]

Cerficale Map
Custom Atiribate
Oroun Pollcy

THEW 1P g
Froposal

IKE%1 Pokcy

IKEV2 IPaee
Frogasal

L P

e)in & IKEV2 IPsecEiE , WHRBRIMNRERET —H. TRE , BT "Saves

\
ME  ATUE TROEEMEREIMELE  B1th

vpnSiteConnectiong 0].connectionConfigur ation.| PsecParameters




Edit IKEv2 IPsec Proposal ®

Name:*
[ Azure_IPsec ]
Description:
| |
Available Algorithms Selected Algorithms
[ ESP Hash | | | [ Add | [ Aes-cem-256 o
ESP Encryption AES-256

AES-GCM-192

AES-192

AES-GCM

AES

3DES

DES

S B 4B ERIAzureI T £ B4R

a)Bfin = EE >R £ &> v R B W R VPN SD-WAN,




= Secure Connections == =

Monitor
Site-to-Site VPN & SD-WAN
E:S Insights & Reports b
Remote Access VPN
# Events & Logs >
Dynamic Access Policy
]ﬁ Insights & Reports >
Manage
(1) Policies >
®= Objects
ﬁm Davices »

&' Secure Connections

b)iE— T A AIEVPNAEE EBER , R —TAdd.

Last Updated: 05:20 PM MAT Exemptions Add

QL Select.. / & || Refresh

T

Mo VPN topologies are configured. Create a VPN Topology.

c)BBEAzurefIIEON £ —ERZ B A HHER M , #H — TRoute-Based VPNEE IR , RRIKX—T
Peer to Peer VPNHRER B, THE , #— T "Createy o



Create VPN Topology

Tepology name *

Azure-VTl-Instancel \

VPN Type
Mew
| SD-WAN Topology

Sglact VPN Topology

@

Prarequisites

'

e

(®) Route-Based VPN

Salect VN Topology

) @ Hub and Spoko

/i\- @ Pear 1o Pear

o
L2

| Policy-Based VPN

Salect VPN Tapslogy e
@ ~enfigued
@ Praraquisites

@ * Refresh

d)E R ETRA , BiEDevice THIEE |
B, HAERTEAzure VWANSGIIE L8 IE I HRFEHER NIRRT |

Create

Cancel

WIBBHEBEBEINNTEFTD/FTD HAH M Z B, BAETE
5 ¥ Device T IR E IRIE

Extranet, #E TR , HREIBA , 32— T Virtual Tunnel Interface(VTI) FHLZE S 1 +E R.

Edit VPN Topology

Topology Name:*

| Azure=VTI-Instanced

Metwork Topology:

[ Point to Point |

IKE Varsion:®

[ Ew IKEvZ

Endpoints IKE IPsec Advanced
MNode A
Davice:*
[Fo 4 v |
Virtual Tunnel Interface:*
| =

|_ Tunnel Source IP is Private

Edit VTI

|_ Send Local Identity to Pears

» Advanced Settings

e)RE—EVTHEESRR , YRAREERBARE, AVTIZEFNIBEENRELESE , 7 EBEIR

T
@z

Mode B

Davice:™

[Extrane'l H_ . J

Device Name*:

Endpoint IP Address®:

| Primary IP=, [Backup Peer IPs] |

Cancel



, SR T RLRE IRE P,

Add Virtual Tunnel Interface

Tunnel Type

Mame:*

[ Azure-VTI-0 & ]
Enabled

Description:

| |

Security Zone:

[ Azure-Spoke-Zone % - }
Priority:
[ 0 ] {0 - 65535)

Propagate Security Group Tag:

Virtual Tunnel Interface Datails

An interface named Tunnel<ID> is configured, Tunnel Source is 8 physical interface where VPN funne/ terminates

for the WTIL

Tunnel ID:#*
[ 1 ] {0 - 10413)

Tunnel Source:*

/

[ Ethernetl/1 (Outside) 4~

w ] [ Dynamic r ~ ]

fIET R , #RIZEPBorder IP(IP unnumbered)E# 1z , RARLLGATALEERERZFMEBHN

loopback, FER#E— TOK,




Virtual Tunne! Interface Details

An interface named Tunnel<ID> is configured. Tuhnel Source is a physical interface where VPN tunnel terminates
for the VT,

Tunnel 1D:*

[ 1 | (0 - 104713)

Tunnel Source:*

[ Ethernet1f1 (Qutside) w ] [ Dynamic v ]

IBsec Tunnel Details
IPsec Tunnel mode is decided by VPN traffic IP type. Configure IPvd and IPvE addresses accordingly.

IPsec Tunnel Mode:*

@ Ipva O pve

IP Address:*

O w/ 169.254.2.1/30 0
(@ Borrow IP (IP unnumbered) || Loopbackl (bgpVPNBranchLo) -+

—

Cancel

Virtual Tunnel
Interface Added

VTl has been created successfully.
Please go to the Device = Interfaces
page to delete/update the VTI.

Q) EENEAVTIE , FEIEFRBER P ( MNREDHCPIEZR XM bl , MIBEIER ) |, Wik
{RELE T Node B E & LK FITEEndpoint IPi#bit, SEKE , #— TIKEER,

S

MIEE : WA BLELL T L& T HAVELE S R+ 5] AInstance0 Endpoint IP Address{E

vpnSiteConnections[0] .gatewayConfiguration.| pAddr esses.| nstance0



Edit VPN Topology

Topology Name:®

Azure-YTI-Instanced J

Metwork Topology:

Point to Point

IKE Version:* [ IKEw1 IKEv2

Endpoints IKE IPsec Advanced

o e—

FTD . ]

Device:*

Virtual Tunnel Interface:*

| Azure-yTi-0 ~ ] |

innel Source IP is Dynamic (DHCP/Edit VTI

Tunnel Source IP Address:* i@
=

[ ] Send Local Identity to Peers

+ Add Backup VTl (apliona

AAdlitiamal L]

@

Mode B

Device:*

[ Extranet w

Device Mame*®:

I Azure-Instance-0

Endpoint IP Address®:

l

h)[E ~RENEIIKEV2 Settings , W {RAuthentication Typei& E £ Pre-shared Manual Key , A&
ALBSBRREAzure P ELEMNPSK, BiBIR— T $hZE B R IRimEE A AR IKEV2 RIS 3R EL B IKEV25E

1PEER R BE o

S

BEE : MiEE  BUNETHNEEERTSIRELRESR @A

vpnSiteConnectiong 0].connectionConfigur ation.l PsecPar ameter s.PSK



Edit VPN Topology ©)

Topology Mame:*

[ Azure-VTl-Instancel ]

Metwork Topology:

Point to Point | Hub and 5

IKE Version:* [ | IKEv1 [ IKEv2

Endpoints IKE IPsgc Advanced
Pre-shared Key Length:* 24 Characters (Range 1-127)
IKEv2 Settings

Policies:* & /

AES-GCM-MULL-SHA-LATEST

Authentication Type: [ Pre-shared Manual Key - ]

Confirm Key:* [

EEE R R R R R LN ] J

E] Enforce hex-based pre-shared key only

)RTIB R ELS RIPEERIKEV2SE 1B B KRS



IKEv2 Policy

Available IKEv2 Policy

-

Q Search

L.

AES-GCM-NULL-SHA

AES-SHA-SHA

AES-SHA-SHA-LAT

DES-SHA-SHA

DES-SHA-SHA-| ATEST

AES-GCM-NULL-SHA-LAT...

)iZIEIPseciBIE .,

Selected IKEv2 Policy

Q\‘ Azure_IKEv2

N

Ch

Cancel




Edit VPN Topology

Topology Name:*

[ Azure-\VTl-Instancel ]

Network Topology:

| Point to Point

IKE Version:* [ IKEv1 IKEv2

Endpeints IKE Advanced

Pre-shared Key Length:* = 24 Characters (Range 1-127)
IKEv2 Settings
o
Policies: Azure_IKEv2 £

T

Authentication Type: Pre-shared Manual Key o ]

Key:*

[iiii...iiiiii ]

Confirm Key:* [

C] Enforce hex-based pre-shared key only

k)3 — T Transform Sets(##:5) T #IKEv2 IPsec Proposal($A % B ’R)#mEEIKEV2 IPsec Proposals,



Edit VPN Topology

Topology Name:*

[ Azure-VTl-Instance0 }

Network Topology:

[ Point to Point

IKE Version:* (] IKEV1 IKEv2

Endpoints IKE IPsec Advanced

Transform Sets: |KEv1IPsec Proposals , IKEv2 IPsec Proposals*

tunnel_aes256_sha AES-GCM \

C] Enable Security Association (SA) Strength Enforcement

I 1~ I Y r . - "~

)2 — Ttrash bin BI/RMIBRTESRAES-GCMEHRE K AREFIBESEINEE B, EINBEER
Azure_|PsecE#i £ /IKEV2 IPseciE2i&. B—THE,

IKEv2 IPsec Proposal ®

Available Transform Sets (™ - Selected Transform Sets

Q) Search ('_“* Azure_IPsec 0o

AES-GCM Ly

AES-SHA

DES_SHA-1

Umbrella-AES-GCM-256

Cancel



m)[a R EN I 8 A 270001 R EEAZzure S| BB 4= FHA, BRAPFS Group ( IREHA ). &—T T

Save] o

S
MiEE : B LEN T E TREERRET 3 AEEEE

vpnSiteConnections[0].connectionConfigur ation.l PsecPar ameter s.SAL ifeTimel nSeconds

Edit VPN Topology ®

Topology Mame:*

[ Azure-VTl-InstanceD ]

Metwork Topology:

Point to Point

IKE Version:* [ | IKEv1 IKEv2

Endpoints IKE IPsec Af”"arm/
Lifetime Duration®: [ 27000 r ] Seconds (Range 120-2147483647)
Lifetime Size: [ Unlimited ] Kbytes (Range 10-2147483647)

» ESPv3 Settings

Cancel

n)%B%EE&o

Q, Search Deploy Co® ©®

{ Q) [search Device ] Advanced Deploy Deploy All

ithenticat scurity
nodulus ¢ ETD M In Progress... (83%)

Applying updated palicy configurat

3

o)MEBFTHE , FRMERERED M T 8V EE>ZT 2 ER> 5B B0 BVPNASD-WAN; RSV ER 2

e (mE),

Last Updated: 11:11 PM MNAT Exemnptions m
.
[ 0 Select.. ® Refresh

Taepology name VPN Type Metwork Topology Tunnel Status Distribution IKEw1 IKEv2

3 Azure-VTl-Instanced Route Based [VTI} Point-io-Point 3 b & O

Turnai



:IJIH

HNBE—(EFBER K EHREF _ERBEHETIERZE , BHEFRECEEIKE/IPsecHIBGPERIIE I,

S EBR 5: BB B Azure I ¥ 15 B4R

a)SSHHEAFTD , AR E A system support diagnostic-cli, Bl Aen , ARZIZEnteriE | RAMEFTD CLILRE
25,

<#root>
>
system support diagnosti c-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftd>
en

Password:
ftd#

b) 4R 25 B X 1/P& ER2B8 B AR RE

<#root>
ftd#
show crypto isaknp sa | i Status

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1

frd#
frd#
frd#
show crypto ipsec sa | i State|spi
current outbound spi: 5E83023A
current inbound spi : 62BC7C9E
spi: 0x62BC7C9E (0x00010B45)
SA State: active
spi: Ox5E83023A (0x0002029B)
SA State: active
frd#

C)HITHEER , LA EEEE h Azure ZE WK BGPEE 2415 E(TCP)HE , AR #Instance-
OAzurelBiE 2 A IPHY /A SRR ER £ A AR (L 1t B 38 — B (NAT-T) A E E RS E(UDP)ERE
4500/UDPE#RIES500 £

<#root>



ftd#

capture out-instance-0 trace interface Qutside match ip host

any

ftd#

capture tun-vti-0 interface Azure-VTI-0 trace match ip host

any
ftd#

show cap tun-vti-0

3 packets captured

1: 03:23:43.510074 10.2.0.12.62061 > 10.50.1.2.179: SWE 2114095813:2114095813(0) win 64240

2: 03:23:44.511204 10.2.0.12.62061 > 10.50.1.2.179: SWE 2114095813:2114095813(0) win 64240

3: 03:23:46.512211 10.2.0.12.62061 > 10.50.1.2.179: S 2114095813:2114095813(0) win 64240
ftd#

2B InstanceOMYIERRZ , Alnstance 1 EEMEIVTIFVPNHRER E | LUEMEAzure 835118



HArEhE,
HR 6B ETAzureflIR1 R E RN E —ERRE
a)itE—IREZ M E —HEVTI(Azure-VTI-1) ( ZEE3 b-f)

Virtual Tunnel Interface Detaifs
An interface named Tunnel<ID> is configured, Tunnel Source is a physical inferface where VPN tunnel terminates
for the VTL

Tunnel ID:*

2 e - 10413

Tunnel Source:*

Ethernetl/1 (Qutside) w ] [Dynamic w ]

IPsec Tunnel Details
IPsec Tunnel made is decided by VPN traffic IP type. Configure IPvd and IPvE addresses accordingly.

IPsec Tunnel Maode:*

@ IPv4 O IPvE

IP Address:*

(O Configure IP o

(® Borrow IP (IP unnumbered) | Loopbackl (bgpVPNBranchLo) ~ il

VPN Topology
Usage

Azure-VTl-Instancel (Tunnel Destination IP -

b)ECESE —HIIEVPNRE (L8B4 g-n) .

N
MIEE : BAI LT B T HMEEFE R+ 5| AInstance1 Endpoint IP Address{E

vpnSiteConnectiong 0].gatewayConfigur ation.| pAddr esses.I nstancel



Edit VPN Topology @

Topology Name:*

[ Azure=VTl-Instance] J

Metwork Topology:

Point to Point

IKE Version:* [ IKEw1 IKEv2

Endpoints IKE IPsec Advanced
Node A Node B
Devicea:® Device:*
[ FTD e ] [ Extranat w ]
Virtual Tunnel Interface:* Device Name*:
[ Azure-wTI-1 w ] + [ Azure-Instance-1 ]
Tunnel Source IP is Dynamic (DRHCPIEit VTI Endpoint IP Address=:
Tunnel Source IF Address:* @ [ ]
| =

[] send Local Identity to Peers

+ Add Backup VT (optional)

Additional [ ]
Cancel
CMBERIEEN , WREBEMEE,
[ Sele @ ][ Refresh ]
Topelogy name VPN Type Netwerk Topology Tunnel Status Distribution IKEV]  IKEvZ
»  Arure-VTi-instanced Route Based (VTN Point-to-Point o
»  Arure-VTi-instancel Route Based (VTN Point-to-Point o
d)Z& AAzure , InstanceOFlInstance1#&B# 15 Connected,
Links
[_] Link name T4 Link provider name T.  Connectivity status T4  Hubname
[ | single-dia-link provider Instance(: Connected, Instancel: Connected CX-vWAN-Hub

EMEEERERNERTE , FIDEEECMPIRH , Mk —R , REH AR KEAMERE ,
FTREE_(EBERSWEF,



HBR 7B EECMP

a)&fi ElManage > Devices > Device Management , AREIZIZEBAzurelit EVPNIIFTD,

alime  Cloud-delivered Firewall Management Center
CISCO  Devices | Device Management

= Devices X
Monitor
: Device Management " | Upgrade
&7 Insights & Reports 3
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
E‘,.;_E.' Insights & Reports B
i FlexConfig
Manage Certificatas
@ Policies ?
— Show less

@=  Objects

i-na Devices

b)#& — T RoutingE & , REIEZEECMP,

Device Interfaces Inline Sets Routing DHCP VTEP SNMP

Virtual Router Properties

Manage Virtual Routers These are the basic details of this virtual router.
[ Global e ] VRF Name:
Global
Virtual Router Properties o
Description:
ECMP
BFD
OSPF Select Interface:
OSPFv3 ) Search

)& — TAddAE U FHHECMPEH,



Equal-Cost Multipath Routing (ECMP)

Thete ane i ECMP 2one neconds Add

d)7EAvailable InterfacesERF 1R — T REVTIN EEAJILAEVTIEAREEMECMPE , #m4]
BB RVTL,

Add ECMP ®
Mame
] Azure-VTI-ECMP-Zandg ]
Available Interfaces Selected Interfaces

Quiside Azure-vTI-0

DMz Azure-yTI-1

Inside

Acdd
LY

Canh
e) AR EIEHER , #— T Save,
You have unsaved changes m

HER 8B BRI HITEE M IPHFRERRH

BCPREMHI K IERIME  YAHNRIHTREERERYN , ALERBRTAFEREM
iR, ECMPAFEEAMENEER (EEERH ) KEDTER-BENFERA , LEEMERKH
HLEHEKHBEFAERIB)PILREFEM

a) 8 & E=Manage > Devices > Device Management , ARZZZEBANFTDEE,



aluali.  Cloud-delivered Firewall Management Center

CIS€O [Devices | Device Management

== Devices =X
Monitor
Device Management « | Upgrade
Z¥ Insights & Reports >
Template Management Threat Defense Upgrade
# Events & Logs >
Platform Settings Chassis Upgrade
E_E Insights & Reports b
i FlexConfig
Manage Certificates
Gj Policies »
. . — Show less
a8 Objects

Fgm Devices

b)&Efi EIRouting > Static Route,



FTD

Cisco Firepower 1010 Threat Defense

Monitor
@ Insights & Reports N Device Interfaces Inline Sets Routing DHCP VTEP Sl
& Events&Llogs >
Manage Virtual Routers
@ Insights & Reports > Global v
Network » Inte
Manage Virtual Router Properties « IPv4 Routes
ECMP
@ Policies >
BFD
1- Objects OSPF
' OSPFv3
fgm Devices >
EIGRP
~ |Pv6 Routes
&" Secure Connections > RIP
5 it d s Policy Based Routing
ntegrations
v BGP
IPv4
;\ Troubleshooting > IPV6
4o Administration > Static Route
v Multicast Routing
IGMP
c)#&— T+ Add Route,
/ + Add Route
Metwork « Interface Leaked from Gateway Tunneled Metric Tracked

Virtual Router

~ IPv4 Routes

~ |IPv6 Routes

d)iEiBE 7 fE M Instance0 VTINEE — R H AR E S HIPH L FTEEE  WBBZE—T "I AHERK
1 BB+ AIPHhUFTIE E ERERER, AR, B-TEETNRBERAIZR—T "HiE, &i# , &
Hi @ ATERANEBEE, FRMAEZE Instance0 IPIAEH R E BGateway, TKE , —TOK,

S

W‘f%? . E‘E’ﬁ?,ﬁ%m H %ﬁ%ﬁﬁl%?vpngt&onnwions{m.ngSetting.ngPeeringAddrm.lnstanceoﬁ
E’ﬂvaniteConnections[O].ngSetting.ngPeeringAddresss.lnstancelﬁﬂlﬁ*?ﬁ??ﬁ?]; , 1175’&?@5’9@3%%%43

o



Edit Static Route Configuration

Type - P 1Pl
Inberiace®

Azure-NTI-0

nterface starting wish Shis icon [ signilies i is svallable bor route loak

Avallalbde Meteork O Eelacied Hetwork
ad Afura-lnitaccal-BEP_Pear
o1 BGP_Peer x\"' Add
Ensure thai egress virluakouter has rovte to that destination
Gateway

Azure-Instancel-BGF . Peer

Mdatric: I
— I——
Tunnsled Usad only for defaull Rouls

e)EEB P Bc-d , BiBInstance! VTIFTIEE —FF LKA, BRIZE—TSavellBEFEXR,

Azure-Ins P_Peer Azure-VTI-1 Ghabal Azure-Instancel-BGP_Peer (10.2.003) false 1

Azure-ins Azune-VTi-0 Ghobal Azurg-instanced-BGP_Peor (10.2.012) false 1

IPvE Rautes

R HESEBCGPH Fitbilt ; BGPARSMALARMAMIA |, LUEAzure MFTD A LAB) B A B
RUER A B E ARRVMEES , AEH AR IR

HEBR 9 EBGP

a)#ERouting > General Settings > BGP T , ZEFTD L BUABGP Process 65500, iEZHEnable
BGPEREN SR , RERMA LR EFE 2R F1THPEENASIHER. EMEIRouting > BGP > IPv435,



FTD

Cisco Firepower 1010 Threat Defense

Device Interfaces Inline Sets Routing DHCP VTEP SNM

Enable BGP:
: a AS Number*
Virtual Router Properties [ 65500] ]
ECMP (1-4294967295 or 1.0-65535.65535)
RED Override BGP general settings router-ic
Router Id
CELS [ Automatic w ]
OSPFv3
IP Address*
EIGRF
RIP
Policy Based Routing General

v BGP :
Scanning Interval
IPv4

MNumber of AS numbers in AS_PATH attr

IPvE
Log Neighbor Changes

Static Route
Use TCP path MTU discovery
v Multicast Routing
Reset session upon failover
IGMP
Enforce the first AS is peer's AS for EBC
PIM
Use dot notation for AS number
Multicast Routes
Aggregate Timer
Multicast Boundary
Filter BGP community new format (AA:NN)

General Settings Best Path Selection
BGP

Default local preference

b)i& A #BHY Enable IPVABRER 5 31 , BEFR/AS 655008F IPv4 BGPRSH , A% — T Neighborfi
EBGP#E.



FTD

Cisco Firepower 1010 Threat Defense

Device Interfaces Inline Sets Routing DHCP  VTEP SNMP

Enahlelpvd: AS Number 65500

General Neighbor Add Aggregate Address Filtering MNetworks Redis

Virtual Router Properties

ECMP

BFD Setting

OSPF Learned Route Map
OSPFv3

)i — T+ Add.

General Meighbor Add Aggregate Address Filtering Matworks Redistribution Route Injection

Address Remote AS Number Address Family Remaote Private AS Number Description

d)#i Alnstance0 BGPHZE & , fevWANEIRSSIFHIEENBGP AS , A% A ©1EANeighbor
Remote AS , IR EE | Fildescriptions & —T MAdvanced. o

)
B : RREEBCPEHRANSEFTD LMEVTINEHERRE,

Add Neighbor ®
IP Address* Enabled address

[ 10.2.012 ] (] As override

Remote AS#*

E] Shutdown administratively
[ 65515 ]

(1-4284967295 or 1.0-65535.65535)

BFD Fallover Description

[ none w ] [ Instanced Azure BGP Peering 4—-}/

Update Source:

[ bgpVPNEBranchLo k’ﬁ/

Filtering Routes Routes Timers Advanced ‘%gmion

e)EFTD LHBGP Neighbori% EAIAdvancedThaER P , AT S TTLEE S B eBGPTER M 1IERE
EAUEEF, Azure BGPRIEZEH R BIBREEEERTIAzure B E  WHKREHNERET



A LATEKeBGP TTL ( 1ERF I ) WIEE.
|_J uisapie Lonnecuon venrncaton

@ Allow connections with neighbor that is not directly connected
O Limited number of TTL hops to neighbor
TTL Hops

[_so

f¥fAzurefi|1IR1 BGPHFIHEB MR LR,

Add Neighbor

IP Address* Enabled address

[ 10.2.013 ] [ ] As override

Remote AS* [] shutdown administratively
[ 65515 ]

(1-4294967295 or 1.0-65535.65535)

BFD Fallover Description
[ none v ] [ Instancel Azure BGP Peering
Update Source:
[ bgpVPMBranchLo ~ ]
Filtering Routes Routes Timers Advanced Migration

—

@ Allow connections with neighbor that is not directly connected
O Limited number of TTL hops to neighbor

TTL Hops

[s0 l

[1=255)

o)ERETRZRFEEFEEN,



hanges
.--"'(-J
______—-"f
.--"-(--
1 Routi DHCP VTEP ShNMP -
ets outing -
Enabile IPv4: AS Number 65500
General Meighbor Add aggregate Address Filtering Melworks Redistribution Route Injection
- f
Address Remote AS Numbar Address Family Remote Private AS Number Description
10.2.012 65515 Enabled Instanced Azure BGP Pearing
102,003 65515 Enabled

Instancel Azure BGP Pearing 20

FERRIEAT , BGPREBRHRPRE —R&ERE , BIEECMPEMIKFEIRH BT M. LED A

RMABGPZERE , T AR TR MERABANKE,

SER 1058 EBGPZ ERRKE

a)8 & =Routing > BGP > IPv4 , ##— T General &5|Z% , A% — TForward Packets Over

Multiple Paths35 Ky #h £ Bl 7~



Device Interfaces Inline Sets

Manage Virtual Routers

[ Global ~ ]

Virtual Router Properties
ECMP

BFD

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing

Routing DHCP VTEP SNMP

Enable IPv4: [ AS Number 65500

v BGP
IPv4

IPvE
Static Route
v Multicast Routing
IGMP
PIM
Multicast Routes

Multicast Boundary
Filter

General Settings
BGP

Setting

Learned Route Map

General Neighbor Add Aggregate Address Filtering Metworks Redistribution

Administrative Route Distances [74
External 20
Internal 200
Local 200

Routes and Synchronization &
Generate default routes No
Summarize subnet routes into network level routes No
Advertise inactive routes Yes
Synchronize between BGP and IGP systems No
Redistribute IBGP into IGP No
(Use filtering to limit the number of prefixes that are redistributed)

Forward Packets Over Multiple Paths &

Number of Paths

IBGP number of paths

b)#&Number of Pathsil{ W TR E 1B R A2,

Edit Forward packets Over Multiple Paths @

MNumber of Paths

2

IBGP Mumber of Paths

&

c)fE{RSavet B E X,

i)

Cancel m

Rout



EFBTKE , FFHRFNBCGPEMBAzurefITH MIBEEAFR, FER , EABERESSHEINMERE
ZECLIENMA , MM B EAmEREREAN , BREERAMEVTI,

1EF T Dsystem support diagnostic-di CLI E BB F

a)#fE#& , BGPRMEERMB A ERFE.

<#root>

>

system support diagnosti c-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

ftd#

ftd#

show bgp sumary

BGP router identifier 10.50.1.2, local AS number 65500

BGP table version is 5, main routing table version 5

2 network entries using 400 bytes of memory

4 path entries using 320 bytes of memory

2 multipath network entries and 4 multipath paths

1/1 BGP path/bestpath attribute entries using 208 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 952 total bytes of memory

BGP activity 2/0 prefixes, 4/0 paths, scan interval 60 secs

Neighbor \% AS MsgRcvd MsgSent TbTVer InQ OutQ Up/Down State/PfxRcd
10.2.0.12 4 65515 5 3 5 0 0 00:01:02 2

10.2.0.13 4 65515 3 4 5 0 0 00:00:55 2

ftd#

by ERAzure i ZINN AR BB TASKEEH,

<tfroot>
ftd#

show bgp

BGP table version is 7, local router ID is 10.50.1.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*m 10.2.0.0/16 10.2.0.12 0 65515 i
> 10.2.0.13 0 65515 i
*m 172.27.0.0 10.2.0.12 0 65515 i
> 10.2.0.13 0 65515 i

ftd#



CBEVTIER I H.

<#root>
frd#
show interface Tunnell1 | i packets

118 packets input, 31385 bytes
134 packets output, 8780 bytes
0 packets dropped

frd#

show i nterface Tunnel 2 | i packets

127 packets input, 33629 bytes
230 packets output, 15119 bytes
0 packets dropped

frd#

d)FEEEBGPHRE BB RAV R RERR H

<#root>
frd#
show runni ng-config route

route Azure-VTI-O0 10.2.0.12 255.255.255.255 10.2.0.12 1
route Azure-VTI-1 10.2.0.13 255.255.255.255 10.2.0.13 1
ftd#

e)ERECMPEF,
<#root>

ftd#

show zone

Zone: Azure-VTI-ECMP-Zone ecmp
Security-level: 0
Zone member(s): 2
Azure-VTI-1 Tunnel2
Azure-VTI-0 Tunnell

ftd#

f\REABGPE B,



<tfroot>
frd#

show runni ng-confi g router bgp

router bgp 65500

bgp Tog-neighbor-changes

bgp router-id vrf auto-assign
address-family ipv4 unicast
neighbor 10.2.0.12 remote-as 65515

neighbor 10.2.0.12 description Instance0 Azure BGP Peering
neighbor 10.2.0.12 ebgp-multihop 50

neighbor 10.2.0.12 transport path-mtu-discovery disable
neighbor 10.2.0.12 update-source bgpVPNBranchLo

neighbor 10.2.0.12 activate

neighbor 10.2.0.13 remote-as 65515

neighbor 10.2.0.13 description Instancel Azure BGP Peering
neighbor 10.2.0.13 ebgp-multihop 50

neighbor 10.2.0.13 transport path-mtu-discovery disable
neighbor 10.2.0.13 update-source bgpVPNBranchLo

neighbor 10.2.0.13 activate

no auto-summary

no synchronization
exit-address-family
frd#
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<#froot>
frd#

show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 10.0.0.1 to network 0.0.0.0

B 10.2.0.0 255.255.0.0 [20/0] via 10.2.0.13, 15:50:50
[20/0] via 10.2.0.12, 15:50:50
B 172.27.0.0 255.255.0.0 [20/0] via 10.2.0.13, 15:50:50
[20/0] via 10.2.0.12, 15:50:50
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