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- B2 AXBHEEEFTD)10.0.x, 7.6.4
. BEPHRBEEEHL(FMC)10.0.x

R ECIE

1. FMCEA EAIP#1110.62.113.125%110.62.113.126 7 5I3%E1B & Anameif outside1 BV E RN H
Ethernet1/1 A& Al AME(HA) S XN EEFTD:

ahal.  Firewall Management Center

osploy Q@) (@  acmin

€ISEQ  Devices [ Secure Firewall Interfaces

4200.-hat =S

Summary  High Availability Device Interfaces InlineSets Routing DHCP  VTEP

Irsights &
Reparts : :
interfaces | Virtual Tunnels Search by name [ Syne Interface ] | Add Interfaces J
- ; )
Events & Logs
Interface Logical Mame Type Security Zones MAC Address (Active/Standby) P Address Path Monitori_.  Wirtual Router
@ Management1fl management Physical Disabiled Glabal
Pokcies
@ Management1/2 venting Physical Disabled Glotal
.
Objects @ ethernenn outsidel Physical 1062112125/24(Statkc); Disabled Global

ERWFTD CLISH:

<tfroot>

>

show net wor k managenent -dat a-i nterface

Physical Interface Name of the Interface
Et hernet 1/ 1 out si del
>

show net wor k

[ System Information ]

Hostname : CSF4215-3
DNS from router : enabled
Management port : 8305

IPv4 Default route



Gateway

: data-interfaces

======[ System Information - Data Interfaces ]======

DNS Servers

I nterfaces

Et hernet 1/ 1

State
Link

MTU
MAC Address

Configuration

Addr ess

Net mask

Gat eway

1 192.0.2.100

Et hernet 1/ 1

: Enabled
: Up

out si del

: 1500
: 40:F4:9F:3D:5A:0E

Manual

10. 62. 113. 125

255.255.255.0

10.62.113.1

2.72FTD HAREMFMC 2 B SFTUNNELEAR :

<ffroot>



sftunnel - status-brief

PEER: f nt. exanpl e. org

SFTunnel Status:-

Channel A: Connected

Channel B: Connected

Peer channel Channel-A 1is valid type (CONTROL), using 'tap_nlp', connected to '198.51.100.23"'
Peer channel Channel-B 1is valid type (EVENT), using 'tap_nlp', connected to '198.51.100.23" vi
Registration: Completed.

IPv4 Connection to peer 'fmc.example.org' Start Time: Fri Jul 17 08:22:31 2026 UTC

Heartbeat Send Time: Fri Jul 17 08:52:42 2026 UTC
Heartbeat Received Time: Fri Jul 17 08:53:03 2026 UTC
Last disconnect time : Fri Jul 17 08:22:16 2026 UTC

Last disconnect reason : Process shutdown due to stop request from PM

3. FTDHXAEDNSHEHT REMREIFMC, EERENRTERENZ A (FQDN)ETEE :

<ffroot>

>

show nmanagers

Type : Manager

Host : fnt. exanple.org

Di spl ay nane : fnt. exanple.org

Version : 10.0.1 (Build 1)

Identifier . 6d86efc4-c095-11f0-9244-48f1a7894b18
Registration : Completed

Management type : Configuration and analytics



show net wor k

[ System Information ]

Hostname : KSEC-FPR-4215-3
Domai ns . exanple.org
DNS Servers : 192.0.2.100
DNS from router : enabled
Management port : 8305
IPv4 Default route

Gateway : data-interfaces

DNS{R AR 88 A i@iBoutside1 M E AR

4 sftunneiE#R 2 EiBLinas| BRI :

<ttroot>

>

show conn all port 8305

26 in use, 32 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.113.125(169.254.1.3):8305 outsidel 198.51.100.23:45647, idle 0:00:03, bytes 212¢

TCP nlp_int_tap 10.62.113.125(169.254.1.3):37141 outsidel 198.51.100.23:8305, idle 0:00:04, bytes 148¢
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Cisco Secure Firewall 4215 Threat Defense
"""" y  High Device Infine Sets  Routing DHCP  VTEP
L
\'inulhmrleli @ Search by name | [ synentertace | [ adaintertaces ~ |
£
Evants & Logs
Interface: Logical Name Type Security Zones MAC Address (Active/Standby] 1P Address Path Monitori... Virtual Router
0] [ Managementi/1 managerent Physical Disabled Global Q<
Policies
[ Msnagemantt/2 eventing Physical Digatied Global Q
oy
on:ﬂ [ Ethemenn outsidel Physical 10621 3126/24(Static); Disabled Global &
i_- @ Ethemeryz outsida? Physical 06211451/ 24(Static); Disabled Giobal &
Bavices. .
@ ethemett/3 Physical Disated &
s - " & i
i @ememena  Edit Physical Interface G Disabled a
Connections
B ethemens _ - Disabled &
* General Pva IPvE Path Monitoring Hardware Configuration Manager ACCass Advanced
Intageations @ ethemet/s Disabled &
[Enable management access
[ Ethemen7 Available Networks - Aliowed Management Networks Disabled &
N _ Search any
Troablashisethey [ ethernett/a Disabled &
10,144,610
e 10.199,60.96 | Add |
Admiristration 10.62184.23
11273061
= Page| 1 of 1 =
Q Cancel m
Find in Meru

BEE , BR7.70MFTDMRATXERNHEERSBEERNE. EREREFE =@EManagersiBNE
SEFNHBRLUTHERES

Error - Device Configuration

& High availability device cannot have more than 1 interface enabled for FMC
access

HWR7.7.02BIVFTDIRA , FEHERBLIB S BT S ERS,

7EBREEIWERFTD CLISHEMERE, EAREH|FR | B Boutside2fYEthernet1/27T E#Y IP{L it
2 81410.62.114.51%110.62.114.52:

<tfroot>

>



show i p

System IP Addresses:

Interface Name IP address Subnet mask Method
Ethernetl/1 outsidel 10.62.113.125 255.255.255.0 manual <- source interf
Et hernet 1/ 2 out si de2 10. 62.114.51 255. 255. 255. 0 manua

<- target interface
Ethernetl/4 fover 10.9.0.21 255.255.255.0 unset

outside24T T 718 Zlsftunnel{HREH -

<ffroot>

>

show runni ng-confi g sftunne

sftunnel interface outside2

<- target interface

sftunnel interface outsidel

<- source interface
sftunnel port 8305
sftunnel route-map FMC_GEN_19283746_RBD_DUAL_WAN_RMAP_91827346

& ATENetwork Address Translation(NAT)&RA =8 7 HMR Al , BHEEHoutside1 ST EAVR A -

<tfroot>

>

show nat detail

Manual NAT Policies Implicit (Section 0)

1 (nTp_int_tap) to (outsidel) source static nlp_server__sftunnel_0.0.0.0_intf5 interface destination s
translate_hits = 1448, untranslate_hits = 1448
Source - Origin: 169.254.1.3/32, Translated: 10.62.113.125/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0



Service - Protocol: tcp Real: 8305 Mapped: 8305

2 (nlp_int_tap) to (outside2) source static nlp_server__sftunnel _0.0.0.0_intf6 interface destination st

translate_hits = 0, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0
Service - Protocol: tcp Real: 8305 Mapped: 8305
3 (nlp_int_tap) to (outsidel) source static nlp_server__sftunnel_::_intf5 interface ipv6 destination s
translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305

(nlp_int_tap) to (outside2) source static nlp_server__sftunnel _::_intf6 interface ipv6 destination stat

translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305
5 (nlp_int_tap) to (outsidel) source dynamic nlp_client_0_intf5 interface
transTlate_hits = 653, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.113.125/24

(nlp_int_tap) to (outside2) source dynanmic nlp_client_O_intf6 interface

translate_hits = 0, untranslate_hits = 0
Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
7 (nlp_int_tap) to (outsidel) source dynamic nlp_client_O_ipv6_intf5 interface ipv6
translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:

(nlp_int_tap) to (outside2) source dynanmic nlp_client_O_ipv6_intf6 interface ipv6

translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:

8BTS W AREN N EER

<#froot>

>

show nonitor-interface



This host: Primary - Active

Interface management (203.0.113.130): Normal (Monitored)
Interface outsidel (10.62.113.125): Normal (Monitored)
Interface outside2 (10.62.114.51): Normal (Monitored)

O her host: Secondary - Standby Ready

Interface management (203.0.113.131): Normal (Monitored)
Interface outsidel (10.62.113.126): Normal (Monitored)
Interface outside2 (10.62.114.52): Normal (Monitored)

TEIBF AR ERSSH AccessEZB o ETEFR,

9. MNRFHEE Boutside2 NEIEEFTD , FREANR
10 ETHENER , LAFBIR B ZN EEREE A @RS (DNS)MFMC:

- WMRFMCHMFTDZ MK EREZEEML B BN (ONS) , FRAFTDAIR B EN HEREANE
#RDNSIMREFH T —EER . EEHREFIELELFTDNSHEA.

- BRFTDANER B ENEERERANEEFMCH T — B

- BREFGREPAFEIRBENENTCPES305 LWFMCHMFTDZ B S MER, HEAER
AT MIELR.

EEEBBRT , EESIP10.62.114. 1 AEB EN HWWTERMEERE, FAMABREREHARENAGE

(ICMP) Tl 2R T — BB 2689 1Pz 41k -

<ffroot>

>

ping 10.62.114.1

Please use 'CTRL+C' to cancel/abort...

Sending 5, 100-byte |ICVMP Echos to 10.62.114.1, tineout is 2 seconds:



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

MEEERELRT —EH LEEMHEICMP , BRAT —EESNERFIESI(MAC) A 1L
show arp@s THEE P TREEN !

<ffroot>

>

show arp

fover 10.9.0.22 4c01.f7e9.e111 13275
outsidel 10.62.113.1 c02c.1782.2chf 1
outsidel 10.62.113.126 4c01.f7e9.el0e 5453

out side2 10.62.114.1 c02c.1782.2cbf 0

outside2 10.62.114.52 4c01.f7e9.el10f 5453

T ARBFTDRAMITUT SR

« 770REF/MA : EFMC L , ZABBIR/ E(outside) W EERIHE , AERE , FER
DNS{IRSRH A ( MR EFADNSEHRIFMC ) FMiEiB B £/ H(outside2) IFMC, filtn , L&
RERERANEREERBENENERAR.

« BR7.7.000A : EFMC L , ZAEBIRS T HE (outside1)iIManagershif , BAER B ENE
(outside2)MIManagersh [ , FAEIKH , LIEFIDNSAMRFAVERM ( MR EADNSH A
FMC ) Mi@i8 B 2T E(outside2) (IFMC, #lf , EERERERANEERBBENENE
AR

12. 5P B KM,

13.58FFTD CLISH:

<tfroot>

>

show route 0.0.0.0



Routing entry for 0.0.0.0 0.0.0.0, supernet

Known via "static", distance 1, metric 0, candidate default path

Routing Descriptor Blocks:

* 10.62.114.1, via outside2

<- default route over outside2
Route metric 1is 0, traffic share count is 1

show runni ng-config sftunne

sftunnel interface outside2

<- sftunnel is enabled only over outside2
sftunnel port 8305

show nat detail

Manual NAT Policies Implicit (Section 0)

1 (nlp_int_tap) to (outside2) source static nlp_server__sftunnel _0.0.0.0_intf6 interface

translate_hits = 3, untranslate_hits = 3

Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Protocol: tcp Real: 8305 Mapped: 8305

destination st

2 (nTp_int_tap) to (outside2) source static nlp_server__sftunnel_::_intf6 interface ipv6 destination s

translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::3/128, Translated:
Destination - Origin: ::/0, Translated: ::/0
Service - Protocol: tcp Real: 8305 Mapped: 8305

3 (nlp_int_tap) to (outside2) source dynamic nlp_client_O_intf6 interface

translate_hits = 407, untranslate_hits = 0

Source - Origin: 169.254.1.3/32, Translated: 10.62.114.51/24
4 (nlp_int_tap) to (outside2) source dynamic nlp_client_O_ipv6_intf6 interface ipv6

translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Translated:

show conn all port 8305



31 in use, 42 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.114.51(169. 254. 1. 3): 56853 outsi de2 198.51.100. 23: 8305, idl e 0:00:06, bytes 3300¢

<- connectivity over outside2

TCP nlp_int_tap 10.62.114.51(169. 254. 1. 3): 32905 outside2 198.51.100.23:8305, idle 0:00: 00, bytes 1595¢

<- connectivity over outside2

14. MR FEEF KR "show networky CLISHar i H A HIDNSFIFRES , FEECEFTAIDNSHARES :

<#froot>

>

configure network dns servers 192.0.2.184

15.7EFMC L , #$FTDE B |IPH#h it Ek Boutside2 IPHhl , REFEHBREAY EHMAER, B
HARKMAEBEEL SR -



Management o
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Seeondary Address:
o

16. B FFTAFTD LM sftunneliEAR :

<ftroot>

>

sftunnel -status-brief

PEER:198.51.100.23
SFTunnel Status:-

Channel A: Connected

Channel B: Connected

Peer channel Channel-A is valid type (CONTROL), using 'tap_nlp', connected to '198.51.100.23'
Peer channel Channel-B is valid type (EVENT), using 'tap_nlp', connected to '198.51.100.23' vi.
Registration: Completed.

IPv4 Connection to peer '198.51.100.23' Start Time: Thu Jul 16 16:37:14 2026 UTC

Heartbeat Send Time: Thu Jul 16 16:38:13 2026 UTC
Heartbeat Received Time: Thu Jul 16 16:39:13 2026 UTC
Last disconnect time : Thu Jul 16 16:37:11 2026 UTC

Last disconnect reason : Both control and event channel connections with peer went down



show conn all port 8305

32 in use, 42 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp_int_tap 10.62.114.51(169.254.1.3):8305 outsi de2 198.51.100.23: 36383, idle 0:00:00, bytes 2357
<- new connection over different source port
TCP nlp_int_tap 10.62.114.51(169.254.1.3):8305 outsi de2 198.51.100.23:50963, idle 0:00:01, bytes 1231

<- new connection over different source port

17 MRAFEERFAREPHDNSAMRRS , AETHEENEEE R IBERE,

B ER R EIER

ERANUT R TETRRE

1. show network — REENEMNEE.

2. sftunnel-status-brief — B RsftunnelEARARRE,

3. show run sftunnel — FRBhH A& 51 2 (Lina) P By sftunnel it &
4. show conn all port 8305 - #RiEiBLinas| 2 sftunnelE#R,

EHRERERYE  F2RE T EMPNEREEEREERS .

2ZE&H


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#troubleshooting-the-management-connection
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/get-started-device-registration.html#ID-2242-0000054e
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/get-started-device-registration.html#ID-2242-0000054e
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#change-between-device-management-and-data-interfaces
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#change-between-device-management-and-data-interfaces
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#change-between-device-management-and-data-interfaces
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/100/management-center-device-config-10-0/interfaces-settings-device.html#troubleshooting-the-management-connection
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