i Finameif nlp_int_tap# P11k 169.254.1.1 B EA
REBE R T E R AR

H &%

A

&I

AERNABIPHIHEA169.254.1. 10 REFE Binlp_int_tap T HEH K A&,

EXREmAH.

BRA T4

ANHHEARBBEBEERETREANKEMEL. XHPEAZNAMBRERRERER (HK
) BVHEREREE) . MREHEEEFT | FRARCHEAETAESTRERNTE,



AN ERABRBRIBEATHRBNERRA

- REPHFNEREE(FTD)7.x, 10.x , AR ABRBESER(FOM)REL LM X FEEEH L
(FMC)&H,
- REASA 9.18REE A,

BREMN

HAAnlp_int_tapF169.254.1.1 IPi#s it A ER N HR —EARARNE , AREHESE ALinafvERF
H5| ZERBIRIEERFK(0OS) 2 BAER,

ERARAUTRBFRMA—HELR

« SNMP - SNMP~FEENEAEBNERTEEEZRFEPIET,
« #iBCisco SSHift B Y ASAREITSSHIF — SSHT EBR R EAE BN EREEERKTET

. BEEHN EEBSSHIFHFTD - SSHP MR R A BB LR AL RGBT,
- FTDLMVRFEBAAHERE — FiBSHE A EVRFR KNSR N AR S SR E RSN
G AL

- FERNELETFTDERR , FABEERE , flflsftunnel, DNSH#EHT, FFAl. NS B
BE. NTP , REEXRMABBREENHARE EFERHANTMTEF,

LinaBR 3%

REEME , ELinas5| 2 | nameif nlp_int_tap 1R Internal-DataX/YNHE , B EFR RS
sREPER,

ULTRRETEXERNES
- BITFTDHY R &P Aii&6170:

<tfroot>

CSF6170-1#

show interface ip brief

Interface IP-Address 0K? Method Status Protocol



Internal -Datal/ 1l 169.254.1.1 YES unset up up

CSF6170-1#

show controller

Internal -Datal/ 1l

ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 10

Major Configuration Parameters

Devi ce Nane :en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

CSF6170-1#
show i nterface detail | begin nlp_int_tap
<-- Output except Internal-Data slot and port ID is similar in other devices

Interface Internal-Datal/l "nlp_int_tap", is up, line protocol is up

Hardware is en_vtun rev00

, BW Unknown Speed-Capability, DLY 1000 usec
(FulT-duplex), (1000 Mbps)
Input flow control 1is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
12409 packets input, 837229 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
0 pause input, 0 resume 1input
0 L2 decode drops, 0 demux drops
12371 packets output, 816494 bytes, 0 underruns



0 pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets
0 Tate collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/Tow): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)

Traffic Statistics for "nlp_int_tap":

VR R R

5

12409 packets input, 663503 bytes

12371 packets output, 643300 bytes

43 packets dropped

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

minute input rate 0 pkts/sec, 0 bytes/sec

minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec

Control Point Interface States:

CSF6170-

capture

Interface number is 7
Interface config status is active
Interface state is active

1#

nlp interface ?

<-- Same as 1in other devices

cplane Capture packets on controlplane interface
data-plane Capture packets on dataplane interface

nlp_int_tap Capture packets on nlp_int_tap interface

Available interfaces to listen:

eventing Name of interface Managementl/2
inside Name of interface Ethernetl/1
management Name of interface Managementl/1

CSF6170-1#

show asp table interfaces

<-- Same as 1in other devices

Soft-np interface 'nlp_int_tap' is up
context single_vf, nicnum 10, mtu 1500

vlan <None>, Not shared, seclvl 100
12409 packets input, 12371 packets output
flags 0x0

CSF6170-1#

show asp table routing

<-- Same as in other devices



route table timestamp: 37

in
in
out
out

169

out
out

out

out

out
out

169. 254. 1.0 255. 255. 255. 248 nl p_int _tap

« JE1TASAKFirepower 4145:

<#froot>

asa#

show interface ip brief

Interface IP-Address OK?
I nt er nal - Dat a0/ 2 169.254.1.1 YES
asa#

show control |l er

£d00:0:0:1::1  ffff:ffff:ffff.FFfFf. FEFfFFEFfFFEFfFFff nlp_int_tap
£d00:0:0:1:: ffff:ffff:ffff:ffff:: nlp_int_tap

255.255.255.255 255.255.255.255 nlp_int_tap

.254.1.1 255. 255. 255. 255 nl p_int _tap

169.254.1.0 255.255.255.248 nlp_int_tap

224.0.0.0 240.0.0.0 nlp_int_tap

fd00:0:0:1::1 ffff.ffff:ffff:ffff - fEFF . FEFFFEFF-FFFFf nlp_int_tap
fd00: 0: 0: 1: : ffff.ffff:ffff:ffff:: nlp_int_tap

fe80:: ffcO:: nlp_int_tap

ff00:: ff00:: nlp_int_tap

Method Status

unset up

Protocol

up



I nt ernal - Dat a0/ 2:

ASA | PS/ VM I nternal Managenent Data Interface en_vtun rev00, port id 4102

Major Configuration Parameters

Devi ce Nane :en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

. EBFTD:

<#froot>

firewall#

show interface ip brief

Interface IP-Address 0OK? Method Status Protocol
I nternal - Data0O/ 1 169.254.1.1 YES unset up up
firewall#

show control |l er

I nternal - Dat a0/ 1:

ASA | PS/ VM | nternal Managenent Data Interface en_vtun rev00, port id 12

Major Configuration Parameters

Devi ce Nane : en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp



. EBEASA:

<{froot>

asav#

show interface ip brief

I nternal - Dat a0/ 0 169.254.1.1 YES unset up up

firewall#

show control |l er

I nt ernal - Dat a0/ 0

ASA | PS/ VM I nternal Managenment Data Interface en_vtun rev00, port id 4

Major Configuration Parameters

Devi ce Nane : en_vtun

Li nux Tun/ Tap Device : /dev/net/tun/tap_nlp

BE

- nameif nlp_int_tap 2 BHETEFEE LNFEIAZBERITEH.
- #Ri%show asp table routing I SE#IHE , A% Anlp_int_tap K RZFE BT E 2 EIPv4 it tit



169.254.1.1/29F1Pv6 3tk 1t fd00:0:1::1/64,
« #R#%show controller s H#H , Itk HER/dev/net/tap_nlps A A #ILinux Tun/Tap N ( 455!
RDHER) o

EERERE

/devinet/tap/tap_nlp2 EB LT IPH# it Linux 2 &85 N E :

. |IPV4:EREE FA169.254.1.2/29 , BH#EE £ £A169.254.1.3/29,
- |PV6:E#HEEE FRIFd00:0:0:1::2/64 K@ B % & EAYFd00:0:0:1::3/64,

EENEEFTDEETHERE -

o E¥EFTD:

<tfroot>

admin@firewall:~$

ip addr show dev tap_nlp

14:

tap_nlp

: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default gqlen 1000
Tink/ether 06:dd:c8:b9:e9:cc brd ff:ff:ff:ff:ff:ff

inet 169.254.1.2/29 brd 169.254.1.7 scope global tap_nlp:1

valid_1ft forever preferred_1ft forever

inet6 fd00:0:0:1::2/64 scope gl obal

valid_1ft forever preferred_1ft forever
inet6 fe80::4dd:c8ff:feb9:e9cc/64 scope 1ink
valid_1ft forever preferred_1ft forever

- REPAE6170:

<#froot>



admin@CSF6170-1:~$%

ip addr show dev tap_nlp

tap_nlp

: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default glen 1000
Tink/ether b2:5b:a0:bf:f6:69 brd ff:ff:ff:ff:ff:ff

inet 169.254.1.3/29 brd 169.254.1.7 scope global tap_nlp:1

valid_1ft forever preferred_1ft forever

inet6 fd00:0:0:1::3/64 scope gl oba

valid_1ft forever preferred_1ft forever
inet6 fe80::b05b:a0ff:febf:f669/64 scope Tink
valid_1ft forever preferred_1ft forever

A TRMEELnakERR , OSAMEAtap_nip/TEMNRIPH UM ER SN BREHZTERKBRR -

<#froot>

admin@firewall:~$

ip rule show

0: from all lookup Tocal

32765: from 169.254.1.2 | ookup 1

<-- For packets sourced from 169.254.1.2 (or .3 in case of hardware devices), the routing table 1 is us
32766: from all Tookup main
32767: from all lookup default

admin@firewall:~$

ip -6 rule show

0: from all lookup Tocal

32765: fromfd00:0:0:1::2 lookup 1



<-- For packets sourced from xxxx::2 (or xxxx:3 in case of hardware devices), the routing table 1 is us
32766: from all Tookup main

admin@firewall:~$

ip route showtable 1

default via 169.254.1.1 dev tap_nlp

<-- Next hop for the default route in table 1 is 169.254.1.1 (Lina)

admin@firewall:~$

ip -6 route showtable 1

default via fd00:0:0:1::1 dev tap_nlp

metric 1024 pref medium <-- Next hop for the default route in table 1 is fd00:0:0:1::1 (Lina)

B

« IPV4FIIPV6RE AR AIRE , EEARIPHITREnlp_tap/ T Htut I E R THEEBER,
- BBER1MIPVAFIIPVOR A B S TEELEE , HT —Bkitut B Lina nip_int_tap /T H.

H LB MR R

AEFHER R A [E R S P A B B R MR

- EEAERTEER,
- ERAERTEER,

N Wiz mFOMLE | BE—EEE TEEEHNEEAEE, DENFE, RBH. BB
AENENEERE | LEFEHAFMCEENFTD ( BOENNERITEE ).

EERENTHERE

RENBUWAEFTD LB R B IR E MBI | WRHNTARFHRER



1. FTDEEFMCE& &,
2. BERNHEEE, EEREEENHAARREREERKMIN B < BHELR

<#froot>

>

show networ k managenent - dat a-i nterface

Physical Interface Name of the Interface <-- empty output indicates disabled feature

3.EDBMETUTYREZ—

« ASAZEFTD_EHISNMP,

 ®iBCisco SSHIf B EIBSSHEAREIASA, FEASA 9. 23R EE AT , BRISSHitEERBA
AREE | HEEEA,

- EBERNEYHFTDEITSSHEE,

- BIBFDMEEMFTD LM ERTEETHTTPSHHRE.

4. FTERERMEEE T ENERE,

WMREETHHRINIIEZ— , SEBEEFEWAINATRE, RIFHEER/ME , NATRAIEE
R E.

UTREBESFHRANATRAUNE L RG] , ARBEBERNEEITFTD SSHEAR :

<tfroot>

firewall#

show nat detail

Manual NAT Policies Implicit (Section 0)
1 (nlp_int_tap) to (inside) source static nlp_server__ssh_0.0.0.0_intf3 interface destination static O
translate_hits = 6, untranslate_hits = 6

Source - Origin: 169.254.1.2/32, Translated: 192.0.2.1/24

Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0



Service - Protocol: tcp Real: ssh Mapped: ssh

2 (nTp_int_tap) to (inside) source static nlp_server__ssh_::_intf3 interface ipv6 destination static O
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::2/128, Transl ated:

Destination - Origin: ::/0, Translated: ::/0

Service - Protocol: tcp Real: ssh Mapped: ssh

3 (nlp_int_tap) to (inside) source dynamic nlp_client_0_0.0.0.0_6proto22_intf3 interface destination s

translate_hits = 0, untranslate_hits =0

Source - Origin: 169.254.1.2/32, Translated: 192.0.2.1/24

Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Oigin: tcp destination eq ssh , Translated: tcp destination eq ssh

4 (nlp_int_tap) to (inside) source dynamic nlp_client_O_ipv6_::_6proto22_intf3 interface ipv6 destinat
translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::2/128, Transl ated:

Destination - Origin: ::/0, Translated: ::/0

Service - Oigin: tcp destination eq ssh , Translated: tcp destination eq ssh



N WiE  EEMACisco SSHEEBBIBSSHESFIASANBERT | BB {22M@mE4122,

It B AR R B A AR

OS (LINUX)

6
10 8
Data nlp_int_tap: tap_nlp:

fd00:0:0:1::1/64 fd00:0:0:1::[2-3]/64 4

2

-1 fu)

6 5
7
—— LINA/ASA @ 1602501120 169.254.1.[2-3/20 @ - SNMP
[

5

o

RESR (EARTEHRIANGE )

1. R — AREIP 192.0.2.2F1822 FIIP 192.0.2.189SSHIVE ATCP SYNERIA, IP
192.0.2. 12 AZN HEHA He 1t

<tfroot>

firewall#

show run ssh
ssh 0.0.0.0 0.0.0.0 inside
ssh ::/0 inside

firewall#

show i p

System IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0

i nsi de

192.0.2.1

255.255.255.0 manual
Current IP Addresses:
Interface Name IP address Subnet mask Method
GigabitEthernet0/0



i nsi de 192.0.2.1

255.255.255.0 manual

firewall#

show capture

capture capi type raw-data trace interface inside [Capturing - 218 bytes]
match tcp any any

capture nlp type raw-data trace interface nlp_int_tap [Capturing - 218 bytes]
match tcp any any

firewall#

show capture capi

1 packets captured
1:

19:52:27. 776830 192.0.2.2.22420 > 192.0.2.1. 22

: S 240217016:240217016(0) win 8192

2IHERKHE RICEMNATRE , ZB A BEIPHR192.0.2. 1@ AIP 169.254.1.2 , Wi ER IE
& Bnlp_int_tap# B

<ffroot>

firewall#

show capture capi trace packet-nunber 1

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 22936 ns
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETlapsed time: 22936 ns
Config:

Implicit Rule



Additional Information:
MAC Access list

Phase: 3

Type: UN-NAT

Subtype: static
Result: ALLOW

ETapsed time: 11224 ns
Config:

nat (nlp_int_tap,inside) source static nlp_server__ssh_0.0.0.0_intf3 interface destination static 0_0.O.

<-- matching NAT rule
Additional Information:

NAT divert to egress interface nlp_int_tap(vrfid:0)

<-- Egress interface is nlp_int_tap

Untranslate 192.0.2.1/22 to 169.254.1.2/22

<-- Destination address was translated to 169.254.1.2

Phase: 15

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
ResuTlt: ALLOW

ETapsed time: 13664 ns

Config:

Additional Information:

Found next-hop 169.254.1.2 using egress ifc nlp_int_tap(vrfid:O0)

<-- next hop is the nlp_int_tap with IP 169.254.1.2

Phase: 16

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 2440 ns

Config:

Additional Information:

Found adj acency entry for Next-hop 169.254.1.2 on interface nlp_int_tap

Adjacency :Active

MAC address 06dd. c8b9.e9cc hits 1 reference 1

<-- next hop MAC address

Phase: 17
Type: CAPTURE
Subtype:



Result: ALLOW

ETapsed time: 8296 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: inside(vrfid:0)

input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 191292 ns

3.FEENEE — B AVHIP 169.254.1. 25E R E 220 H B € #Enlp_int_tap /T EEE -

<#froot>

firewall#

show capture nlp

1 packets captured
1: 19:52:27.776998

192.0.2.2.22420 > 169.254.1.2.22

: S 1456431278:1456431278(0) win 8192

4 FHEVE — #£OS tap_nlp/TE LW E B B9 1#1IP£169.254.1. 2R B2 B D -

<tfroot>

admin@firewall:~$

sudo tcpdunp -n -i tap_nlp tcp

Password:



HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes

19:52:27. 796029 | P 192.0.2.2.22420 > 169.254.1.2.22: Flags [S], seq 1456431278, win 8192, length O

5. SSHFEREAEER22 LA | HMKSYNER S A EITEE

<tfroot>

admin@firewall:~$

sudo netstat -pan | grep :22

Password:
tcp 0 0 0.0.0.0:22 0.0.0.0:* LI STEN 6026/ sshd: /usr/sbi
tcp6 0 0 :::22 inx LI STEN 6026/ sshd: /usr/sbi

6. SSHEKSYN ACKE Rl =,

7.Capture point ( 2 ) — JRIP 169.254.1.21822F1 B #ZIP 192.0.2.280SYN ACK &R 25&iB
tap_nlp /" EHEE :

<tfroot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp tcp

Password:

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes

19:52:27.796029 IP 192.0.2.2.22420 > 169.254.1.2.22: Flags [S], seq 1456431278, win 8192, Tength 0

19:52:27.796112 I P 169.254.1.2.22 > 192.0.2.2.22420: Flags [S.], seq 2122129677, ack 1456431279, win 64:



8.4 E: — fELina nlp_int_tap /T E LU EIHEIP 169.254.1 258 #2220/ B f91:IP{1E192.0.2. 24
SYN ACKH 4 -

<#froot>

firewall#

show capture nlp

2 packets captured

1: 19:52:27.776998 192.0.2.2.22420 > 169.254.1.2.22: S 1456431278:1456431278(0) win 8192

2: 19:52:27.777776 169.254.1.2.22 > 192.0.2.2.22420: S 2122129677:2122129677(0) ack 1456431279

O.LkSYN ACKH B REABRB/IEEMERN -5 EE | Linas| BERIFIGEREHA R RINATH 2
S H S FGREIP 169.254.1 2EZB R RZIP 192.0.2.1 , WBIERBEAWMENHE. EFEHCisco
SSHitt B EIBSSHEZRIASANE R T |, RIEBMH41228E 522

<#froot>

firewall#

show capture nlp trace packet-nunber 2

2 packets captured

1: 19:52:27.776998 192.0.2.2.22420 > 169.254.1.2.22: S 1456431278:1456431278(0) win 8192

2: 19:52:27.777776 169.254.1.2.22 > 192.0.2.2.22420: S 2122129677:2122129677(0) ack 1456431279
Phase: 1
Type: CAPTURE
Subtype:

Result: ALLOW

Elapsed time: 2196 ns
Config:

Additional Information:
MAC Access list



Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 2196 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 2928 ns
Config:

Additional Information:

Found flow with id 239305, using existing flow

Phase: 4

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
ResuTlt: ALLOW

ETapsed time: 10736 ns

Config:

Additional Information:

Found next-hop 192.0.2.2 using egress ifc inside(vrfid:0)

Phase: 5

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 1952 ns

Config:

Additional Information:

Found adj acency entry for Next-hop 192.0.2.2 on interface

Adj acency : Active

MAC addr ess 0000. 0000. 1234 hits O reference 1

Phase: 6
Type: CAPTURE

i nsi de



Subtype:

Result: ALLOW

ETapsed time: 10736 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: nlp_int_tap(vrfid:0)

input-status: up
input-line-status: up

output-interface: inside(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 30744 ns

10.FEENE — HEBRAMBAHEEIEE Vit -

<#froot>

firewall#

show capture capi

2 packets captured

1: 19:52:27.776830 192.0.2.2.22420 > 192.0.2.1.22: S 240217016:240217016(0) win 8192
2: 19:52:27.777807 192.0.2.1.22 > 192.0.2.2.22420: S 283571456422835714564(0) ack 240217017 wir
~. \| A
CERAER T HER

MREFMCEENWFTDLEBAZERNHEHERE 6 AELEFESHERLE -

1. #£CLISH L , F85%#3Ed Rdata-interface, OSHRFALFE R EiBtap_nlp , BT —EE 5 E
Lina IP 169.254.1.1:



<ffroot>

>

show networ k managenent - dat a-i nterface

Physical Interface Name of the Interface

Et hernet 1/ 2 i nsi de

show net wor k

[ System Information ]

Hostname : FPR1150-2
DNS from router : enabled
Management port : 8305

| Pv4 Default route

Gat eway : data-interfaces

[ managementO ]

Admin State : enabled

Admin Speed : lgbps

Operation Speed : lgbps

Link T oup

Channels : Management & Events

Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX

MTU : 1500

MAC Address : 4C:E1:75:DD:89:00
—————————————————————— [ IPV4 J------—— -
Configuration : Manual

Address : 192.0.2.29

Netmask 1 255.255.255.0
—————————————————————— [ IPV6 J------=--——-mm -
Configuration : Disabled

[ Proxy Information ]
State : Disabled
Authentication : Disabled

======[ System Information - Data Interfaces ]======



DNS Servers

I nterfaces : Ethernetl/2

[ Ethernetl/2 ]

State : Enabl ed

Li nk o Up

Nane : inside

MIU : 1500

MAC Addr ess : 4C El: 75: DD: 89: 25
---------------------- [ IPVA Jommmmmmmmmiai et
Configuration : Manual

Addr ess : 198.51. 100. 254

Net mask : 255.255.255.0



Gat eway : 198.51.100.1

Configuration : Disabled

admin@firewall:~$

ip route show default

default via 169.254.1.1 dev tap_nlp

2. #Linat , BREBERNERERRBEH — ERMFMCE BN EAEERE

<{froot>

firewall#

show rout e

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 198.51.100.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 198.51.100.1, inside
C 198.51.100.0 255.255.255.0 is directly connected, inside
L 198. 51. 100. 254 255. 255.255.255 is directly connected, inside

3. f£Lina L , BIPV4FIIPv6H B &8 7 M Xsftunnel#E8305INATIR B, b7k , BT A R1EZX
RIFEBR BN |, BIBERNEAHOS tap_nlp/ T E R IPvAFIIPvE b 1t B B B)REPAT,

<{froot>

firewall#

show nat detail



Manual NAT Policies Implicit (Section 0)

1 (nTp_int_tap) to (inside) source static nlp_server__sftunnel_0.0.0.0_intf3 interface

translate_hits = 6, untranslate_hits = 6

Source - Origin: 169.254.1.3/32, Translated: 198.51.100. 254/ 24

Destination - Origin: 0.0.0.0/0, Translated: 0.0.0.0/0

Service - Protocol: tcp Real: 8305 Mapped: 8305

destination sta

2 (nlp_int_tap) to (inside) source static nlp_server__sftunnel_::_intf3 interface ipv6 destination sta

translate_hits = 0, untranslate_hits = 0

Source - Origin: fd00:0:0:1::3/128, Transl ated:

Destination - Origin: ::/0, Translated: ::/0

Service - Protocol: tcp Real: 8305 Mapped: 8305

3 (nlp_int_tap) to (inside) source dynamic nlp_client_0_intf3 interface

translate_hits = 64, untranslate_hits = 0

Source - Origin: 169.254.1.3/32, Translated: 198.51.100. 254/ 24

<-- Dynamic IPv4 PAT on inside interface

4 (nlp_int_tap) to (inside) source dynamic nlp_client_O_ipv6_intf3 interface ipv6

translate_hits = 0, untranslate_hits = 0
Source - Origin: fd00:0:0:1::3/128, Transl ated:

<-- Dynamic IPv6 PAT on inside interface

It B AR B R AR



0S (LINUX)

0.0.0.0/0 via 169.254.1.1
1
- t - =
oJ L] <
Data nlp_int_tap: tap_nlp:
LINA/ASA @ 169.254.1.1/29 169.254.1.[2-3]/29

interface .y fd00:0:0:1::1/64 fd00:0:0:1::[2-3]/64 NTP  LDAP  HTIPS

@ DNS RADIUS HTTP Other 05

traffic

BESBESTHST , RESBEAANTPRE. FEQEEERREARERRRERNRE
(BEHTEF)

1. NTPEFim4 i — B2 A ENTPE AR T IPH i B E RS -

<#root>

admin@firewall:~$

sudo ntpq -pn

Password:
remote refid st t when poll reach delay offset jitter

*¥192.0.2.222 192.0.2.111 2u 31 64 377 27.540 +0.104 0.105

127.127.1.1 .LOCL. 10 1 1093 64 0 0.000 +0.000 0.000

RELRFENWAERE , T—BRBEBtap_nlp/THE , EHERNNAEIP 169.254.1. 3fEA R it :

<tfroot>

admin@firewall:~$

ip route get 192.0.2.222

192.0.2.222 via 169.254.1.1 dev tap_nlp src 169.254.1.3 uid 101

cache



2. BN — BER IR tap_np M HEEELE -

<{froot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp udp and port 123

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
22:39:59.728791 IP

169.254.1.3.123 > 192.0.2.222.123

: NTPv4, Client, length 48

3. FEERE — 8 2)iZLina nlp_tap_interface /T | :

<tfroot>

firewall#

show capture

capture nlp type rawdata trace interface nlp_int_tap

[Capturing - 10600 bytes]

mat ch udp any any eq ntp

firewall#

show capture nlp

96 packets captured
3: 22:39:59.726112

169.254.1.3.123 > 192.0.2.222.123

udp 48



4. RIBRAER , LinaSAEFE A AENE , ARERASERTRIPHUE7K169.254.1.3F K
BERNHEIPH A BIREPATIR A :

<#froot>

firewall#

show capture nlp trace packet-nunber 3

96 packets captured

3: 22:39:59.726112 169.254.1.3.123 > 192.0.2.222.123: udp 48

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 4608 ns
Config:

Additional Information:
MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 4608 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: INPUT-ROUTE-LOOKUP

Subtype: Resolve Egress Interface
Result: ALLOW

Elapsed time: 24576 ns

Config:

Additional Information:

Found next-hop 198.51.100.1 using egress ifc inside(vrfid:0)

Phase: 6

Type: NAT

Subtype:

Result: ALLOW
Elapsed time: 853 ns
Config:

nat (nlp_int_tap,inside) source dynanmic nlp_client_0O_intf3 interface



Additional Information:

Dynani c translate 169.254.1.3/123 to 198.51. 100. 254/ 58840

Phase: 13

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

ETapsed time: 8192 ns

Config:

Additional Information:

Found next-hop 198.51.100.1 using egress ifc inside(vrfid:0)

Phase: 14

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

ETapsed time: 3072 ns

Config:

Additional Information:

Found adj acency entry for Next-hop 198.51.100.1 on interface inside

Adjacency :Active

MAC address c02c. 1782. 2cbf hits 5 reference 3

Phase: 15

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 11264 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: nlp_int_tap(vrfid:0)

input-status: up
input-line-status: up

output-interface: inside(vrfid:0)



output-status: up
output-line-status: up
Action: allow

Time Taken: 173567 ns

firewall#

show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.51.100.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 198.51.100.1, inside
C 198.51.100.0 255.255.255.0 is directly connected, inside
L 198.51.100.254 255.255.255.255 1is directly connected, inside

5. WEUE — HE@ZBREMTHEEHE

<#froot>

firewall#

show capture capi

112 packets captured

1: 22:39:59.726387 198. 51. 100. 254. 58840 > 192.0.2.222.123: udp 48

6. FHEER — NTPRIRESSFEEREEERS :

<{froot>

firewall#

show capt ure capi



112 packets captured
1: 22:39:59.726387 198.51.100.254.58840 > 192.0.2.222.123: udp 48

2: 22:39:59. 756796 192.0.2.222.123 > 198. 51. 100. 254. 58840: udp 48

7.LinaEIBR A CEILERN —I5 , YEAREBNAT, RELEF , ENHEERE
169.254.1.3 , & /M H Anlp_int_tap:

<tfroot>

firewall#

show capture capi trace packet-nunber 2

120 packets captured

2: 22:39:59. 756796 192.0.2.222.123 > 198. 51. 100. 254. 58840: udp 48

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW

ETapsed time: 6144 ns
Config:

Additional Information:

Found flow with id 1226, using existing fl ow

Phase: 4

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

ETapsed time: 11264 ns

Config:

Additional Information:

Found next-hop 169.254.1.3 using egress ifc nlp_int_tap(vrfid:O0)

Phase: 5

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
ResuTlt: ALLOW

Elapsed time: 3072 ns

Config:



Additional Information:

Found adj acency entry for Next-hop 169.254.1.3 on interface nlp_int_tap

Adjacency :Active

MAC address 9641.fdd8. 1038 hits 4159 reference 4

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 17920 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: inside(vrfid:0)

input-status: up
input-line-status: up

output-interface: nlp_int_tap(vrfid:0)

output-status: up
output-line-status: up
Action: allow

Time Taken: 47104 nsw

8. HER — EEERE®nlp_int_tap/ T HEIE :

<{froot>

firewall#

show capture nlp

132 packets captured

3: 22:39:59.726112 169.254.1.3.123 > 192.0.2.222.123: udp 48

4: 22:39:59. 756903 192.0.2.222.123 > 169.254.1.3.123: udp 48



0. HEH — ENERSIERERMtap_nipEO :

<{froot>

admin@firewall:~$

sudo tcpdunmp -n -i tap_nlp udp and port 123

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
22:39:59.728791 IP 169.254.1.3.123 > 192.0.2.222.123: NTPv4, Client, length 48

22:39:59.759683 | P 192.0.2.222.123 > 169.254. 1. 3. 123: NTPv4, Server, length 48

10. EEERSHENTPEFinE AMNEE,

S

#£Lina¥ , OS /dev/net/tap/tap_nlp /T E SAnlp_int_tapEXN AT R, LN AR R B HLinaMIEER
R BEMER, NEUARFMENNATHABNSREEEHERE K BEFAETHE



https://www.cisco.com/c/zh_tw/support/security/defense-center/products-installation-and-configuration-guides-list.html
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