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1. A EEREHRBE232.4.4. 489 mroute:

<#froot>

device#

show nroute 232.4.4.4

No nroute entries found.

2. show mfib count &3 # H #232.0.0.0/8#H & E Y "Other drops. 5HEES1E N :

<#root>

device#

show nfi b count

IP Multicast Statistics
6 routes, 3 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Tota



/RPF failed/

O her drops(O F-null, rate-limt etc)

Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree:
Forwarding: 0/0/0/0,

O her: 2551

/0/

2551 <----

device#

show nfib count

IP Multicast Statistics
6 routes, 3 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Total

/RPF failed/

O her drops(O F-null, rate-limt etc)

Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree:
Forwarding: 0/0/0/0,



O her: 2864

/0/
2864

<-——-—-

SAEMELZEIE(ASP)H , EBBMBIRRRG (MBORRRS ) ZRFERE , ABEENIERE
R, ERFTHRFERMN:

<tfroot>

device#

cap capi trace interface inside match udp any host 232.4.4.4

device#

show cap capi trace

2: 19:36:08.509205

192.168.1.2.12345 > 232.4.4.4.12345

udp 0
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Elapsed time: 13056 ns
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 13056 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP
Subtype:

Result: ALLOW



ETapsed time: 2560 ns

Config:

Additional Information:

Found flow with id 4876, using existing flow

Result:
input-interface: inside
input-status: up
input-line-status: up
Action: drop

Time Taken: 28672 ns

Drop-reason: (punt-rate-linmit) Punt rate linmt exceeded, Drop-location: frame snp_sp_nctast: 4898 flow (N

device#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 142

FP L2 rule drop (12_acl) 6
Last clearing: 19:38:00 UTC Apr 29 2026 by admin
Flow drop:
Last clearing: 19:38:00 UTC Apr 29 2026 by admin

device#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt) 780

FP L2 rule drop (12_acl) 37

AABNEERFEENMAEHSHEEHE

<#root>



device#

capture capo type rawdata interface outside match udp any host 232.4.4.4

device#

show cap capo

0 packet captured

0 packet shown
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REZ(10.4.4.4)#3E10.4.4, FHABEPIM RPitIIEENBE LSS IFE,

RPEWPIMELE :

<#root>
device#

show run interface | oopback0

interface Loopback0

description LOO

ip address 10.4.4.4 255.255.255.255
ip pim sparse-mode

device(config)#

ip pimbidir-enable

device(config)#

i p pimbsr-candi date Loopback0 0 1

device(config)#

ip pimrp-candi date LoopbackO interval 10 priority 1 bidir

RTEERR  E4fF , RPERACERIZRS A BT tE&E —BEHR(LHR), ER
CIBE: 8

Br K 2B IThRAS7 6.4 R 2B Xi&3110, EfAETFE, BERANBEREZERE
(ASA)REEth AREE R RIRE,

ERFAEL | AERBEERA , MBS —B%EBE{(FHR)FRPEEPIM BIDIRIIEE :
<#root>
device#

show run nul ticast-routing

mul ti cast-routing

device#

show pi m nei ghbor

Neighbor Address Interface Uptime Expires DR pri Bidir



192.168.2.1

B

192.168.3.1

B

. EHAEL  BEMFEAPIMBSR , {EPIM RP#t1t10.4.4 AR FHERBHN ., 1E2TTEH
I, E4H224.0.0.0/4FRP#b1E10.4.4.4 2 B1Z1E2{ERP ZI 4B A9 ¥ 8k

<tfroot>

device#

show run pim

inside

outside

pimrp-address 10.4.4.4 bidir

device#

show pi m gr oup- map

Group

224.
224.
224.
232.

224.

224.

224.

R

EREREZ

[=NeNeNe)
OO R

©
o

Range

.39/32%
.40/32%
.0/24%
.0/8*

. 0/ 4*

.0/ 4

.0/4

Proto

DM

DM
L-Local
SSM

BD

BD

SM

Client

static
static
static
config

BSR

config

static

1d12h

1d12h

Groups RP address

(=N N eNe)

o

miEREE TRER, &o.

00:01:40 1

00:01:35 1

cooo
cocoo
ocooo
ocooo

10.4.4. 4

10.4.4. 4

0.0.0.0

RPF:

RPF:

Info

out si de, 192.168.3.1 <--

out si de, 192.168.3. 1

RPF:

,0.0.0.0

* means the na



A TEHE EBIDIR-PIMMEEZFEHPIM SSMEEN RECBTHEE , R ARB LS HRs

BEREER,

R B EEE=BIDIR-PIM ,

- EfEFAIPIM SSMiH.
- WRHKAFERPIM SSMAE ,

AERITERE

AR R AR B X A& PIM SSMEEE R 4B 7848 1F & IESSMAR b 11t BR 72

o ARAFFHER , F2EBEMD.

- ZEEBREERID CSCwt9960,

IEXPN

#h1t232.4.4 AR PR BER MR ok 1B A B (IANA)V R B RV RIS EAEE(SSMMEEE. FFARBEA
PIM SSM{R 8232.0.0.0/8&5 & :

<tfroot>

device#

show pi m gr oup- map

Group Range Proto
224.0.1.39/32*% DM
224.0.1.40/32*% DM
224.0.0.0/24%* L-Local
232.0.0.0/8* SSM
224.0.0.0/4* BD
224.0.0.0/4 BD
224.0.0.0/4 SM

B RIPIM SSMIHVEE

- TRERMIEERS ,

Client

static
static
static

config

BSR
config
static

G)E&H.

Groups RP address Info

0 0.0.0.0

0 0.0.0.0

1 0.0.0.0

0 0.0.0.0

0 10.4.4.4 RPF: outside,192.168.3.1
0 10.4.4.4 RPF: outside,192.168.3.1
0 0.0.0.0 RPF: ,0.0.0.0

- THEEERRPHPIM-SMitEH ABERERE, RUFER , TEARPH(Y, G)iKH.


https://tools.cisco.com/bugsearch/bug/CSCwt99960

- BWERBEBIBMERPMREREEERERARI(IGMPVI)M TRER) MABRER , BIRKEE
/G RAEBER IRV EN SN ER |, FEIARBE R FREXT S ERBLUNE
*SI’EIO

EEBIDIR-PIMY E & :

- TEIMEFEBFENZKIRNE QA
- ERAEEBRENSERR LETHNRELSEEEHROF)ESMFIRBEZ DM,

- EDFMEBT , ARERFERERIIRP , YARINE L ABERIERR , MTE
BREFENMRE,

 BIDIR-PIMA{EAREREH(SPT)F(S , G)&HE,
- BIDIR-PIMEZBERA(", G)IREBERAN. BEABENLEXEFERmrouteRF,

BiB LB PIM SSMABIDIR-PIMAYEBE22E |, T LAE HPIM SSMFABIDIR-PIMEE B FHYIhEE,

EEEERT |, AEEEEAFEHABIDIR-PIM , MAREABRIANAFIR X AEPIM SSMR B & E
- HREEEFEABIDIR-PIM , AttPIM SSMATERI(S , G)BHEMAXE LA TH. ARRDEH
GAERENEYmENEATTA, RERH/EHEENISERSBELEXEAEMFIB)FHH
BEE, TALLEHshow mfibEishow mfib counti TEREFEEZEEEN :

<tfroot>

device#

show nfib count

IP Multicast Statistics
6 routes, 3 groups, 0.00 average sources per group
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Tota
/RPF failed/

O her drops(O F-null, rate-limt etc)

Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:



Forwarding: 0/0/0/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree:
Forwarding: 0/0/0/0, Other:

333797

/0/

333797

A REEREBEREHECP)RENEL/ MENHEH. ERERNHARBAY  TEEEEE
MG ZhEE , MERmRE, EEFHE, WEBHEEE, EEEEHOBNENERE,
BB EEPHU S,

ABRIEHEBE  HABEERENREBES, Sl , BhABEREEER FEDP) LR 24
ZNHaERR, BHERRNERNTEEEE , @B HTRRE(punt-rate- Imﬂ)ASP%EﬁJ?lo
A fEshow asp event dp-cp puntf9&i i B & punt rate | begin EVENT-TYPE @5 :

<#froot>

device#

show asp event dp-cp punt | begi n EVENT- TYPE

EVENT-TYPE ALLOC ALLOC-FAIL ENQUEUED ENQ-FAIL RETIRED 15SEC-RATE

punt 1264746 0 1264746 0 1264746 44

<-- 15-second punt rate

mul ti cast 1250020 0 1250020 0 1250020 44

pim 14726 0 14726 0 14726 0

e W, HREASEEBIDIR-PIMMEEMFEHAPIM SSMEENRECENTHEMN | Fit
BRAER e R L ENEEE,



LiESS

HEAES , "IRMER, EHNRCSRIERMC CiscoliMzz , "FAME. FHEITASATFTDRICiscobs X
o

1.QBAEBES BB APIM SSM{£E232.0.0.0/8?

Ag, HCSRZEMBHETE , TEERENEE. £BMHEKFL , PIMSSMEEZFEZEARE :

<tfroot>

device(config)#

ip pimssm?

default Use 232/8 group range for SSM

range ACL for group range to be used for SSM

2.Q:MFIB "Other drops. stHBREEIHER AME ?

ATRE, EEZMEIXRBMN Ciscolk sy L FER LN ETHER,

IQHTHE (HlIUBBARINEHIE ) RAEEEEEIXFIE232.4.4.40E R ?

ASEBUAAB HESINMIEE M NI232.4.4.4, BB RBERE , FAFRERT , BHEFTAPIM SSMRH
&i[E232.0.0.0/8, B2 , MR EREA 7 PIM SSMFBIDIR-PIM , i B & H 25 =BIDIR-PIMB 4N
RPE K E EBidirfZ A RPEIAE I IZWEEFIPIM SSMEBEMEEER S , MIEHEEEE
% , MFIB "Other. FT&(E518/0 :



<ffroot>

device#

show run | i pim

ip pimbidir-enable

no ip pim autorp

ip pimssmdefault

device#

show i p pi mrp nmapping

Auto-RP is not enabled
PIM Group-to-RP Mappings

Group(s) 224.0.0.0/4
RP 10.4.4.4 (?), v2,

bidir <-- mapping has the bidir flag

Info source: 10.4.4.4 (?), via bootstrap, priority 1, holdtime 150
Uptime: 17:32:39, expires: 00:02:05

device#

show i p nfib count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Total / RPF failed

/O0ther drops(OIF-null, rate-Timit etc)
Default
9 routes, 6 (*,G)s, 3 (*,G/m)s
Group: 224.0.0.0/4
RP-tree,
SW Forwarding: 1/0/28/0, Other: 41037/41037/0
HW Forwarding: 3428217/0/64/0, Other: 0/0/0

Group: 232.0.0.0/8



RP-tree,

SW Forwardi ng: 0/0/0/0, Oher: 97/97

/0 <-—--
HW Forwarding: 0/0/0/0, Other: 0/0/0

device#

show i p nfib count

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second

O her counts: Total / RPF failed

/Other drops(OIF-null, rate-Timit etc)
Default
9 routes, 6 (*,G)s, 3 (*,G/m)s
Group: 224.0.0.0/4
RP-tree,
SW Forwarding: 1/0/28/0, Other: 41037/41037/0
HW Forwarding: 3428217/0/64/0, Other: 0/0/0

Group: 232.0.0.0/8

RP-tree,

SW Forwarding: 0/0/0/0,
G her: 106/ 106

/0 <-—--
HW Forwarding: 0/0/0/0, Other: 0/0/0

AR, Bk L EAEE Other drops, FHEIESRMIB AMEARRE | SEEET#ER A "RPF failed.

o

4.Q: 301058 | By A G 2R B PIM SSMEE B #Y #B4E & IESSMAR b 31 E 1T B 38 2

ATERRPESHFEM232.0.0.08 ( ERFE ) WAKNRPEEHM  EEHANRB LAKEEFD
Fii ERPith it



EIF1.RPLHVEE :

<{froot>

device(config)#

access-list 1 permt host 232.4.4.4

device(config)#

ip pimrp-candi date LoopbackO group 1 interval 10 priority 1 bidir

<-- group refers to the access-Tist

TERG A EBREE

<tfroot>

device#

show pi m group-map 232.4.4.4

Group Range Proto Client Groups RP address Info
232. 4. 4. 4] 32* BD
BSR 0 10.4.4.4 RPF: outside,192.168.3.1 <-- Proto is BD, not SSM

BIE2 P KifE ERELE

<{froot>

device(config)#

access-1ist ntast standard permt 232.4.4.4 255.255. 255. 254

device(config)#

pi mrp-address 10.4.4.4 ncast bidir

device(config)#



show pim group-map 232.4.4.4

Group Range Proto Client Groups RP address Info

232.4.4.4/31*

BD
config 0 10.4.4.4 RPF: outside,192.168.3.1 <-- Proto is BD, not SSM
IR FEUBETRSHERIESA255.255. 255 EMERFER,

5.Q:INRBA X AR EPIM SSMEE R EERIESSMB UL RE , AT ERR ?

AfRF%4E232.4. 4 AERIESSMith (R IR ( FFSERES )

<tfroot>

device#

show pim group-map 232.4.4.4

Group Range Proto Client Groups RP address Info
232. 4. 4. 4/ 32* BD
BSR 0 10.4.4.4 RPF: outside,192.168.3.1

R BB A Z E B REEFRID CSCwit9960% 2 |, Al(*, G)mrouteiEk , BLZHEBREZEERF
, NBEU0EET. ERLMBIERRRY (HBERERE ) ASPEERERE , @EXXBSHNER
a :

<#root>

device#


https://tools.cisco.com/bugsearch/bug/CSCwt99960

show nroute 232.4.4.4

No nroute entries found.

device#

show nfib 232.4.4.4 count

IP Multicast Statistics
7 routes, 4 groups, 0.00 average sources per group

Forwar di ng Counts

Pkt Count/

Pkts per second

/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null,
Group: 232.4.4.4
RP-tree:
Forwarding: 23317/

50

/28/10, Other: 0/0/0

device#

show nfib 232.4.4.4 count

IP Multicast Statistics
7 routes, 4 groups, 0.00 average sources per group

Forwar di ng Counts:

Pkt Count/

Pkts per second

/Avg Pkt Size/Kilobits per second
Other counts: Total/RPF failed/Other drops(OIF-null,
Group: 232.4.4.4
RP-tree:
Forwarding: 23540/

rate-Timit etc)

rate-Timit etc)



49

/28/10, Other

device#

capture cap

device#

show capture capi

Drop-reason:
Drop-reason:
Drop-reason:
Drop-reason:
Drop-reason:
Drop-reason:
Drop-reason:
Drop-reason:

MEFEZEHR

HERE

WD TS

- BEREEFRID CSCwt99960

N 4+ == E
A

: 0/0/0

trace | i

(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)
(punt-rate-Timit)

EES

Punt
Punt
Punt
Punt
Punt
Punt
Punt
Punt

Dr op-r eason

rate
rate
rate
rate
rate
rate
rate
rate

Timit
Timit
Timit
Timit
Timit
Timit
Timit
Timit

exceeded,
exceeded,
exceeded,
exceeded,
exceeded,
exceeded,
exceeded,
exceeded,

52 B CiscoftZ2ID CSCwt9960,

interface inside trace match udp any host 232.4.4.4

Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:
Drop-Tlocation:

frame
frame
frame
frame
frame
frame
frame
frame

snp_sp_mcast

snp_sp_mcast:
snp_sp_mcast:
snp_sp_mcast:
snp_sp_mcast:
snp_sp_mcast:
snp_sp_mcast:
snp_sp_mcast:

14898

4898
4898
4898
4898
4898
4898
4898

flow
flow
flow
flow
flow
flow
flow
flow

(N
(N
(N
(N
(N
(N
(N
(N


https://tools.cisco.com/bugsearch/bug/CSCwt99960
https://www.iana.org/assignments/multicast-addresses/multicast-addresses.xhtml#multicast-addresses-10
https://tools.cisco.com/bugsearch/bug/CSCwt99960
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