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BENAERELSLEESS8BREEDX(HQHFHWEREZEHKB(CSFREME(FTD)1230%E
WELUTEAM :

1. [NURIXEBPHEZEARAP)ELERAREE S MREMHQHHRADIUSHARERET S D 8ME

2. FERAERERBNRRNSORIEKD,

BEMA D X PHEAREMR.
BiE

FMCEEMCSF 12307 & o] M B HETRA7.7.10.1 ( %8 ) , Z{EB\IIFirepower 1010iE1T
RAT7.424 (95X ) , EUEBRAEAIESIIFE, WRFIFHEREFERER.

o

Certificated-based authentication o RADIUS server via 525 VPN
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- YERNATHEBIRY R HBRBREF A INEB T EIPHb It E A N H i3 x x.x. 121, IERRBREFA
e EEHQRS A fE = D #8 B 1 B

. HQ%I]BRB)?A#’FEH%%E¥T%EJ’ET¥E§FH%@E§(SZS VPN)ER , FREEHELZLEH(ESP)HH
B 1 E 2 2 (IPsec) MBEBNATH EERZE N TE(VTI)o

- EHEERRR , RADIUSI ARG AHQRA X & A EB ST EH FH .

R

RETHEM D , RHQMBREA X BREER T HE.

EHQMBRMAABERFHLE , WENELLN@EA/HEE, VIINELNEE, ERAYSEIPHiE
AN RENASPEEHIE -

BRB5 K A% -

cap br_inside interface inside packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16
cap br_vti interface vti-hq packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16.2.
cap br_asp match ip host x.x.x.99 any

cap br_asp match ip host 172.20.1.21 host 172.16.2.11

cap br_outside interface outside packet-Tength 9000 buffer 33554400 match ip host x.x.x.99 any

AR XX X9 B AERRIPH L,

REDEH KR

cap hg_inside interface inside packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16
cap hg_vti interface vti-br packet-Tength 9000 buffer 33554400 match ip host 172.20.1.21 host 172.16.2.
cap hg_asp match ip host x.x.x.121 any

cap hg_asp match ip host 172.20.1.21 host 172.16.2.11

cap hg_outside interface outside packet-Tength 9000 buffer 33554400 match ip host x.x.x.121 any

AR XXX 121 EBRAER P,

A EHQR A& £ |, BiBoutside nameif IFTA 178858 A I WX SE 4R ) T o Y 28 o) 7 S 32 A 4
R



cap hgfxos switch interface outside direction both packet-length 2048 match ip x.x.177.121

cap hgfxos switch interface in_data_uplinkl direction both packet-length 2048 match ip x.x.x.121
cap hgfxos switch interface in_data_uplink2 direction both packet-length 2048 match ip x.x.x.121
cap hgfxos switch interface in_data_uplink3 direction both packet-length 2048 match ip x.x.x.121
no cap hgfxos switch stop.

BT oo 4

REEBBA X

1. HQBS K iE P I IR L £ R IE(ASP) ERBEIERER TR A |, RE KRfragment-reassembly-
failed:

<tfroot>

>
show capture hqg_asp

Target: OTHER

Hardware: CSF-1230

Cisco Adaptive Security Appliance Software Version 99.23(37)127

ASLR enabled, text region aaaae5d50000-aaaae902d504

172.20.1.21.38676 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragment-reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tlocation: frame snp_fh_destroy:1055 flow (NA)/NA
172.20.1.21.38676 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragment-reassenbl y-fail ed

) Fragment reassembly failed, Drop-Tlocation: frame snp_fh_destroy:1055 flow (NA)/NA
172.20.1.21.56952 > 172.16.2.11.1812: wudp 1913 Drop-reason: (fragment-reassembly-failed) Fragment reas
Drop-reason: (

fragment-reassenbl y-failed

) Fragment reassembly failed, Drop-Tlocation: frame snp_fh_destroy:1055 flow (NA)/NA

2. HQPFs X & B show fragmentds T H P EYVTIST E R TimeoutFH &EF 18 40 -

<ffroot>

>



show fragnent

Interface: vti-br
Configuration: Size: 200, Chain: 24, Timeout: 5, Reassembly: virtual
Run-time stats: Queue: 0, Full assembly: 0O
Drops: Size overflow: O,

Ti neout: 1217

Chain overflow: 0, Fragment queue threshold exceeded: 0,
Small fragments: 0, Invalid IP Ten: O,

Reassembly overlap: 0, Fraghead alloc failed: 0,

SGT mismatch: 0, Block alloc failed: O,

Invalid IPV6 header: 0, Passenger flow assembly failed: 0O
Cluster reinsert collision: 0

RiIFH H 2 # (https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-
command-ref-S/show-f-to-show-ipu-commands.html#wp4144096608), Timeout® "ZEE @5 &R
BEROEENRAVE. ., BAREASV ERTUREEHEREESVARIEN AR, IRKS
BRERRNEER , BFREHLRK

3. RIBLE—F , HOBF KB EWRFEH 7 REBRMH TR D R,

BRBA A i

1. IRIBHEE , APE2EBIHNA BPHRADIUSER BB EREXLTIBRIF A, br_insidehd
N R2ER AL ER , 2B AB15140 ciER475{ téH. BR VTINMEHEAFBE RN HIEMNR
BIFEE :

172.79.1.21 172.16.2.11 TPva 1514 || exfaeb (61963) 64 Fragmented IP protocol (protosUD® 17, off«d, ID«f20b) [Reassembled in #9]
172.28.1.21 172.16.2.11 RADIUS 56553 1812 ars oxfaeb (61963) 64 Access-Request idess

172, 7.1, 21 172.16.2.11 IPva 1514 | oxfaec (61964) 64 Fragsented IF protocol (protosule 17, offed, I0=f20c) [Reassesbled n #11]
172.20.1.21 172.16.2.11 RADILIS 56952 1812 a7s oxfec (61964) 64 est idez55, Duplicate Request

172.38.1.21 172.16.2.11 1Pwa 1514 | exfied (61965) 64 IP protocol (protosude 17, offes, I0sfled) [Reascembled in #13]
172.29.1.21 172.16.2.11 RADTUS 56952 1812 475 axfind (61965) 64 ACcE est 1de25s, licate Request

177.39.1.21 172.16.2.11 TPva 1504 | oxfzoe (61966) 64 Fragmented IP protocol (protos-UD® 17, off«d, ID«fide) [Reassembled in #15]
172208121 172.16:2.11 RADILS 56952 1812 a7s oxfzoe (61966) 64 Access-Request ide2ss, Duplicate Request

172, 21,21 172,16, 2.11 1Pva 1514 | oxfaef (61967) 64 Frageented IP protocol (protosute 17, off=d, 10=f20f) [Reassembled fn #17]
172.20.1.21 172.16.2.11 RADTLS 56952 1612 a7s oxfzef (61967) 64 Request ide755, Duplicate Request

172.20.1.21 172.16:2.11 1Pva 1514 | exf10 (61968) 64 IP protocol (protosUDe 17, offed, 10«f210) [Reassembled in £19]
172, 20.1.21 172.16.2.11 BADIUS 56952 1812 475 oxf210 (61968) 64 est id=255, Duplicate Request

172, 201,21 172.16.2.11 TPva 1504 | exfail (61969) 64 P protecel (proto-ute 17, off=0, I0=f211) [Reassembled in #21]
172.20.1.21 172.16:2.11 RADILS 56952 1812 a7s axfzil (61969) 64 est ide2ss, Duplicate Request

172, 201,21 172.16.2.11 1Pva 1514 | exfiz (61970) 64 Frageented IP protocol (protosute 17, offss, 10sf212) [Reassembled in #23]
172, 20.1.21 172.16.2.11 RADTUS 56952 1812 475 oxf2i2 (61979) 64 Access-Request 1d=255, Duplicate Request

—
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2. ASP drop captures br_asp ( $F¥BRF5 X i L RIFRADIUSTHE ) TEEREEZENER S,
B, HRAATRE L 2EF226 THAFE , JRE Aunexpected-packet:

<ffroot>


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html#wp4144096608
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-f-to-show-ipu-commands.html#wp4144096608

firepower#

show capture br_asp

Target: OTHER

Hardware: FPR-1010

Cisco Adaptive Security Appliance Software Version 9.20(2)121
ASLR enabled, text region 560817d6b000-56081dlae26d

103 packets captured

1: 10:13:22.160239 192.168.20.254.4500 > x.x.x.99.4500: wudp 184 Drop-reason: (unexpected-pack
2: 10:13:23.160727 192.168.20.254.4500 > x.Xx.x.99.4500: wudp 184 Drop-reason: (unexpected-pack
3: 10:13:24.161200 192.168.20.254.4500 > x.Xx.x.99.4500: wudp 184 Drop-reason: (unexpected-pack

192, 168.20.254 99 ESP 4588 458 226 Bx7254 (29268) 64 6275 ESP (SPI=0x1592a843)

192.168.28.254 99 ESP 458 450 226 @x7e97 (32487) B4 6278 & ESP (SPI=0x1592a843)

192.168.28.254 99 ESP 4588 4580 226 axafce (4038) 1] 6281 ¢ ESP (SPI=0x1592a843)

192.168.28.254 99 ESP 4588 4509 226 @x%3511 (13585) B4 6284 ESP (SPI=0x1592a843)

192.168.28.254 99 ESP 4588 4509 226 Bx5868 (22632) [} 6287 ESP (SPI=8x1592a843)

inline_image_1.png

i55EE , show capture br_aspi SR EERIMANUTHENEREREE K MEEAHENEREH226{
JT

3. A TERFE226(UTHEENESPH AR S EAPHIRADIUSHRSECEANSEEREHE , O
A EZPE B = F A K HHQABRBF A B E 22 R AR EE#Ebr_insidefiEll, REBREEBN
br ViR R1514L TiEFA75 T/ S ER |, BENEINZR 281 :

S
Sounce Destination Frosecel Sport Dport Length FD PTTL I

172.29.1.21 172.16.2.11 IPvd 1514 @xe6ad (59037) 63 Fragmented IP protocol (proto=UDP 17, off=8, ID=e69d) [Reassembled in #9
172.29,1.21 172.16.2.11 RADIUS 56052 1812 475 Bxesdd (59937) 63 Access-Request id=218

172.20.1.21 172.16.2.11 IPv4 1514| oxe6%e (59038) 63 Fragmented IP protocol (proto=UDP 17, off=0, ID=et0e) [Reassembled in #1
172.20.1.21 172.16.2.11 RADIUS 56952 1812 a7s exe6de (59038) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPvd 1514 @xebaf (55039) 63 Fragmented IP protocol (protos=uDk 17, off=@, ID=e69f) [Reassembled in #1
172.2@.1.21 172.16.2.11 RADIUS 56052 112 475 exe6df (50039) 63 Access-Request id=218, Duplicate Request

i72.20.1.21 172.16,2.11 IPvd 1514 GxeGad (59040) 63 Frogmented IP protocol {(proto=Uube 17, off=0, ID=c6ad) [Reassembled in #1
172.2@.1.21 172.16.2.11 RADIUS 56952 1812 475 axe6ad (59040) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPva 1514 Bxetal (59041) 632 Fragmented IP protocol (protosuDP 17, offs=0, ID=e6al) [Reassembled in #1
172.29.1.21 172.16.2.11 RADIUS 56952 1812 475 Gxedal (59041) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPva 1514 oxetal (59042) 63 Fragmented IP protocol (protos=udP 17, offe8, ID=e6a2) [Reassembled in #1
172.29.1.21 172.16.2.11 RADIUS 56952 1812 ars exesaz (59042) 63 Access-Request id=218, Duplicate Request

172.2@.1.21 172.16.2.11 IPva 1514 @xe6at (50043) 63 Fragmented IP protocol (proto=UDP 17, off=8, ID=e6a3) [Reassembled in #2
172.20.1.21 172.16.2.11 RADIUS S6652 i8i2 475 exebal (59043) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPvd 1514 @xe6ad (59044) 63 Fragmented IP protocol (proto=UDP 17, off=8, ID=e6ad) [Reassembled in &2
172.20.1.21 172.16.2.11 RADIUS 569532 1812 475 Bxesad (59844) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPva 1514 aMe6as (50045) 63 Fragmented IP protocol (proto=UDP 17, off=0, ID=e6aS) [Reassembled in 22
172.20.1.21 172.16.2.11 RADIUS 56052 1812 475 oxeGas (59045) 63 Access-Request id=218, Duplicate Request

172.20.1.21 172.16.2.11 IPvd 1514 axebab (59046) 63 Fragmented IP protocol (proto=UDP 17, off=8, ID=e6aé) [Reassembled in #2
172.2@.1.21 172.16.2.11 RADIUS 56052 1812 475 Bxebab (59046) 63 Access-Request ids218, Duplicate Request

172.20.1.21 172.16.2.11 IPvd 1514 oxe6a? (59047) 63 Fragmented IP protocol (proto=UDP 17, off=0, ID=eéa?) [Reassembled in #2
172 24 1 911 172 16 3 11 RANTIIS SRO5D 1812 n:a AwakaT (047 A% Brracs-Ransact idg?18 Nunlicata Ranuect

inline_image_2.png

4. br_outside RV RER D226 LA , H562{u sTAE M 15061 STl B2 MR ESP AR E
L



::::::

192.168.29,254
192.168.208.254
192.168.28.254
192.168.28.254
192.168.28.254
192.168.28.254
192.168.28.254
192.168.28.254
192.168.28. 254
192.168.28. 254
102.168.28. 254

nnnnnnnnnn

inline_image_3.png

B

o

A

99
.99

.99
.99
.09
.99
99
.99
99

Protocol

br_outside & R 42261 JT

4588
4500
4509
4508
4580
4588
4508
4508
asee
4sea
asea

H i 47 —Ei P AV 3 3R 45 R EBECiscofh iR

BERLERESPERIALARH

1. B R BN B FERZIEIBVTIE

BEZE

4584

4588
4588
A58
A588
4588
4568
4584
4588
4589

1506
562
1506
562
1586
562
1586
562
1586
262
178

]

exeb2c (286@)
axGcad (27817)
exsicf (20943)
ox7d6e (32096)
axd2de (17118)
8x4553 (17747)
ox7389 (29577)
axsefo (28729)
ax169f (5791)
ox32de (13016)

ex2d7e (11646)

64|
64|
64|
64|
64
G4
64
B4

TTL JESP Sequence

6448
6450 /
6451
6453 /
6454
6456
6457
6459
6460
6462 &
6463

21D CSCwp10123KEARMERF o

S EHH S,
2. MRAMBHBHREARNMEMTUKNMEEIPSECEAET , AISKHE D K.

3. RIBAREN , HET —Bk. HRVTI,
4. RFEE Bt , BB WENEMNT — 2% (HWARAE ) -
5. RpER I EEESPEREF,

6. R FERSFHMUT T — BN MEEH , UK ERSRBHNEEEE X,

A Ciscofga

8 S B MR IR SRR

T—BEREFVTI P,

HQRFs K i R iR D226 TAEM BRI 2 S8y REMB XM , 1 "HQFH X i&#8 5

infe

ESP (SPI=@x1592a843)
ESP (SPI=0x1592a843)
ESP (SPI=@x1592a843)
ESP (SPI=@x1592a843)
ESP (SPI=@x1592a843)
ESP (SPI=@x1592a843)
ESP (SPI=@x1592a843)
ESP (SPI=@x1502a843)
ESP (SPI=@x1502a843)
ESP (SPI=0x1502a843)
ESP (SPI=0x1502a843)

18, B AETHEBRE XEASPHRE BN EBASPERRRBEER,
BN O EERA TESPFIIHRHIEE,

e, WEE R 7SR B R E 226 T ESPE R ZABREF K MEEE , BREAHNE
g,
HR226 TN ER TR ERTEIANEFHBRES A& |, EHIEHQR AR KR EIZE R

7] 1 F1: jijf ;Ti o

RID CSCwp10123 , AUt HREBBHESPHER R ( kiR ) HE , SESRITH

BREER, MRBFIBEFIEERIPHEY (NFHE ) NEERHNEH , EU@)%%E%EEWETE*M“

BB, EATRAT , HQFS A BN EIPH I Ax.x.x.99, HQPFF X EEIBEVTI LIE

#2817 = (BGP) M BREy A g iE & H NI 48

1THYIZ S


https://tools.cisco.com/bugsearch/bug/CSCwp10123
https://tools.cisco.com/bugsearch/bug/CSCwp10123

<tfroot>

>

show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRFGateway of Tast resort is 192.168.20.1 to network 0.0.0.0

B X. X.X. 96 255.255. 255. 224 [20/0] via 10.255.0.1, 13:57:43

<--BR firewall Tearns /27 route via BGP over VTI

<#froot>

show bgp sunmary

BGP router identifier 192.168.179.10, Tocal AS number 65001

BGP table version 1is 25, main routing table version 25

23 network entries using 4600 bytes of memory

24 path entries using 1920 bytes of memory

2/2 BGP path/bestpath attribute entries using 416 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-list cache entries using 0 bytes of memory

BGP using 6960 total bytes of memory

BGP activity 23/0 prefixes, 24/0 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent Tb1Ver InQ OutQ Up/Down State/PfxRcd
10.255.0.1 4 65000 762 761 25 0 0 13:59: 01 18

>

show i p

%unne11 vti-hq 10.255.0.2 255.255.255.252 CONFIG <--
10.255.0.1

is the peer VTI IP

<tfroot>



>

show i p

Tunnell vti-hqg 10.255.0.2 255.255.255.252 CONFIG <--

10.255.0.1

is the peer VTI IP 1in the same subnet

1514 TAAMESPE R AN MTEE L., ERENKRER226(MITHEMNIP , BF KEESRIMITEE
HER , YRIBBVTIZEHS P NS ERE, ROFER , BHABRERAVTI N EL EHET
VTISTE L MERR  MARRVPNRIBENEHEZERS. ARVTINEREMELSS , RLEH’K
EERABNENEEZRRRARERER .

RFEEMER , £CSF1230L , EAEERAHMFPIEFEVEE(ACL), ERMEE 2R , ACLIE
BTHQAE 7 , MBI BCPHEH P MERHQIER 7R &S, HRLER , BREAXNBFE
BBREREN HERHQASBFHEFE,

RASABB EZ 2 AEER , RITEEER266( THMNER S ?
ASAR; X fEEc B RARERE I THQAER N E | 5 X EHE

ASA5508

router bgp 65000
redistribute connected route-map BGP_RM
route-map BGP_RM permit 10

match ip address bgp-connected-routes
access-1list bgp-connected-routes standard deny x.x.x.96 255.255.255.224 <-- deny = do not redistribute

CSF1230

router bgp 65000

redistribute connected route-map BGP_RM
route-map BGP_RM permit 40 <-- No match, means redistribute all connected routes
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