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Event Logging Overview &

Monitor event logging metnics and subscription detoiks to gam insights into logging trends ond storoge usoge.
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Source Port / Destination
ICMP Type Port [ ICMP...

2026-03-10 12:02:32 Connection 62191 [ tcp 443 (https) [tcp HTTP Tunnel

Insights & Reports ) Time Event Type Web Application

Events & Logs
2026-03-10 12:02:32 Connection ¥ 52783 [ tcp 443 (https) / tcp
e 2026-03-10 12:02:32 Connection 53795 | tcp 443 (https) [tcp  HTTP Tunnel
N 2026-03-10 12:02:32 Connection 64046 [ tcp 443 (https) [ tcp  Azure Authentication Se..
() Policies
2026-03-10 12:02:32 Connection 50344 [ tcp 443 (https) [tcp HTTP Tunnel
Objects 2026-03-10 12:02:32 Connection 62197 [ 1icp 443 (https) ftcp HTTP Tunnel
2026-03-10 12:02:32 Connection 62090 [ tcp 443 (https) f tcp  HTTP Tunnel
Devices
2026-03-10 12:02:32 Connection 62189 | tcp 443 (https) [tcp HTTP Tunnel
Secure Connections ) > 2026-03-10 12:02:32 Connection 51375 / tcp 443 (https) / tcp  HTTP Tunnel
2026-03-10 12:02:32 Connection 62193 [ tcp 443 (https) [tcp HTTP Tunnel
Integrations
2026-03-10 12:02:32 Connection i 52784 [ 1cp 443 (https) / tcp
2026-03-10 12:02:32 Connection 64012 | tcp 523N [ tcp
Troubleshooting 3 > 2026-03-10 12:02:32 Connection 62199 / tcp 443 (https) / tcp  HTTP Tunnel
2026-03-10 12:02:32 Connection 64212 | tcp 8443 | tcp
Administration
2026-03-10 12:02:32 Connection 51377 [ tcp 443 (https) [tcp HTTP Tunnel
2026-03-10 12:02:32 Connection 65480 [ t1cp 80 (http) [ tep Microsoft
Find in Menu 2026-03-10 12:02:31 Connection 52276 | tcp 443 (https) [ tcp
2026-03-10 12:02:3 Connection 64272 | tcp 443 (https) { tcp  HTTP Tunnel

2026-03-10 12:02:31 Connection 59480 [ tcp 443 (https) f tcp  HTTP Tunnel

2026-03-10 12:02:31 Connection 62249 | 1cp 443 (https) [tcp HTTP Tunnel
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<ttroot>

root@ftd-device:/ngfw/var/Tog# pmtool status | grep Event
Required by: SFDataCorrelator,expire-session,TSS_Daemon,snapshot_manager,fpcollect,Syncd,Pruner,ActionQ

Event Handl er (normal) - Running 17453

Command: /ngfw/usr/Tocal/sf/bin/EventHandler
LD_LIBRARY_PATH=/ngfw/usr/local/sf/1ib64/EventHandlerModules

PID File: /ngfw/var/sf/run/EventHandler.pid

Enable File: /ngfw/etc/sf/EventHandler.run

root@ftd-device:/ngfw/var/Tog# pmtool status | grep SSE
SSEConnect or (system) - Runni ng 20697

Required by: ngfwManager,ASAConfig,tomcat,SSEConnector,rsyncd,hmdaemon,srt,UUID
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<{froot>

/ngfw/var/log/EventHandlerStat.* | grep -E "TotalEvents|SSEConnector"
{"Time": "2026-03-10T16:00:25Z", "TotalEvents": 104659, "PerSec": 348, "UserCPUSec": 9.242, "SysCPUSec"
{"Time": "2026-03-10T16:00:25Z",

"Consuner”: "SSEConnector", "Events": 104649, "PerSec": 348, "CPUSec": 9.924, "9%CPU': 3.3}

{"Time": "2026-03-10T16:00:25Z", "ConsumerEvent": "SSEConnector-ConnectionEvent", "InTransforms": 10464
{"Time": "2026-03-10T16:05:25Z", "TotalEvents": 57651, "PerSec": 192, "UserCPUSec": 5.382, "SysCPUSec":
{"Time": "2026-03-10T16:05:252Z2",

"Consuner": "SSEConnector", "Events": 57641, "PerSec": 192, "CPUSec": 5.900, "%CPU': 2.0, "CQutputWiit Se

{"Time": "2026-03-10T16:05:25Z", "ConsumerEvent": "SSEConnector-ConnectionEvent"”, "InTransforms": 57641
{"Time": "2026-03-10T16:10:25Z", "TotalEvents": 24, "PerSec": 0, "UserCPUSec": 0.314, "SysCPUSec": 0.54
{"Time": "2026-03-10T16:10:25Z2",

"Consuner": "SSEConnector", "Events": 14, "PerSec": 0, "CPUSec": 0.046, "%CPU': 0.0, "QutputWaitSec": 3(

{"Time": "2026-03-10T16:10:25Z", "ConsumerEvent": "SSEConnector-ConnectionEvent", "InTransforms": 14, "
{"Time": "2026-03-10T16:15:25Z", "TotalEvents": 10, "PerSec": 0, "UserCPUSec": 0.214, "SysCPUSec": 0.60
{"Time": "2026-03-10T16:15:25Z2",

"Consuner": "SSEConnector", "Events": 0, "PerSec": 0, "CPUSec": 0.009, "%CPU': 0.0, "QutputWaitSec": 3

{"Time": "2026-03-10T16:10:25Z", "ConsumerEvent": "SSEConnector-ConnectionEvent"”, "InTransforms": 0, "O

/ngfw/var/log/messages | grep "SSEConnector"”
Mar 12 11:36:01 ftd-device SF-IMS[62079]: [62112] EventHandler:EventHandler

[ ERROR] Consumer SSEConnector publishing bl ocked for 330.801 sec: Resource tenporarily unavail abl e

/ngfw/var/log/connector/connector.log | grep "failure in name resolution™
time="2026-03-10T12:02:44.329750985-04:00" level=error msg="[ftd-device][events.go:100 events:connectWe

dial tcp: |ookup eventing-ingest.sse.itd.cisco.com Tenporary failure in name resolution”

time="2026-03-10T12:02:44.329830226-04:00" Tevel=warning msg="[ftd-device][events.go:181 events: (*Servi

Coul d not connect to WebSocket endpoint wss://eventing-ingest.sse.itd.cisco.com443/ingest: dial tcp: |c
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<{froot>



> show network

[System Information]

Hostname : ftd-device
DNS Servers 10.0.0. 10
DNS from router : enabled
Management port : 8305
IPv4 Default route

Gateway : 10.0.0.1

[management0]

Admin State : Enabled
Admin Speed : 40gbps
Link : Up
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address 1 AL:A2:A3:A4:A5:A6
—————————————————————— [IPV4]----———mmm o -
Configuration : Manual
Address : 10.0.0.2
Netmask 1 255.255.255.0
Gateway : 10.0.0.1
—————————————————————— [IPv6]------==—— === ——
Configuration : Disabled

> expert

admin@device:~$ sudo su

Password: [enter admin password]
root@device:/Volume/home/admin# ping 10.0.0.10

PING 10.0.0.10 (10.0.0.10) 56(84) bytes of data.

64 bytes from 10.0.0.10: icmp_seq=1 tt1=58 time=1.64 ms
64 bytes from 10.0.0.10: icmp_seq=2 tt1=58 time=1.72 ms
64 bytes from 10.0.0.10: icmp_seq=3 tt1=58 time=1.70 ms
AC

--- 10.0.0.10 ping statistics ---

4 packets transnitted, 4 received, 0% packet loss, tinme 144ns

rtt min/avg/max/mdev 1.639/1.678/1.724/0.033 ms

5B FTMRFTDE|CiscoE IR AIDNSET FMHTTPSIESR :

root@device:/Volume/home/admin# nslookup eventing-ingest.sse.itd.cisco.com
root@device:/Volume/home/admin# curl -v -k https://eventing-ingest.sse.itd.cisco.com
root@device:/Volume/home/admin# telnet eventing-ingest.sse.itd.cisco.com 443
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http://eventing-ingest.sse.itd.cisco.com
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/xdr/secure-firewall-threat-defense-and-xdr-integration-guide/about_this_integration.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/xdr/secure-firewall-threat-defense-and-xdr-integration-guide/about_this_integration.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/xdr/secure-firewall-threat-defense-and-xdr-integration-guide/about_this_integration.html
https://www.cisco.com/c/zh_tw/support/index.html
https://tools.cisco.com/bugsearch/bug/CSCwr75332
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