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2. TLS WebBR #3556 3%
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-AMRHTTPS, SSL/TLS WebfillR2EMZ£API# %,
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ARSI BMTEMERE,
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BB AR EEFE MserverAuth EKUREIMIHTTPSHZ4&ELR |, B %
clientAuthEKU , AT R L EBFBHEEHI
Certificate Viewer: ssl.com o

General  Details
Certificate Hierarchy

S5L.com EV Root Certification Authority RSA R2
$5Lcom EV SSL Intermediate CA RSA R3

ssl.ocom

Certificate Fields

Autharity Infermation Access
Certificate Subject Alternative Mame
Certificate Policies

Extended Key Usage

CRL Distribution Points

Certificate Subject Key ID

Certificate Key Usage

Sigrved Certificate Timestamp List

Field \Value

Mot Critical
TLS W Client Authentication (010.1.3.6.1.5.5.7.3.2)
TLS WA Server Authentication (01D.1.3.6.1.55.7.3.1)

Export...

R ERARSEEE D MEREFin S HBFEEKU?

S TLSA RSB FE E 2 S serverAuthHl

s ZEMMNEE  NAHRTLSHEEEARE Web LW RIEFHETRE . MEBRRETERRENEFHINEEHAES R,
ClientAuth EKUARERAMBEETLS(MTLS) MEM S HRBES RNWERKNERE FHRFE.

* BFILECEHER : MREKUFE  AIRERRTREETRALHACANEMNREETEF RS ORE  ETRTREE

EL%O

s BERER  TEIERTERIMEMULEE P HclientAuth EKU,

o F{LHIPKIZESE : BB BEMER , CATUMEARARTLSEAMARTRNEEBRES,



EHRENREHABEBRLZEREASA)., BNREHABREHEFTD). BRNREHABEEEER(FOM)MIBR
Z2BABEEP L FMC)EERAAEE  ELERETISHEORBHBTRAEARSIIE K , ERDRRERAR
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HERFJRENTE

HREXZBARSFBEMNS  LEASRERENELEN. TARAYER
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* EASA, FTD, FDMEFMCHREZE s (Hlan , BEED 5 M IRMEX S 5 DR RRS (B 2ISE(pxGrid),
RADIUS, LDAPSH=iActive Directory)i¥) , MREFIHREHLHCAERL BRIV EF RS HEBMEEKU , EREE
HEDREBAESAN, EELBERT , MREMBBARSSIEETEMRIEFTEMNEKU |, BITRES R £ EFHE

o

* Cisco Secure Client ( AABITAAnyConnect ) AILAE AR EEASAHFTDRIREETH HRHRE, B2 , WREFH
BEHLHCAERIE BMRDEFF KRG HBBEKU , BiRHFEVPN(RAVPN)ELR I K Mo

« EFTDRASAFEHZEFHHFT (RSATECDSA ) B ihEF L BVPNPSE ( BRI R HMFTD, ASA, BRIEKH
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BHREERER , RRARAERVPNHERERSHREPEEEF K S HREEKU,
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% MIEE - RTLS{AARES & H MiBRclientAuth EKUR —IB{TEEEN KRB ER , ST MW IERRA, HAZEE
AERR , TEELHENTE, BE , MEHKFEClientAuth EKU , BEZXFEIMTEER , WERBECHER

ERERNEEFEA.

/N im wptEms mrENEFEREEENCKUBMNEE. E—HIiRRTEel. MAK LHATE
BANBEES. FEEKUBRNBEERIEAEBIANE A X AN RN ES.

BIRE1. pxGridEFMCHISEZ BN EESEE , EFMCRERDEF K 5 0 BEEKUB

FUIAREP , FMCAREISEESpxGridW R ERDEFinFDRBEKUBM. EIt , pxGridBE XY , BRISEMRRER
EHEMHHREFMCRANEE T,

mE
- pxGrid
5;::.::;::;" Identity Service
Center (FMC) Engine (ISE)

FMC UI$535 : EFMCERAMNRE SR D pxGridERISEE SN EFin S M RBEKUBME |, BB TREFMCHMEHRES,



Status

o ISE connection status:
Primary host: Failure

Additional Logs

Primary host: [INFO): PXGrid v2 is enabled [ERROR]:
HttpsStringRequest on_read for host 10.31.126.189:8910
failed. error: 336151574: sslv3 alert certificate unknown
(S5L routines, ssl3_read_bytes) [ERROR]: Performing
request to
10.31.126.189:8910/pxgrid/control/AccountActivate
failed: Request falled with a timeout. [ERROR]: Failed to
contact pxGrid node at '10.31,126.189" Request failed
with a timeout.

FMC CLI§&38 : £FMC /var/log/messages H & 238 7 R A 8 52H 2.

<ttroot>

HttpsStringRequest on_read for host 10.31.126.189:8910 failed. error: 336151574:

sslv3 alert certificate unknown

(SSL routines, ssl3_read_bytes)

Mar 27 23:17:17 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:HttpsEndpoint

[ ERROR] Performng request to 10.31.126.189: 8910/ pxgri d/ control/AccountActivate failed: Request failed v

Mar 27 23:17:17 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:ise_connector.PXGrid2ThreadedService



Mar 27 23:17:47 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:1ise_connector.PXGrid2ThreadedService [I
Mar 27 23:17:47 vFMC3-chherna2 SF-IMS[8074]: [7514] ADI:1ise_connector.PXGrid2ThreadedService [I

ISESEES : iERISEFRFERKEEEREE TcheckClientTrusted exception.message=Extended key usage not permit use for
TLS client authentication principle=CN=vFMC3-chherna2, OU=IT , O=Cisco , L=MX, ST=MX, C=MX, o

= b |dentity Services Engine Administration / pxGrid Services

Bookmarks Summar Cliant M ant D il Sattings
¥ g

8% Dashboard

WebSo
I Context Visibility —
Tasts
-\ Operations RowsiPage 25 w 1 400 » 10000 Total Rows
I Policy
4o Administraticn Host Event Type Description
nll Work Conters senku3s checkClientTrsted exception messagesExtended key usage does not permit
seekulh checkClientTnssted ox U —
exception.message=Ext
3 Interactive Help seo0ku3s chackClientTs & ended key usage does |0

not parmit use for TLS
seckult CRL R REREEERE client authantication

principle=CH=vFMC3-
1e0ku35 checkClientTnessted exdal)

hernaz, OU=IT,
seckull checkClientTne ™ O=Clsco, L=MX,

ET=MX, C=MX

RF R - MR BBpxGrid#§FMCEHFDMEEISER S | jtﬂEFMC/FDM:F;:ééE’Jﬁiﬁ?@ rZFim %ﬁsﬁﬁEKuJ B
, A A A EPBBENABTUR T —EISESZE  EN74392 M %(# B 2
NERSBERARSE] , SUMERIIESPxGrid,

% M5t : FMC pxGrid&Z i &% A8 & ClientAuth EKUBM R & T 28X FiRsl MRESEKUB i+,

0 BiEE - BMEIMSX REA LN BCAKBNRE, BNEBRERISERICARE  RALBAERARABER,

REE2. LDAPSHREIMFTDHRASARSHERE , ERRUHNEBERYD "EFREMHRE ) EKUBME

EHEFF , FIDRASAZEZFiK , AR ESGHRFELDAPSHAREES, MREFTDRASAEANEEZH D Client
Authentication EKUB , BIBES# KK , BALDAPSHRRERBEFFEHELU B,

i
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([ ] |
FTD or ASA

LDAPSfABREREEER :

69ceb4fs.

tificate

69ceb4fs.
69ceb4fs.
69ceb4fs.

ata

69ceb4fs,
69ceb4fs.

1004

69ceb4fs.
69ceb4afs.
6, subject:

est-CA

69ceb4f5.15b4f367 Ox7ff5522fc700 TLS certificate verification:

157b4993
verify

157c01a4
157c458a
157c6685

15b17eaa
15b1b73f

15b2bfe5s
15b4c6c3

TLSREEME : /7:R

Ox7ff553fff700

Ox7ff553fff700
Ox7ff553fff700
Ox7ff553fff700

Ox7ff5522fc700
Ox7ff5522fc700

Ox7ff5522fc700
Ox7ff5522fc700

/CN=asa-server-only,69ceb4f5.15b4e8de Ox7ff5522fc700

ed certificate purpose

69ceb4f5.15b57df8 Ox7ff5522fc700 TLS trace:

certificate

69ceb4f5.15b5b557 Ox7ff5522fc700 TLS trace:
69ceb4f5.15b66c36 Ox7ff5522fc700 TLS:
:tls_process_client_certificate:certificate

ate purpose).
69ceb4f5.15b70391 Ox7ff5522fc700 connection read(15): TLS accept failure error=
-1 1d=1004, closing
69cebd4f5.15b747ae Ox7ff5522fc700 connection_close: conn=1004 sd=15

RAR  REAxXErRENER  BARFTDHASAFERAEHRN S MHRE ( 2FEClient

LDAPS Server

TRENBERR, M "TLSIRKE : SSLIBHEA : B : TXENERSE

trace: SSL_accept:TLSv1.3 write server cer
TLS
TLS
TLS

trace:
trace:
trace:

SSL_accept:SSLv3/TLS write finished
SSL_accept:TLSv1.3 early data
SSL_accept:error in TLSv1.3 early d

connection_get(15): got connid=1004
connection_read(15): checking for input on id=

TLS trace: SSL_accept:TLSv1l.3 early data
TLS certificate verification: depth: 0, err: 2
issuer: JCN=T

Error, unsupport

SSL3 alert write:fatal:unsupported

SSL_accept:error in error
accept: error:1417C086:SSL routines
verify failed (unsupported certific

can't

Authentication

EKUB ) BIhBIBLDAPSEREFETENBFEN S ERE.

BEMREFIRRERVEF IR B MBRBEKUBM |, CiscoR£EFin ( LLT#BAnyConnect ) TTAEZIBEIBEFTDE
ASAH)E#R BB

EHESST  BERLLFEHEREHAREBBRRETIFTDHRASAWRAVPNEE, B , IREFiHHEEFHRDClient
Authentication EKUEB ™ , BIRAVPNEZFEAS LY , BRAASARFTDEREFinHEPEEILEM.



i

Cisco Secure Client FTD or ASA

Cisco Secure Clientf&52 | 'HERFT L

AnyConnect VPN

Ready to connect.

| 10.86.95.154

Cisco Secure Client

e Certificate Validation Failure

CiscoR 2 & FiDARTH: | DARTH A E HF AnyConnectVPN Xt RN U T BERE , HARE "EFHSOR
FBEKU. Bt , CiscoR2 B FImCERANFTD/ASAERRE SN BENEE(EEDARTHEMITHHKRE
AnyConnectVPN.ixtiE % | 8 ZCiscoZ £ % Fim> AnyConnect VPN > H &> AnyConnectVPN.txt.)o

<#froot>

Date : 04/07/2026
Time : 03:35:22
Type : Error
Source : csc_vpnapi

Description : Function: CVerifyExtKeyUsage: : conpar eEKUs



File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\CommonCrypt\Certificates\VerifyEx
Line: 330

EKU not found in certificate: 1.3.6.1.5.5.7.3.2

Date : 04/07/2026
Time : 03:35:22
Type : Information
Source : csc_vpnapi

Description : Function: CCertStore::GetCertificates

File: C:\temp\build\thehoff\Raccoon_MR40.765445939442\Raccoon_MR4\vpn\CommonCrypt\Certificates\CertStor
Line: 225

Ignoring client certificate because it does not contain the required EKU extension

Certificate details:
Store: [Omitted Output]

BRAR  BEAXEPEREN , B{RCisco Secure ClientfEF EFEHE S ( BIEClient Authentication EKUBE ) B ZhiE
BFTDHASAETEREEN S D 58RE,

% Mzt : R EEMDARTHRAAEERE MBHEPFHRITFEKU:1.3.6.1.5.5.7.3.2, , tiw% 71.3.6.1.5.5.7.3.2, HEEZFiR
FHEBRFEEKU OID,

pEsae B NEZIRD "EFIRFHRE EKUBY , AIEAEREENSHREN
U5 F6 B vA R VPNRRIE % & B

FEHRGIF |, FRIKEV2IE B EI M B VPNPRERN ERFEN H 05T , FTD/ASA()AREILE
FTD/ASAQQ) ¥ & BB HIBREN BB EE R D Client Authentication EKUB4. Eit , EEEIVPNE
B, AAERRESEFTD/ASAQ)ER BRI ML EFERBM,

o



Cisco FTD/ASA (1)

FTDE{ASA CLISEER :

Cisco FTDfASA (2)

T T T4

FTD/ASA(2)IEBRR A & F ik B P BBEKUB A FTD/ASA() B A B E K
b

, EERIKEV2REN S HREBREPHEIELER.

<#froot>

Apr 09 2026 15:

subject name:

Apr 09 2026 15:

Apr

Apr

Apr
Apr
Apr
Apr

09

09

09
09
09
09

2026

2026

2026
2026
2026
2026

15:

15

15:
15:
15:
15:

59:50:

CN=ASAv3.cisco.com,0U=IT,0=Cisco,C=US,unstructuredName=ASAv3.cisco.com.

59:50:

59:

:59:

59:
59:
59:
59:

50:

50:

50:
50:
55:
55:

%ASA-3-751006:

%ASA-4-750003:

%ASA-4-752012:
%ASA-3-752015:
%ASA-5-752003:
%ASA-5-750001:

Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:10.3.3.5

Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:10.3.3.5

IKEv2 was unsuccessful at setting up a tunnel. Map Tag = CMAP. M
Tunnel Manager has failed to establish an L2L SA. A1l configured

Tunnel Manager dispatching a KEY_ACQUIRE message to IKEv2. Map Ta
Local:10.3.3.6:500 Remote:10.3.3.5:500 Username:Unknown IKEv2 Rece

% Mgk : EESEBIF , FTD/ASAQ)ERK & 5 BFE 3FEClientAuthFServerAuth EKUB 1%,

) BiEE : LA R , FTD/ASAQ L AT HERHRNE=SFWERERENVPNERRER, AR  HENBESH
BEE , AAVPNEEREREFTD/ASAMNEANRETFE "EF RS HNBE . EKUBNY , LEBCHETERRE
ENEMNRE.

BRAR  RRAXEFESZRN , BRFTD/ASA(N)ERAERNEMFEE ( 2#EClient
Authentication EKUB1E ) , BIBERBEN S HRFBHIER LM EI B VPNLZE,

R

=3 /R

[F\PZANN

NEERTRVEFin S HBREEKUB A



EAWindowsEEEE BT cerBFPHEKUB

BRUTSBREAWINdowsBEEE 5T corBEFWEKUB X -

HER1EM T .cerfE® , EWindowsEEEESRPRBKER.

¥ L s
“ Home Share ViEw

= 4 &> ThisPC > Downdoad | conificats |

s Cuick sccess ol ASAV3.cor Genersl Detads  Certification Path
Cpl ASAN3-MNO-E
@ Oneliive

LR Certificate Information

& This PC

Bl Desktap Wmdnv:lifmm have enough infermation bo verily
this certificate,

i) Decuments
& Downloads
J"l Music
o= Pictures
B videos

‘i Local Disk (C:)

Issued be:  ASAv3-chhernal, deco.com
o Metwork Tssued by assjog-WINFQALEAFT250-CA

valid from 4/9/2026 to 452027

Install Certificate. .,

o 1

% Mzt : RAB.ceriEREUERFXNEEZRAR ; MREHNBEES pemBEREA ,

BRAKEEH TSR A .cerdl.crto

TR RERLES (NRF)  NRERZLBEERT , FE—T "HEL &E

TSR3 ERRBEED , #£— T DetailsR5|1Z2H.,



g Certificate

General Detals Certification Path

Show: | <All>

Field
r_-!"."trmﬂ
| sarial rumber
| signature algorithem

| |signature hash algarithm
| tssuer
|vakd from
| valid to

g et

Valus G
L k]

26000001baBcdFebeafr ...
shalSGR5A

shalss

Baajg WINFQAUEAZIZSOL. ..
Thursday, Apeil 9, 2026 3:26:...
Friday, Apd 9, 2027 3:26:19 PM

AC A Trbharna? mern onm T ¥ |

SERARHBEWMLITENEE "Enhanced Key Usage. ( BiExtended Key Usage ) o

ih Certificate

Show: | <All>

Fuedd
i |certificate Template 1
@ |Erhanced Key Lisage

Copy to File. ..

Edit Properties..,

o 1]

General Detals  Certification Path

s ~
... Template=1.3.6.1.4.1.311.21...
Server Authentication (1.3.6....

L1 | Application Policies [1]Application Certificate Polic. ..
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g5 2 : lh.cerBETEMMRBNEF in S HREEKUBIE,

o Certificate bt

General Detals  Cartification Path
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X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
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X509v3 Extended Key Usage:
1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2
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g6 1 : tb.pemPEM)EERD "EFIRSHEE, EKUBYE K YEEES "ARIFHRE.
EKUE %,



<ffroot>

MyHost$ openss1 x509 -in cert.pem -text -noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
26:00:00:01:b7:e7:90:48:d6:19:41:d3:54:00:01:00:00:01:b7
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=com, DC=aaajcg, CN=aaajcg-WIN-FQAUEA2I25Q-CA
Validity
Not Before: Mar 27 00:31:40 2026 GMT
Not After : Mar 26 00:31:40 2028 GMT
Subject: C=MX, ST=MX, L=MX, 0=Cisco, OU=IT, CN=vFMC3-chherna2
Subject Public Key Info:
PubTlic Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
00:cf:a8:a0:ff:dd:34:73:7d:46:86:85:05:b6:0c:
5€:32:8c:67:67:88:52:03:58:63:¢c6:89:d8:fc:55:
c5:58:ba:eb:45:88:b2:21:9e:c5:d8:67:57:39:0f:
91:a5:41:61:fa:94:bl:ad:9%9e:71:26:87:b6:30:ae:
a7:f6:89:b1:6d:61:ce:fa:47:7f:2a:d8:e8:4d:26:
4f:a7:d3:eb:5a:69:16:46:71:c7:55:cf:87:b4:10:
96:f2:10:6b:c0:a7:3d:3c:49:9d:ee:77:8c:b5:95:
9b:69:81:e0:2d:a0:6e:5c:78:73:22:5a:38:d0:74:
38:b2:ba:e0:ab:c5:44:eb:el:3c:52:86:b8:2a:4e:
37:44:9c:34:d8:d8:6c:ae:3e:df:12:57:0e:28:52:
57:dc:6d:62:ea:b6:ec:19:4e:90:8f:3f:2c:23:1b:
e2:39:f0:ba:07:08:9a:0b:97:96:05:2e:69:fe:9%a:
b2:b2:74:9a:ba:06:25:bc:38:1c:94:87:8e:2a:dc:
2f:0b:a6:31:6c:bf:11:96:2a:71:b3:87:e5:f5:ch:
88:f1:73:cf:88:d7:30:78:24:77:7c:b7:2c:7c:83:
6d:69:5b:bd:d4:21:b9:ee:19:c4:02:be:7b:44:a2:
55:d6:b2:95:11:46:bf:db:3e:4f:9a:8c:d4:ad:8d:
82:f5

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

OD:8E:DA:07:6D:49:EA:51:D2:C7:EF:50:CE:CE:2B:8E:7C:DF:A6:8D

X509v3 Authority Key Identifier:
keyid:3A:45:60:22:F7:C8:2C:0D:D2:98:5A:BC:E0:98:D4:91:1D:67:32:22

X509v3 CRL Distribution Points:

Full Name:
URI:1dap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=WIN-FQAUEA2I25Q,CN=CDP,CN=Pub1ic%20Key%20

Authority Information Access:
CA Issuers - URI:Tdap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=AIA,CN=Pub1ic%20Key%20Services

1.3.6.1.4.1.311.20.2:
...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment

X509v3 Extended Key Usage

o "EKU SECTION"



TLS Web Server Authentication

<———— "Server Authentication EKU Attribute Included"

Signature Algorithm: sha256WithRSAEncryption
2f:27:cd:95:7d:5c:40:fa:29:64:df:75:7d:7a:87:9b:b0:94:
0e:6b:07:4d:d2:7e:83:da:03:08:f3:50:0d:5b:05:8c:1f:54:
46:fe:53:f3:e2:d4:0a:ba:37:4f:cd:a4:49:04:74:79:09:23:
d6:06:af:69:d2:7b:f5:bc:ec:fe:ce:e4:¢c9:07:31:d7:85:45:
55:78:d3:42:45:f9:ce:cd:bf:43:53:b4:8e:4c:af:64:4b:ab6:
dc:47:d0:16:4e:73:62:fd:c8:5e:37:74:cb:68:48:29:7d:f9:
41:b3:d1:46:56:24:83:23:5c:bd:b0:e3:7c:f9:8a:af:da:09:
d0:c2:7d:4a:e6:24:0f:e6:fc:6e:0d:65:8c:96:8c:af:21:b2:
7f:4b:bb:1c:17:33:b1:db:00:f3:12:e3:53:39:d0:e7:6a:48:
4c:c6:4f:29:6f:74:ff:2d:a7:e5:ea:e8:89:fe:a4:2b:cd:e3:
61:6a:9e:11:52:15:57:f2:b8:e8:fa:78:31:20:49:d9:50:19:
70:3f:1le:aa:9c:1a:bb:0b:59:66:1e:85:bd:76:e7:73:6f:ec:
86:30:b0:dd:86:3c:b3:a0:7b:fb:b7:74:5d:38:88:82:3d:a3:
2d:8c:a5:e4:db:37:eb:be:7f:62:bc:87:7c:35:17:32:fc:52:
c5:d3:c5:8f

g1 2 : tb.pem(PEM)EBEEZREEFIHMNFARS S D BRFBEKUB M.,

<tfroot>

MyHost$ openss1l x509 -in cert.pem -text -noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
26:00:00:01:b6:74:fc:b4:1e:99:be:7a:10:00:01:00:00:01:b6
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC=com, DC=aaajcg, CN=aaajcg-WIN-FQAUEA2I25Q-CA
Validity
Not Before: Mar 26 23:44:58 2026 GMT
Not After : Mar 26 23:44:58 2027 GMT
Subject: C=MX, ST=AD, L=AD, 0=Cisco, OU=IT, CN=vFMC3-chherna2
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA PubTlic-Key: (2048 bit)

Modulus:
00:ab:aa:67:4e:55:19:3b:38:6c:33:2e:ba:fd:19:
56:e7:68:18:f7:€9:53:95:1f:53:b4:fl:ce:94:c8:
ca:41:f1:52:15:eb:a5:35:9f:07:95:9f:c3:8a:5e:
62:d6:e1:5c:04:c5:c0:27:1c:84:ed:3d:1b:42:50:
91:42:26:86:90:e0:6e:26:7e:37:fd:17:0c:2f:bb:
fe:58:81:ec:3b:9d:0b:fc:dd:8c:6b:dd:ab:d3:96:
74:23:0d:78:d7:09:53:61:f9:b0:29:c6:7c:e2:9c:
2f:74:30:42:0f:45:47:cd:16:59:ed:53:62:8f:60:
75:f8:24:f5:1f:77:fb:89:85:4b:49:ad:93:43:04:
6e:4a:b3:59:fc:eb:75:70:39:67:71:60:be:b3:b7:
86:f7:c5:53:28:1e:bf:8f:b2:52:ec:79:d6:12:b0:
33:9c:6d:46:7a:9c:5d:53:a5:44:24:da:4b:36:7d:
c2:ec:61:d7:a0:01:c3:d2:bc:0a:df:a8:f6:0c:82:
48:30:fb:c6:3e:4a:48:a9:01:13:f5:4e:f2:03:24:
38:ee:a2a:d9:60:78:30:45:ed:3b:76:16:fd:7a:d3:



b0:16:10:28:75:fc:41:32:e6:6d:cb:c3:96:58:77:
9e:11:0a:9b:33:¢c7:92:8d:75:1f:e5:30:29:a4:a5:
ba:7d
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
D2:DF:62:25:17:DB:72:31:D8:D2:D0:41:CB:FB:DD:00:FF:38:BD:BB
X509v3 Authority Key Identifier:
keyid:3A:45:60:22:F7:C8:2C:0D:D2:98:5A:BC:E0:98:D4:91:1D:67:32:22

X509v3 CRL Distribution Points:

Full Name:
URI:1dap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=WIN-FQAUEA2I25Q,CN=CDP,CN=Pub1ic%20Key%20

Authority Information Access:
CA Issuers - URI:Tdap:///CN=aaajcg-WIN-FQAUEA2I25Q-CA,CN=AIA,CN=Pub1ic%20Key%20Services

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
1.3.6.1.4.1.311.21.7:

0-.%+..... 7..... ALL9L L.
b/ LLROLLZL L

X509v3 Ext ended Key Usage:

P "EKU SECTION"

TLS Web Server Authentication, TLS Web Cient Authentication

<—— "Server & Client EKU Attributes Included"
1.3.6.1.4.1.311.21.10:
0.0
B I 0
[

S/MIME Capabilities:
...... 0...+....0050...%.H..
..*.H..

Signature Algorithm: sha256WithRSAEncryption
3f:66:b1:35:7€:05:b4:69:f1:81:95:b8:18:90:f2:20:bd:8d:
ff:03:5a:59:ca:02:ba:2d:1d:e0:8d:3f:63:e9:fe:71:3c:9a:
11:15:5c:3b:fc:62:e4:cf:15:25:4c:74:5e:ad:3f:09:e9:3b:
d5:08:95:7d:97:7a:ef:cl:16:6d:e0:7a:0b:21:81:46:bc:15:
c3:76:8c:fe:fb:14:94:36:92:0d:3b:4a:c9:8f:6a:bd:dc:4b:
Ob:24:c3:32:35:27:e7:aa:23:95:85:e4:a9:64:71:f0:98:9e:
33:aa:6e:bd:7c:dd:dc:4b:cf:dd:0e:a7:ea:e8:aa:61:8f:67:
84:da:5b:be:8e:05:75:c8:eb:46:13:6f:14:4d:fe:4e:57:3c:
29:27:cc:0b:5b:25:87:37:24:12:79:b1:c3:78:c8:94:fe: df:
3c:77:aa:fc:f2:ee:ae:9b:ab:88:29:f9:ee:04:c2:48:5f:21:
9e:1c:25:cc:c9:c5:9c:23:8f:af:87:76:5e:46:74:ac:73:57:
0l:ba:71:ae:46:e1:87:3c:94:6c:19:f7:fe:8e:66:9d:c7:1f:
b0:87:4b:65:e2:fc:d6:10:7c:44:57:56:5d:68:bb:df:f0:36:
0e:07:c5:8a:be:56:86:97:3d:a7:1c:8b:86:df:0b:51:b5:97:
cc:67:09:8e
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