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<tfroot>

firepower#
pi ng 192.168. 203. 89

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.203.89, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

{Btraceroute T2 :

<tfroot>

firepower#

traceroute 192.168. 203. 89



Type escape sequence to abort.
Tracing the route to 192.168.203.89
1*  *  *
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<#root>

firepower#
show run nat

nat (INSIDE,OUTSIDE) source static server_host interface unidirectional
firepower#

B

<tfroot>



firepower#
traceroute 192. 168. 203. 89

Type escape sequence to abort.

Tracing the route to 192.168.203.89
1 192.168.201.88 2 msec 2 msec 2 msec
2 192.168.203.89 1 msec * 1 msec
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<#root>

firepower#

show run nat

nat (INSIDE,OUTSIDE) source static server_host interface service SVC_25769850586 SVC_25769850587

B

<tfroot>

firepower#

traceroute 192. 168. 203. 89



Type escape sequence to abort.

Tracing the route to 192.168.203.89

1 192.168.201.88 2 msec 2 msec 2 msec
2 192.168.203.89 1 msec * 1 msec
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12026/833 13:08:35.420177 0.000000 102,

200 192.168.203.89 ICMP

[

Length Totsl Length  ideeiiftaticn

168.281. 118 180 @xafad (20365) (ping) request id=Bxf825, seq=39005/47808, ttl=355 (reply in 2)
2 2026/033 13:98:35.429680 0.000503 192.168,203.89 192.168.201. 200 ICMP 118 180 Sxdfid (20365) Echo (ping) reply id=0xfd25, seqe32095/47000, ttle=254 (request in 1)
3 2926/833 13:98:35.4259909 0.000225 192.168.201. 200 192.165.203.89 ICMP 118 100 Bx0542 (1346) ICMP test Echo (ping) request id=8xfd26, seqe3S095 /87000, ttl=255 (reply in &)
4 2926/833 13:98:35.430275 0.900366 192.168.203.89 192.168.281.200 ICMP 118 106 Bx@542 (1346) Eche (ping) reply id=0xf826, seq=39095/47000, ttl=254 (regquest in 3)
5 2826/833 13:83:35.430489 9.800214 192.165.201.288 192.168.283.89 ICMP 118 186 Bx@953 (2387) Echo (ping) request id=0xf827, —eq=39895/87000, ttl=255 (reply in 6)
6 2826,/833 13:88:35.430848 ©.800351 192.168.283 .89 192.1563.281. 288 ICMP 118 186 Bx8953 (2387) Echo (ping) reply 1d=0xf827, seq=39895/47868, ttl=254 (request in 5)
7 2025/033 13:08:35.431038 0.00019E 192.168.201. 260 192.168.283.89 ICMP 118 180 8x729@ (29328) Echo (ping) request id=0xf828, seq=39095/47808, ttl1=255 (reply in 3)
B 2825/833 13:88:35.431389 ©.800351 192.168.203 .89 192.168.281.28@ ICMP 118 18@ 8x7298 (29328) Echo (ping) reply id=8xf828, seq=39895/47808, ttl=254 (reguest in 7)
9 2826/833 13:88:35.431587 0. 000158 192 .168.201 2088 192.168.283.89 ICMP 118 18@ 8x5789 (22489) Echo (ping) request ide8xf829, seqe39@95/4788@, ttls255 (reply in 18)

18 2026/833 431938 8.
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<tfroot>

firepower#

capture CAPlI trace interface OQUTSIDE nmatch ip host 192.168.203.89 host 192.168.201. 100

{# Aping Iz

<ttroot>

firepower#

pi ng 192. 168. 203. 89



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.203.89, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

R#%&fF Ftraceroute E1TRIE,

<{froot>

firepower#

traceroute 192.168. 203. 89

Type escape sequence to abort.
Tracing the route to 192.168.203.89
1 ¥* % %

s osn s sk osnosn
EEE I

HER3

- #31-1082ICMP ping BIFAEEE,
. B¥4Aa11-1688tracerouteHEl. FEZ K BHE —Bk,
- BERE17-28tEtraceroutetifil. EERE BEiwREY,

<{froot>

firepower#

show capture CAPI

190 packets captured

1: 13:50:27.345471 802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request
2: 13:50:27.345975 802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply
3: 13:50:27.346219 802.1Q vlan#201 PO 192.168.201.200 > 192.168.203.89 icmp: echo request

4: 13:50:27.346600 802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply
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.346814
.347165
.347378
.347714
.347928
27.
33.
33.
36.
36.
39.
39.
42.

348279
229724
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220279
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.220645
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802.
802.
802.
802.

802.
802.
802.
802.
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802.
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802.

1Q vlan#201 PO 192.
1Q vlan#201 PO 192.
1Q vlan#201 PO 192.
1Q vlan#201 PO 192.
1Q vlan#201 PO 192.

1Q vlan#201
1Q vlan#201
1Q vlan#201
1Q vlan#201
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1Q vlan#201
1Q vlan#201
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1Q vlan#201
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#Eping R IE Kt A ICMPH &,
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PO
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PO
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192.
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192.
192.
192.

168.201.200 > 192.168.203.89
168.203.89 > 192.168.201.200
168.201.200 > 192.168.203.89
168.203.89 > 192.168.201.200
168.201.200 > 192.168.203.89
168.
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168.
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201.
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203.
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Packet #2;2 fEPacket #1H{&EiEKICMP pingE3R L#IE],

<#root>

firepower#

show capture CAPI

190 packets captured

2:

13:50:27.345975

Phase: 4

Type:
Subtype:

Result: ALLOW

Elapsed time: 488 ns
Config:

Additional Information:

FLOW-LOOKUP

packet - nunber 2 trace

icmp:
icmp:
icmp:
icmp:
icmp:
89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

88 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

88 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

88 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

200.49168 > 192.168.203.89.

89 > 192.168.201.200 icmp:

echo
echo
echo

request
reply
request
echo reply
echo request
echo reply
33434: udp O
time exceeded in-tr
33435: udp O

time exceeded in-tr
33436: wudp O

time exceeded in-tr
33437: udp O
192.168.203.89 udp
33438: wudp O
192.168.203.89 udp
33439: udp O
192.168.203.89
33440: wudp O
192.168.203.89
33441: wudp O
192.168.203.89
33442: udp O
192.168.203.89

udp
udp
udp

udp

802.1Q vlan#201 PO 192.168.203.89 > 192.168.201.200 icmp: echo reply

Found flow with id 143799, using existing flow

Phase: 6

Type: ADJACENCY-LOOKUP



Subtype: Resolve Nexthop IP address to MAC

ResuTlt: ALLOW

ETapsed time: 1952 ns

Config:

Additional Information:

Found adjacency entry for Next-hop 0.0.0.0 on interface identity
Adjacency :Active

MAC address 0000.0000.0000 hits 483359 reference 2

Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: NP Identity Ifc
Action: allow

Time Taken: 18056 ns

1 packet shown

RBLR SRR T E

- BERERARRTE,
- BETERBAEARE (FONH ).

HER5

B #t 3k Btraceroute BIE Y & A ICMPHE &,

Packet #122 R B EH N EE -

<tfroot>

firepower#
show capture CAPlI packet-nunber 12 trace

190 packets captured

12: 13:50:33.232562 802.1Q vlan#201 PO 192.168.201.88 > 192.168.201.200 icmp: time exceeded in-tr
Phase: 3
Type: UN-NAT

Subtype: static

Result: ALLOW

ETapsed time: 6344 ns

Config:

nat (INSIDE,OUTSIDE) source static server_host interface
Additional Information:

NAT divert to egress interface INSIDE(vrfid:0)



Untranslate 192.168.201.200/49168 to 192.168.200.50/49168

Phase: 7

Type: ACCESS-LIST

Subtype:

Result: ALLOW

ETapsed time: 97 ns

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced permit ip any any rule-id 268436480

access-1list CSM_FW_ACL_ remark rule-id 268436480: ACCESS POLICY: mzafeiro_empty - Default

access-1ist CSM_FW_ACL_ remark rule-id 268436480: L4 RULE: DEFAULT ACTION RULE
Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 18

Type: FLOW-CREATION

Subtype:

Result: ALLOW

ETapsed time: 16104 ns

Config:

Additional Information:

New flow created with id 143805, packet dispatched to next module

Phase: 20

Type: SNORT

Subtype: identity

Result: ALLOW

ETapsed time: 39496 ns

Config:

Additional Information:

user 1id: no auth, realm id: 0, device type: 0, auth type: invalid, auth proto:
src sgt: 0, src sgt type: unknown, dst sgt: 0, dst sgt type: unknown, abp src:

Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: INSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 158341 ns

ENGRMERN -2 (THRAERTTR ) .
EROSERBRARKbuEE ( ERRR , UN-NATRTBENAT) .
HBTERF A BERRE , WEEZFEURE RAACP)MSnortiE,
- BH (@Y ) N"HERINSIDE, E2RBNATER,

R EH

basic, username: none, A
none, abp dst: none, loc



EEEERT , LEENATRSEHMEE -

<{froot>

firepower#

show run nat

nat (INSIDE,OUTSIDE) source static server_host interface

MRS

s foFTraceroutei@iBFirepower B E [ E(FTD)

- BRENX T



https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/215237-allow-traceroute-through-firepower-threa.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/215237-allow-traceroute-through-firepower-threa.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/215237-allow-traceroute-through-firepower-threa.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/215237-allow-traceroute-through-firepower-threa.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/215237-allow-traceroute-through-firepower-threa.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/215237-allow-traceroute-through-firepower-threa.html
https://www.cisco.com/c/zh_tw/support/index.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



