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IPv6iRimzh BEVPN(RAVPN)BRBEE , AR R EIPV4IBERIPve , AAIPvAit BRBEFE
A&, mIPveiREW b ZZEEFREREN , TEERABRREREESENTEER, BEES
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= = ODO@®@® ;i = - ———
Manitarkg Policlas Objects vice: favIB0 = . Adminigiraror 9969 SELURE

Interfaces

——

() ) () () () ) ) ) )

Fortacos  Virtasl Tuniel ineetaces

10 Intartscos = T +

STANDEY ACCRISS

192.168.20.10 Enatéed
D00 o8 30010/ 64

3 o Cigebiishemetdi ke Pentud 192.168.90.10 (rstiod
2001 B0 10/84

P O GigataEshemetiz ® Fouted Enzie

3 O Gigabiishemetof) ® Routed fratiod

3 O Cigebaishermstiia ] Bt frastiod

> O GigebREshemeiofs [ ] Boied tratied

3 O GigatetEshomatiin e Foastod i

* O Gigababrhematli? L] Fouted Enabiad

[ 3w DigebinErhemetii e & Feutod SO0 ol 31 F-FAT A4 J [

FTD_Interface_IP

Th  Firewall Device Mariager m L b= =3 @ @ @ t edmin T p——
= Maonitaring Poiicies Objects Dwvice: Rdvis0 . T — e SECUR

Routing

Add Multiphe Vinual Routers v > Commands £ BGP Globa! Settings
Swtc Routing  BGP  OSPF  EIGRP ECMP Trattic Zones
2 routes T +

162.168.30.5

1 TolSP_v6 et IPvE 40 000008305 1

FTD_Default_Route

SEB2. # "Cisco Software Download ; T & Cisco Secure Client®: #&@nameccisco-secure-client-
win-5.1.6.103-webdeploy-k9.pkg , IR T &AERHIMdSBERFEL Cisco Software Download
HEME , LR THEERT.

SR BMBFTD L RS ERMARAVPNIERARE,



https://software.cisco.com/download/home

B o

Monitoring

.

Firewall D

== H g
Davice: fedv780 @ @ = :uu:—m

SUBSCRIPTION LICENSES INCLUDED

IPS DHSABLE Malware Defense DHSABLE
L] @

This License allows you 1o perlonm intrusion detection and prevention and fa control. You This licensa lets you perlorm malware defense. You must have this icense to apply fe policies
st hirve this icense 1o apply intrution policies in acoess rules. You aleo must have this that detect and block malware in fles ransmitted over your network

Boense to apply fike policies that control files based on file type.

ncludes: Dy File Poscy
Inctudes: Ty Intrusion Policy

URL DISABLE Cisco Secure Client Type  Promier and A.. v HSABLE
L1 S

This license allows you to control web access based on URL categories and reputations, rather Please select the license type that you purchased 1o enable remote access VPN, Note that
than by individual URL 810ne. You must have this koense 10 deploy BCCess nules that filer web Secure Firewsll device manager does not support any of the acvanced featsnes covered by the
traffic barsed on category and reputation. Advantage icense.

Includos; URL Reputaticn Includes: RA-VPN

FDM_License

S EBR4 2 VPN,
FRAINBBEYERHREVIPVeMIPvAthitith, SfEI8R>MBIEIL R — T+,

nager oS o = @ @ ' admin v el co o
Maoriteding Policies Device: fdv?60 g Administrator S

Metwork Objects and Groups

6 objects YF

Proset fiters: ¢

1 IPv4-Private-10,0.0.0-8 NETWORK 10.0.0.0/8

2 IPvd-Private=172.16.0.0-12 NETWORK 17216.0.0112

3 IPv4-Private-192.168.0.0-16 NETWORK 192.168.0.0/16

4 any-ipvd NETWORK 0.0.0.070

5 any-ipvl NETWORK o

& IPvd-Private-All-RFC1918 Group IPvd-Private-10.0.0.0-8, IPvd-Private-172.16.0.0-12, IPvd-Private-192.168.0.0-16

Create_VPN_Address_Pool_1

SRA2 BB EEBRHRNLEEF. E—TOKRH,

HRIPv4 , ATLAGEA THBER, = TEE, EEHRER, FRRAF , BERENEEHRER
rlﬂ%%J o

« Z#8:demo_ipv4pool
« Type:#8#&
« #A : 10.37.254.16/30



Add Network Object

Name

demo_ipvédpool

Description

(Type
P~ = =
\!J Netw: Host FQDN

.

(Network

10.37.254.16/30

\

Create_VPN_Address_Pool_2_IPv4
HRIPveth , REAEEARBEESRER,

« & #:demo_ipv6pool
« Type:#8#&
o #3E& : 2001:db8:1234:1234::/124

) Range




Add Network Object

ame

demo_ipv6pool

Description

Type

@ Network| () Host () FQDN  (O) Range

\.

(Network

L 2001:db8:1234:1234::/124

e.g. 192.168.2.0/24 or 2001:DB8:0:CD30::/60

CANCEL

Create_VPN_Address_Pool_2_IPv6

SRS ANATHEE I AZPHERE,
S E85.1. 81 B|Objects > Networks , REZBEE+iRR,

[ e o +  ad
! i Firewall Device Manager Kibiotiog i @ @ . s nin el cECURE
Object Types  © Metwork Objects and Groups
T Networks 6 objects Y Fitter "
Proset fitars: 5y fined, Liser defioesd
1 IPvd-Private-10.0.0.0-8 HETWORK 10.0.0.0/8
2 IPvd=-Private=172.16.0.0-12 NETWORK 172.16.0.012
3 IPvA-Private-192.168.0.0-16 NETWORK 192.168.0.0/18
4 any-ipvd MNETWORK 0.0.0.0/0
5 any-ipv6 NETWORK ]

& IPvd-Private-All-RFC1918 Group IPvd-Private-10.0.0.0-8, IPvd-Private-172.16.0.0-12, IPvd-Private-192.168.0.0-16




Create_NAT_Exempt_Network_1
TERE2REBERBHRNLEEN. R— TOKEKH,
EARRGIH | BEE T IPv4RIPVEiBE .

- Z#:inside_net_ipv4
- Type:#@#&
« #E& : 192.168.50.0/24

Add Network Object

Name

inside_net_ipv4

Description
Y

p
Type
@ Network] () Host () FQDN () Range
Irl\letww::vri-:

192.168.50.0/24
.

e.g. 192.168.2.0/24 or 2001:DB8:0:CD30::/60

Create_NAT_Exempt_Network_2_IPv4

« Z#:inside_net_ipv6
« Type:#33%
o #88& : 2001:db8:50::/64



Add Network Object

Name

inside_net_ipv6

Description
V
ype
@ Network O Host O FQDN O Range
N
Network
2001:db8:50::/64
N

e.g. 192.168.2.0/24 or 2001:D88:0:CD30::/60

wor (D

SR6.EVANRRAVPNNE S, AMEERE KU LERF=ABEREEVL(CAXENBE
, REEFBBEHERE.

EARGS  FNEEEREREAERNREAT —EERH , ARETEN,

S E86.1. 5 EObjects > Certificates, & — T+Z##tI0iEIZFAdd Internal Certificate,

Create_NAT_Exempt_Network_2_IPv6



v I o = .
1] Firawall De Manacor ¥ @ o . @ : Bdmin L el =
s el N e RO QO i . v U secure

Object Types Certificates

1 DelaultiniernalCertificats Intgrnal Coriificats Al Trasted 05k Cantioass
2 DalsultWabdsararCartificats Intainal Camfeste
1 NGFW-Detault-IntermalCa Internal CA
4 AAA-Cortificate-Services Trusted CA Canificate
5 ACCVRAIZ Trusted CA Canificate
i Actalis-Authentication-Rool-CA Trusted CA Cenificate
7 AffirmTrust-Commencial Trusted G Cenificate
8 AffirmTrust=-Networking Trusted CA Cenificasn
9 AffirmTrast-Promism Trusted GA Cenificate
10 AffirmTrast-Prembem-EGC Trusted CA Cenificate
11 Amazon-Root-CA-1 Trusted CA Cenifica e
12 Amazon-Root-CA-2 Trusted CA Certificate
13 Amason-Root-CA-3 Trusted CA Cenificate
14 Cisco-Trusted-Authorities Trusted CA Group

Create_Certificate_1

#$E86.2.3% — T Self-Signed Certificate,

Choose the type of internal certificate you want
to create

Upload Certificate and Key

Create a certificate from existing files.
PEM and DER files are supported.

{8} Self-Signed Certificate

Create a new certificate that is signed
by the device.
- 24

¥+

$886.3.38 — T Genera ER W B HHKEEA,
% #:demovpn
A A : RSA



WA 2048

B R

FEH : AR
PR ISRV BREE A% « SSLAlMRER

Add Internal Certificate

Q Search for attribute Name
demovpn
—
 E——
D Key Type
Issuer
RSA
Subject —

Validity Period

By Date

Expiration Date

By Number of Days

(UTC+08:00) Asia/Hong_Kong

02/15/2027

Key Size

2048 v

Set default

Default: 02/15/2027 (calculated based on 825 days according to Apple requirements [J)

Validation Usage for Special Services

SSL Server

Create_Certificate_3
S ER6.4 3B —TlssuerBE BRI IR H AL EEHR,
B=xR : £E

YA # : vpn.example.com

e



Add Internal Certificate

Q Search for attribute

Country State or Province
United States (US) v
General
i Locality or City
Subject
Organization Organizational Unit (Department)

Common Name

vpn.example.com

You must specify a Common Name to use the certificate with remote access VPN.

Create_Certificate_4
HER6.5. 1 — T SubjectHE , RUMLENEFA , REBIKR—TSAVE,
B=xR : £H

YA A : vpn.example.com



Add Internal Certificate

Q Search for attribute Distinguished Name
General

Country State or Province
Issuer

=0 N —— V

Locality or City

Organization Organizational Unit (Department)

Common Name

vpn.example.com

You must specify a8 Common Name to use the certificate with remote access VPN.

e ()

Create_Certificate_5

$BR7 2 RADIUSTEREE B 9R,

$ER7 1. BE EObjects > Identity Sources, E— T +i&&l , AEZIZERADIUS Server,



L H admin R
O&QRO@®Q i . v U secure

Identity Sources
t iners. S, AD Resim, SAML, Dye LDAP

RADILS. Server Group

1 LocalldentitySource LOCAL

AD Resbry

A Realm Sequence

Kdontity Services Engine

SAML Savver

Create_Radius_Source_1

S 7.2 Riftradius RS EER. & — TOKKRE.

BRI _ise

A AREF B BB IPH#bt : 2001:db8:2139::240

BRFEELRIE 1812 ( TERR )

WEF10 ( FAER

fAREE £ : cisco

AREREIRadiusIBREFNNTE : FENEENE. EAHIF | EEdmz(GigabitEthernet0/8).



Add RADIUS Server

’
Name

demo_ise
N

-
Server Name or IP Address Authentication Port

2001:db8:2139::240 1812

.

Timeout

10 seconds

1-60

Server Secret Key

(A) RA VPN Only (if this object is used in RA VPN Configuration)

N
Redirect ACL

Please select W

FEABEABE RN

Interface used to connect to Radius server

T

O Resolve via route lookup

. @ Manually choose interface

dmz (GigabitEthernet0/8) v

.

Create_Radius_Source_2

HER7.3. 8 EObjects > Identity Sources, &— T+ZiftIEFERADIUS Server Group.



Create Radius Server Group

[ida = HR o e =i " i
T Frewsl Device Manager . : OO@® : * e —
=1 o £ e Monitoring Policios Davice: fidv760 e 0 H Adminisinator esco SECURE

Object Types & Identity Sources
Prasat filers: RADIUS, AD Rasbn. SAML, Dus LDAP
T R O == B
1 LocalldentitySource LOCAL AD Realm
2 demo_ise RADIUS 2001 :db8:2139::241 AD Realm S
idantty Sevvices Engine
SAML Senver

B Secure Client Profiles

Create_Radius_Source_3

HERT 4 RfftradiusARB[HEN L EEH . R— TOKRE,

% #:demo_ise_group

{ZHERER ;10 ( TERR

RARKBEFRY : 3 (AR

RADIUSRIfR=R : #— T +i&dl , BEELSR62PEVUMNEHE, EAHIH Ademo_ise.



Add RADIUS Server Group

Name

demo_ise_group

Dead Time Maximum Failed Attempts
10 minutes 3
0-1440 1-5

Dynamic Authorization (for RA VPN only)
Port

1700

Realm that Supports the RADIUS Server

Please select v

RADIUS Server

o The servers in the group should be backups of each other

6

Y Filter

B demo_ise (i ]

Create_Radius_Source_4



HER8.Z VN AIMRAVPNIAEREE, HILRHIP , RIETENEET HERERBNERRE, £
RIBERZRETER.

S E28.1. BE ZRemote Access VPN > View Configuration, 3&— T Z {4 & #9Group Policies , &
%E_-F*'Eﬂo

Sl

Firewall Device Manager L o 3= =R @ @ @ : admin v bl oo o
e e Monitering Policies Objects Device: Rd780 L Agiministrator LRSS

Device Summary

Group Policies

g A
® NAME DNE SERVER VA SPUIT TUNSELING IPVE SPLIT TUNKELING SECURE CLIENT PROFILES ACTIONS

1 DMGrpPolicy Allowe all traffic Allow all traffic

By 48 e 1

£ E88.2. ClickGeneral 12X EEHR,
H#:demo_gp
RIBEHRENEF iR EE XA  ERER

Add Group Policy

Q, Search for attribute Name
demo_gp

Basic
] Description
General
Session Settings
V
Advanced
DNS Server
Address Assignment
Select DNS Group v

Split Tunneling

Banner Text for Authenticated Clients
This massage will be shown to succe ssfully

Secure Client : ' i
althenticated endpoints in the beggining of their VPN session

Traffic Filters demo banner|

Windows Browser Proxy

Default domain

Secure Client profiles

o D

Create_Group_Policy_2

$B88.3.32 — T Secure Clientif 2t R EEH,



iEZH Enable Datagram Transport Layer Security(DTLS),

Q Search for attribute SSL SETTINGS

Enable Datagram Transport Layer Security (DTLS)

Basic
General DTLS Compression
Session Settings SSL Compression
Advanced Disabled w

Address Assignment
SSL Rekey Method

Split Tunneling

Traffic Filters

CONNECTION SETTINGS
Windows Browser Proxy

Ignore the DF (Don't Fragment) bi

Client Bypass Protocol

MTU

Create_Group_Policy_3
BELZLEFinMVPNHEEREZ B KeepalivelH R ( T8
BEMEEIKER LADPD (ERE ) .
BEZFinER LMDPD (ERE) .

t

RME ) o

CANCEL



Q, Search for attribute

Basic
General
Session Settings
Advanced
Address Assignment
Split Tunneling
Traffic Filters

Windows Browser Proxy

Create_Group_Policy_3_Cont

Ignore the DF (Don't Fragment) bit

Client Bypass Protocol

MTU
1406 bytes
1462
ﬁ(eepalive Messages Between Secure Client and VPN Gateway \
20 seconds

30 seconds

DPD on Client Side Interval

\ 30 seconds /

W

$ER0 B ITRAVPNE#A B E R,

£ E%9.1. 8 i BIRemote Access VPN > View Configuration, 32— T Z= {8 # # #9 Connection
Profile , R& R —T+ZAUMBEBE,

Config RAVPN Connection Profile

[k = i
Li.i Firewall Device Manager i
1 Maditaring

Device Summ

Create_ RAVPN_Wizard_1

o &5

Policies

Objects Devies: MewT60

©eea0

Remote Access VPN Connection Profiles

GROUP POLICT

CREATE CONMECTION PROFILE

admsn

] —— :
SECUR
Adknknistrator asco SECURE

% B%9.2 72 Connection and Client ConfigurationZ8 7 IRt X EME R , RERIR— TNEXTIRE,



EREEERTE - demo_ravpn

#531% : demo_ravpn

[Connection and Client Configuration]

Connection Profile Name

demo_ravpn

Group Alias (one per line, up to 5) Group URL (one per line, up to 5)

demo_ravpn

Add Another Group Alias Add Another Group URL

Create_RAVPN_Wizard_2_Conn_Name

EESOR>-SHRBJIR : ERAAA

FEMFE>EEMIR : demo_ise_group ( ELB7AFBENEZRE. )
B3R 73 & 435K : LocalldentitySource

R E RS : demo_ise_group ( ELB74PEENBRE, )

LR ARES : demo_ise_group ( ELZB74PEENBRE, )



Primary Identity Source

Authentication Type

AAA Only s
Primary Identity Source for User Authentication Fallback Local Identity Source
demo_ise_group B LocalldentitySource

¥ o,
™) Advanced

Secondary ldentity Source

Secondary Identity Source for User Authentication

Please Select Identity Source v

G} Advanced

Authorization Server Accounting Server

demo_ise_group v demo_ise_group

Create_RAVPN_Wizard_2_ldentity_Source
IPv4izit5th : demo_ipvdpool ( T4 2HFE BN B, )
IPv6its ittt : demo_ipvbpool ( ELZ B4 2HFEENEZ R, )



Client Address Pool Assignment

IPv4 Address Pool IPv6 Address Pool

Endpoints are provided an address from this pool Endpoints are provided an address from this poo
+ +
'c; demo_ipvapool Ty demo_ipv6pool

DHCP Servers
+

FRISEEREAERRIT D RESRS2PEEAVERE , RBE—TNEXTRH.

Create_ RAVPN_Wizard_2_Address_Pool

[ [} st )
if] Firewall Device Manager = i o = @ @ : admin T 7 S
=l Moaiteri Policies Objects Divice: fidvT80 : e esca SECURE

[Remote User E><|Jer'[ence]

Wiew Group Policy
dEmo_gp w

Policy Group Brief Details

DNS Sarver

Banner Text for Authenticated Cllents duma banses - dgm
Maxienien Connection Time | Alert Interval Unlimited [ 1 Minubes
Il Thron | Alrt Intwresl 30/ 1 Minutes
Sienultanecus Login pes Lser 3

Create_ RAVPN_Wizard_3
$889.4. 7 Global Setting(£ R E) o PRMAXENEF , RABRE—TNEXT(T —F)&R#H,
HEZZREE : demovpn(FBE6.3THEMN B, )

Outside interface:outside



[Global Settings]

These settings control the basic functioning of the connection. Changes to any of these options apply
to all connection profiles; you cannot configure different settings in different profiles.

ertificate of Device Identity Outside Interface
demovpn (Validation Usage: SSL Server) v outside (GigabitEthernet0/0) v
Fully-qualified Domain Name for the Outside Interface Port
443
€.g. ravpn.example.com e.g. 808(

Create_RAVPN_Wizard_4
VPNHRER RS : #EBypass Access Control policy for decrypted traffic(sysopt permit-vpn)s,

Access Control for VPN Traffic
Dezryptad VPN trattic 18 suby

led] to access control policy Inspection by detaull. E

the aultnodiratio

[ Bypass Access Control policy for decrypted traffic (sysopt permit-vpn) ]

Create_RAVPN_Wizard_4_VPN_ACP

NAT®RER : #—TBHRE "E/8A. &
AEBTE : inside

R EZPAEEE : inside_net_ipv4. inside_net_ipv6 ( EZ BB 2HEENE . )



NAT Exempt

nside Inferfaces Inside Networks
The interfaces through which remote access VPN users The internal networks remote access VPN users are
can connect to the internal networks allowed to use. The IP versions of the internal networks

and address pools must match, either IPv4, IPv6, or

+

both.

@) inside (GigabitEthernet0/1) 23

'ty inside_net_ipvd

T inside_net_ipv6

Create_RAVPN_Wizard_4_VPN_NATExempt

ZE2EFimaE : #£—T TUPLOAD PACKAGE . , A#%iEM BT, EtEHd K RFEGLE
Windowsf2 = 2.

Secure Client Package

If a user does not already have the right secure client package installed, the system will launch the secure client

installer when the client authenticates for the first time. The user can then install the package from the system

You can download secure client packages from software.cisco.com [Z.

You must have the necessary secure client software license

Packages

UPLOAD PACKAGE v

Windows: cisco-secure-client-win-5.1.6.103-webdeploy-k9.pkg

BACK NEXT

Create_RAVPN_Wizard_4_Image

SRS EERE, WRFEEREMAR , FE—TBACKERM, MR—YIEF,
FINISH¥Z R,

3

#—T

S EB10. MRS B9.27F M Fallback Local Identity Source 2 FLocalldentitySourcei# 28 , RIE L
AitFERE, At FERAENZBEELEISELRENREMEE.



i Firewall Device Manager o o
i : Monitoring Policies

: admin v vl ema i
@ @ + Administrator ceo SECURE

Dbject Types ¢ Users

Add Local User

2 objects

B
T admin RA-VPN

2 instest

e,
Name

isetest

B IKE Policies

I

Confirm Password

Identity Sources

|

~

Create_Local_User

SR BEREEN

il m o == == 7 " i
I Firewall Device Managar 2 : @ O . @ : admin Y 7 [T ——
g il L Manitaring Policies Objucts Dovice: fdv?60 e @ * Ackministralor ance SECURE

Model Softwars voe intrusion Rule Update  Cloud Sorvices High fumitabiity
Cisco Secure Firewall Threat Defense for . 760-113 38920  20240417-2110 @ Connected | fangnl  Net Canfigurad RpaL
b

[on] & intemet

Gico Sacura Frwwal Thoat Detensa for Kvit @ m

EEerreeeE
[ oo

#HE_FH
ISELWVEE
SRI2EUFEREE,

$E212.1.8 8 FAdministration > Network Resources > Network Devices , ##— TAdd , 12
Name , IP Address , A0 NREIEH,



= e |dentity Services Engine Administration / Network Resources

) Bookmarks Network Devices Metwork Device Groups Metwaork Device Profiles External RADIUS Servers RADIUS Server Sequences External MDM
-
== Dashboard Network Devices

Motwork Dovice: 1 Mow Network Device

Default Device

Izl Context Visibility Network Devices

Device Security Settings

'\ Operations
Name

demo_fid ]

| Policy

Description
4. Administration

Al Work Centers
[ H At L 2001:db8:2139::237 I 128 ]

Iinteractive Help

Create_Network_Devices

$E812.2  ZFRADIUS Authentication Settings&EU 8, 1=E#Shared Secret , AEE—T
Submit,

I Identity Services Engine Administration / Network Resources

wtlual
1360

P! Bookmarks Network Devices MNetwork Device Groups MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences External MDM

=
== Dashboard Network Devices

Il Context Visibility DelmutDeves [ ~ RADIUS Authentication Settings ]
Davice Security Settings
A operations RADIUS UDP Settings
I Policy Protocol RADIUS
A Administration [sh;, red Secret seses] ]
,.ﬂ Work Centers |j Use Second Shared Secret

Second Sharad
Secret

Interactive Help
CoA Port 1700 Set To Default

Create_Network_Devices_Cont

SERIBEVPERFEERE, SMIEE-FOEE>540, E—T "Addy LEY—EHERE.
RIRHEELSRI0P BV WFDMA L EAEMEE. UBARERER,

bl |dentity Services Engine Administration / Identity Management
P! Bookmarks Identities Groups External ldentity Sources Identity Source Sequences Settings
8% Dpashboard
T—— Network Access Users
14 Context Visibility Reauits -

‘\ Operations

l Paolicy
Status Username Description FirstName LastName Email Address User Identity Groups  Admin

4. Administration
[[_] B Enablod ¢ isetest ]

Al Work Centers

Interactive Help

Create_ISE_User

R4 (TE ) FREERFORERANREREIFREE, ERRMHP , BREEEAR
ERER



tuea |dentity Services Engine Policy / Policy Sets

J  Bookmarks Policy Sets Reset Palicy Set Hit Gounts
5% Dashbeard
) Status  Policy Set Name Description Conditions. Allowed Protocols | Server Sequence  Hits  Actions  View
1! Context Visibility .
Q
A, Oparations
&  sear @ RadusHAS-IP-Agdress EQUALS 10.48 26 61 ol ault Network Acce o & »
I Policy
A A ration &  wiea @ DEVIGE:Device Type EQUALS AN Device TynessSwitch ofault Network Acce o & »
Al Work Centers (-] Firewsit Mo Patture & DEVICE Device Typs BQUALS AN Device TypesaFinswsdl_NoPostuns @ -3
e Posture B OEVCE Device Typé DOUALS A8 Dvica Typa il lrewall Dafault Network Acce o £ »
7 Imteractive Help
[ ©  ODetaun Defauht policy set Dl ault Network Acce i 4 » ]

ISE_Default_Policyset

B

ERAXERE , BEENEERT EEER,
HER15.BIBE Fim LY IPveit i EARVPNAEE, VPNESRR D,

@ Cisco Secure Client —_— e

n AnyConnect VPN:

' Connected to vpn.example.com.
S ——

04:42:53 IPv6

Verify_Connection_Success

S ER16.ZBBSSHE XA BEZEFTDAICLI, EFTD(Lina)CLIF #1T % < show vpn-sessiondb
detail anyconnect A E VPN EREEME A

<#root>

ftdv760# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Usernane : isetest

Index : 2

Assigned | P : 10.37.254.17



Public I P : 2001:db8: 10: 0: a8a5: 6647: b275: acc2

Assigned | Pv6: 2001:db8:1234:1234::1

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 15402 Bytes Rx : 14883

Pkts Tx : 10 Pkts Rx : 78

Pkts Tx Drop : 0 Pkts Rx Drop : 10

Group Policy : demo_gp Tunnel Group : demo_ravpn

Login Time : 05:22:30 UTC Mon Dec 23 2024

Duration : Oh:05m:05s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a81e0a000020006768f396

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:
Tunnel ID : 2.1

Public I P : 2001:db8: 10: 0: a8a5: 6647: b275: acc2

Encryption : none Hashing : none

TCP Src Port : 58339 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 24 Minutes
Client OS : win

Client OS Ver: 10.0.19042

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 7421 Bytes Rx : 0

Pkts Tx : 1 Pkts Rx : O

Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:
Tunnel ID : 2.2

Assigned | P : 10.37.254.17

Public I P : 2001:db8: 10: 0: a8a5: 6647: b275: acc2

Assigned | Pv6: 2001:db8:1234:1234::1

Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256
Encapsulation: TLSv1l.3 TCP Src Port : 58352
TCP Dst Port : 443 Auth Mode : userPassword



Idle Time Out: 30 Minutes Idle TO Left : 25 Minutes

Client OS : Windows

Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 7421 Bytes Rx : 152

Pkts Tx : 1 Pkts Rx : 2

Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:
Tunnel ID : 2.3

Assigned | P : 10.37.254.17

Public I P : 2001:db8: 10: 0: a8a5: 6647: b275: acc2

Assigned | Pv6: 2001:db8:1234:1234::1

Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 58191

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 560 Bytes Rx : 14731

Pkts Tx : 8 Pkts Rx : 76

Pkts Tx Drop : 0 Pkts Rx Drop : 10

FR7T EF PR E#ATpingflEd, EARLIP , BFim MR [ARERHIPvARIPv6ith it #41T ping R 1E

o



Command Prompt

admlr,
\admin>ping 2001:db8:50::20

Pinging 2001:db8:50::20 with 32 bytes of data:
Request timed out.

Reply from 2001:db8:50::20: time=4ms

Reply from 2001:db8:50::20: time=4ms

Reply from 2001:db8:50::20: time=3ms

or 2001:db8:50::20:
t = 4, Received = 3,
Approximate round trip times in milli-s
Ulnlmum = 3ms, Maximum = 4ms, Average

dmin>
dmln\plmg 192.168.50.20

of data:
time=3ms TTL=64
time=3ms TTL=64
time=3ms TTL=64
time=4ms TTL=64

Pinging 192. lUu. .

Reply from 192.168.50.20:
Reply from 192.168.50.20:
Reply from 192.168.50.20:
Reply from 192.168.50.20:

-y
[
w

m m

m

i LY LY "
I

W ow

J Ly

NN

N

m

192.168.50.20:
Received = 4, Lost
rip times in milli-seconds:
Maximum = 4ms, Average

5 E218. ISE radiusBNEF BB R B DRI R I,



Overview

Event

Username

5200 Authentication succeeded

isetest

Endpoint Id

Endpoint Profile

52:54:00:16:12:64 ©

Windows10-Workstation

e

Authentication Policy

Authorization Policy

Authorization Result

\

Default >> Default

Default >> Basic_Authenticated_Access

PermitAccess

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id
Endpoint Profile

Authentication Identity
Store

ISE_Authentication_Success_Log

2024-12-09 10:56:38.389
2024-12-09 10:56:38.389

cmlise-psn

5200 Authentication succeeded

isetest

User

52:54:00:16:12:64

192.168.10.1

Windows10-Workstation

Internal Users

SER19. EFTDEETREISER |, AIEFTDE DB E A KM,



H8819.1, EFTDERFEIIISER: | 357EFTD(Lina)CLIF #1178 S show aaa-server , LUREHETE

EAREHIF , RBELOCALWFTEER , EREHE [ ERADIUSMIBRES.

<ffroot>

ftdv760# show aaa-server

Server Group: LOCAL
Server Protocol: Local database
Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 08:18:11 UTC Fri Dec 6 2024
Number of pending requests 0

Average round trip time Oms

Number of authentication requests 0

Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 0

Number of rejects 0

Number of challenges 0

Number of bad authenticators 0

Number of timeouts 0

Number of unrecognized responses 0

Server Group: demo_ise_group

Server Protocol: radius

Server Address: 2001:db8:2139:: 240

Server port: 1812 Cauthentication), 1646(accounting)
Server status: ACTIVE, Last transaction at 02:56:41 UTC Mon Dec 9 2024
Number of pending requests 0

Average round trip time 100ms

Nurmber of authentication requests 1 <== Increased
Nunmber of authorization requests 1 <== Increased
Nunmber of accounting requests 1 <== Increased
Number of retransmissions 0

Nunmber of accepts 2 <== Increased
Number of rejects 0

Number of challenges 0

Number of bad authenticators 0

Number of timeouts 0

Number of unrecognized responses 0



$B819.2. FRISEN H U E B FTDE L R ISER YT EFE,

<{froot>

ftdv760# ping 2001: db8: 2139:: 240

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:db8:2139::240, timeout is 2 seconds:
777

Success rate is 0 percent (0/3)

HER19.3. FFmEBVPNERLWMAESRI0OTRINMEEEAERBER , VPNERDAK.

FEFTD(Lina)CLIF BIX#1Tén S show aaa-server LA E#HETEA , LOCALHVERTE ., BENIETET
BERECHE M, RADIUSTIRRERMNIZEZ TSR B E M.

<#froot>

ftdv760# show aaa-server

Server Group: LOCAL

Server Protocol: Local database
Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 03:36:26 UTC Mon Dec 9 2024
Number of pending requests 0

Average round trip time Oms

Nurmber of authentication requests 1 <== Increased

Nunmber of authorization requests 1 <== Increased

Number of accounting requests 0

Number of retransmissions 0

Nunmber of accepts 2 <== Increased
Number of rejects 0

Number of challenges 0

Number of bad authenticators 0

Number of timeouts 0

Number of unrecognized responses 0

Server Group: demo_ise_group

Server Protocol: radius

Server Address: 2001:db8:2139::240

Server port: 1812 (Cauthentication), 1646(accounting)
Server status: ACTIVE, Last transaction at 03:36:41 UTC Mon Dec 9 2024
Number of pending requests 0

Average round trip time 100ms

Number of authentication requests 2

Number of authorization requests 1



Number of accounting requests 6
Number of retransmissions 0
Nurmber of accepts 2 <== Not increased
Number of rejects 0
Number of challenges 0
Number of bad authenticators 0
Number of timeouts 6
Number of unrecognized responses 0

%S HEAE
A RENE T T ARG TR E .
SETIAEFTD Lina ESTEL RS | SUEVPN— 5T S B U,

debug webvpn 255
debug webvpn anyconnect 255

B RE Fin i EDARTAERLUETVPNIESRR , LI ERERAHERE T Fint. BRE
M, F2RMEBHNCCOXENRELZ 2 EF iRk DARTHHE,

A LATEFTD Lina B3E{TiELE M S |, LA Radius—ENETER S HEAR

ftdv760# debug radius ?

all A1l debug options

decode Decode debug option
dynamic-authorization CoA listener debug option
session Session debug option

user User debug option

<cr>

ftdv760# debug aaa ?

accounting
authentication
authorization
common
condition
internal

shim
url-redirect
<cr>
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1. £FTD Lina LEURE , BRLInaRBRERE ( B2 BLLCCOER ) ; F£HFirepowerE
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https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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