N E R LA 7 47 = £ By K it P Y BREE (2 3/ B R RY
RARRA
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ETD

Firepower 4100F19300% £ 1£ 4
Firepower 4100F19300#¢%8
& g ‘g \é\

ISRl

AERNEERREPVERA TREENN SR,

AR

ER

EXEmAH,
BRA T

AXHFHNEARBBRBEERERREANKENREN. XHEAZNMERERRCER (R
) AARERRE, MREHMEREFT , FEARERMAEAESTREXRNTZE,

ANHAHNEFARRBUATERMBERRAE

« REPHEAFE1200, 3100, 4200

* Firepower 1000, 4100, 9300

- BRZ 2 EREERK(FXO0S)2.16(0.136)
- BRREH AR ERE(FTD)7.6.1.291

- BRIRLBNEBEE PN (FMC)7.6.1.291

- FEAEZLHEEASA)9.22.2.9



db B
B ==

FTDSRASAE B I LUE T BEHRHRTRIEREHREA , Flu

BRERE  SEERRRNE =T T RERE,
EREY  PIERGISEICPUIER,
AERERBAT , ARRDREER (PR ) -
EREETACEE THRZEHEN FEE

<ttroot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.

firepower>

enabl e

Password:
firepower#

crashinfo force ?

page-faultc Crash by causing a page fault exception
process Crash the specified process
watchdog Crash by causing a watchdog timeout

B (B Acrash) W ERF , BEEEEcrashinfo, coreEminidumpiE®R , HEAME :
- crashinfoB ERBERTEEBNREDEER.
« coreXfRERFERLREN TEER,
« minidump file4EMRSnort3 , EEERBERTEENZHER,

#£Secure Firewall i@+ , EHEHANER TR ATE—TTHF :

- Firepower 1000, 2100, 4100, 9300, Z£P5X #1200, 3100, 4200#5E,
- Firepower 4100, 9300& £ 1&#H,

BrcoreHcrashinfolE R4\ |, BHEAI B AR FE K 2 #7 (root cause analysis , RCAEEEHMER , fl
M FEBERR Fshow-techiE R, RKEBFEEE,

CoreFlcrashfinfofg RO MEATACHI ERMEARIEHER ( R4 ) W—E D EE,

ERUE



BREITUTISR , ADYPHRCAKELEZER., ARFEERGESRENERNER , FER
RUFBROER,

1. BBEUATER .

1a, TEYIMMERR,

1bo BEREBRRAS.

1co BEFHXEEBEEI (ASASFTD ) o
1do MBRN (AEHZHIERR )

BRFANRELE  F2MERFirepowersk B8 iR AR M B F Firepower, HI3E, AIAM. [BxM4
Eﬂh=o

2BBFRIOIRBRE THMARERL , Sl

2a, FEBRE,
2b, BEGTERANETEEEEN,
BRETEEELSESEAENERE,

SMREFARENTERRERREDY , FREKRRSREB L, MREASALRET G oRE
, AR (IR i ) AR 2R (B 20 & 0 FR 6 5| BB (ISE) ) SR tr IR B o

AFEETRNSBD | BREARFTNRBE R crashinfo, coreEminidumpiER , Wic T EEE
RNTERR, KEEREETERRE , nm{a#tSecure Firewallt EECrashinfo, #/OE /N
EFEER?HD,

ASA

4.1 BB RSB FEcrashinfofg R, ERBHF I MW crashinfo , FEE Tshow crashinfois . crashinfofg
ErfEdir TP EEFERE,

<{froot>
asa#

dir

Directory of disk0:/

1610891723 -rw- 413363 20:51:22 Aug 13 2025

crashinfo_lina.14664.20250813. 205102

4.2 fF A dir coredumpfsysin S ERREBEASAR ODERRE B ERE :


https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838

<#root>

asa#

dir coredunpfsys

Directory of diskO:/coredumpfsys/

24577 -rw- 419619286 12:43:07 Aug 04 2025

core.lina.11.10335.1754311379. gz

11 drwx 16384 00:15:57 Jan 01 2010 Tlost+found

MiEE : HERASAL , BUOERIIEERENRERAMRE

<#root>
ciscoasa#

show cor edunp



filesystem'diskO:' has no coredunp fil esystem

ERAROEFZINEE , 552 BCisco Secure Firewall ASA Series Command Reference

A-H CommandsH By & O E A S 2 -

FTD

4.1 BRFEFTD crashinfolg R EFE. ERFEHEF M crashinfo , F5E {Tshow crashinfoii
crashinfofE Z A £dir s SN H P IKRE,

<tfroot>

ftd#

dir

Directory of disk0:/

1610891723 -rw- 413363 20:51:22 Aug 13 2025

crashinfo_lina.14664. 20250813. 205102

EFTDL |, AT LA fEexpert mode /mnt/disk0/ B & # Elcrashinfofg = :

<ttroot>
>

expert

admin@firepower:~$

I's -1 /mt/disk0/

total 496472

-rw-r--r-- 1 root root 460812 Aug 13 10:31

crashinfo_lina.13050. 20250813. 103059

FEFTDR#BEMEERT |, crashinfolE Rz dir-archives/var-log/mnt-disk0/:

<tfroot>


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/A-H/asa-command-ref-A-H/clf-crx-commands.html

[ dir-archives/ mt-diskO0

total 9456
-rw-r--r-- 1 root root 453024 Aug 8 23:51

crashinfo_lina.13949. 20250808. 235100

42 BBFTDRDMERRBHEE. EFTDL |, & UMERTAEexpert mode /ngfw/var/data/cores/Fl
Ingfw/var/common/ B &/ 55 :

<#root>
admin@ftd:~$

I's -1 /ngfw var/datalcores/

total 1255512
-rw-r--r-- 1 root root 602208441 Jul 24 09:28

core.lina.11. 14993. 1753342057. gz

-rw-r--r-- 1 root root 682148808 Jul 24 09:38

core.lina.11.80997. 1753342659. gz

EFTDRE#BIMERSF |, BOERB B Mfile command-output/for\ CORE\ in\ \'ls\ *:

<tfroot>

command-outputs $

cat for\ CORE\ in\ \'Is\ *

/var/data/cores/core.lina.11.38967.1732272744.9gz: gzip compressed data, was "core.lina.11.38967.1732272

FTD Snort343 E & OMEED
R E1EE A R #1TSnort35 | ZMFTD,

4.1.52 % Snort35| Ecrashinfotg Rsnort3-crashinfoR2 BEE. *BERERE N /ngfw/var/log/crashinfo/
H#&+P,



<ffroot>
admin@ftd$

I's -1 /ngfw var/log/crashinfo

total 8
-rw-r--r-- 1 root root 1104 Aug 22 19:10

snort 3-crashi nfo. 1755889806. 134825

-rw-r--r-- 1 root root 1104 Aug 22 19:15

snort 3-crashi nfo. 1755890128. 201213

EFTDREHMERP , MREHE R A dir-archives/var-log/crashinfo/,

4.2 B /ngfw/var/data/cores/H 2 & FHESnort3/N L E FEE ZEminidump_*:

<#root>
admin@firepower:~$

I's -1 /ngfw var/datalcores/

total 936580
-rw------- 1 root root 977760 Aug 22 19:10

m ni dunp_1755889805_f i repower _snort3_17455. dnp

EFTDEREFEMERT |, NEERE R R file-contents/ngfw/var/data/cores/:

<tfroot>

$

Is -1 file-contents/ngfw var/datalcores/

total 1904
-rw------- 1 root root 977760 Aug 22 19:10

m ni dunp_1755889805_firepower _snort3_17455. dnp

Firepower 4100f19300& £ &4

Z5 858 A FAFirepower 4100F193004& 48 .



4 1.BaR&crashinfoflcore B REBFE :

<#root>
firepower #

connect nodule 1 console

Firepower-modulel>

support filelist

Directory: /
Downloads_Directory
CSP_Downloaded_FiTes
Archive_Files

Crashinfo_and_Core_Fil es

Boot_Files
ApplicationLogs
Transient_Core_Files

Type a sub-dir name to list its contents, or [x] to Exit:

Crashinfo_and_Core_Fil es

2025-08-04 14:43:07 | 419619286
2025-08-13 12:45:11 | 419798152
2025-08-14 13:35:02 | 419449591
2025-08-18 12:48:26 | 419624883
([b] to go back)

core.l1ina.11.10335.1754311379.9z
core.l1ina.11.10466.1755081904.9gz
core.lina.11.46717.1755171295.9gz
core.1ina.6.10412.1755514099.9gz

FXOS

4.1.7£Firepower 1000, 2100fMZ£Py A f&1200. 3100, 420087 L , £ Alocal-mgmt shellH Y
dir workspace:/coresFldir workspace:/cores_fxosti P RERBFERZOER,

MRLZHETASAERRER , BlEMconnect fxos adminis S IEEEFIFXOSHH :

<#root>
firepower-1120#

connect | ocal - ngnt



Warning: network service is not available when entering 'connect local-mgmt'

firepower-1120(local-mgmt)#

dir workspace:/cores

1 119710270 Jul 25 11:41:12 2025

core.lina.6.19811. 1753443666. gz

2 16384 Jul 22 21:13:57 2025 lost+found/
3 4096 Jul 22 21:16:07 2025 sysdebug/

Usage for workspace://
159926181888 bytes total
5545205760 bytes used
154380976128 bytes free

firepower-1120(local-mgmt)#

dir workspace:/cores_fxos

1 9037 Jul 25 10:52:17 2025 kp_init.log

58 2% B HE AR 88 R Sh #Y /opt/cisco/platform/logs/prune_cores.logiE R B IR BB OMER

<#froot>

$

| ess opt/ciscol/platformlogs/prune_cores. | og

Fri Jul 25 11:41:31 UTC 2025 - Avoiding compress/move for for ./core.lina.6.19811.1753443666: Uptimeln
Fri Jul 25 11:42:32 UTC 2025 - Number of pre-compressed core file : 0
Fri Jul 25 11:42:32 UTC 2025 -

Unconpressed file ./core.lina.6.19811.1753443666: uptinelnSec: 3141; Safelntval:45; Tinestanp Diff: 80

4.2 FEFirepower 410019300458 L , { M local-mgmt shellF ydir workspace:/coresan S ER &0
BRREFE

<#root>
firewall(local-mgmt)#

di r wor kspace:/cores

Usage for workspace://
4160421888 bytes total
461549568 bytes used

3484127232 bytes free



BROMEEBATHERHERERFRE  CRAESR
* BC1 aII/FPRM A TechSupport/sw techsupportinfodishow cores fs B HF , HF*2
REREEN— , $517n20250311123356_ FW_BC1_all.tar,

5.8 crashinfo, coredumpHIminidumpiE R 2 FEEEH .

- BERREHREESHNSERETLER , ...
* fERLinux datetr TR ERFEEEE S ERABEH,

¥ coreMminidumptE 2R , 42 7T B & AT SAE A E{TLinuxE# Ly dateE#45 A AR .

<#root>
admin@ftd:~$

I's -1 /ngfw var/datalcores/

total 1255512
-rw-r--r-- 1 root root 602208441 Jul 24 09:28 core.lina.11.14993

. 1753342057.
9z
Tinux $

date -d @753342057

Thu Jul 24 07:27:37 UTC 2025

REHF

6.55 2B tf % Secure Firewall$t & Crashinfo, CoredumpFMinidumpiEEREs , REB4-STH

crashinfo, Minidump#lcoretg %



EE  BOEFH o Bcore, crashinfoEiminidumpiE =R,

7 488 1T E Firepowerfs 24 B
PEHERR :

RS ER , BUKEEshow-tech S 3R 36 ¥t HE1TH

7a. ASA show-techi& =,

7b. FTDSEEEHFARER,

7c. Firepower 4100F19300% ¢ #& #H BRI IE 2,
7d. Firepower 410019300 F B8 R ITIE R

7e. Firepower 1000, 2100f1Z£F5 X #&1200, 3100, 4200 4FHETREMER, EAHREXT
Z2BFANHE3100, 420089 58 M FE HEBR 1 =R ] LUBIBFMC > Devices > [#58] > 3 dots >
Troubleshoot FilesiZIE T £,

8.EFTDMERT , WEFMCLEBEEVI0PENREERABNEREE. RREFEMARLE


https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

TEENEREBE. TEERRNELT , WEEELHEANEFTEE,
A, EETAENEENERT , FREFMAIFEERNERTEE !

Health: FTDv @ Normal
View System & Troubleshoot Details ...
Overview CPU Memory Interface Connections Snort ASP Drops | T o)
CcPU Memory
- g 0 Stem Avg 13 9 R " g 113 )35
n
— e — — P ——
Throeughput Avg - all interfaces . | Connection Statistics

A
— ™ AN o N\ ST
YATA e 4
\/
= Disk Usage
Process Health Critical Processes All Processes 9
— Entire Disk Critical Partitions
Data Plane NGFW SF Data SF Tunnel Snort
Manager Correlator . AT i
=) 47 47
Ingfw Ingfwfvolume

9.#¢ KRR B AR I ERIA (R 2 M)W Lina5| EsysloglH R , REEREEH 2 a ED 307 &,
R ERTACNIRIENABEEEREE,

EEEEHNERT K KREBELBEHNFRBER. A E5TRAENEFHNERT , KR8
EHENETRERBRE R,

FEASA/FTD CLILEITERTE -

<ffroot>
frd#

show run | oggi ng

logging enable
Togging trap informational
logging host inside

192.0.2.1

<-- syslog server address

10.7EFirepower 4100F193009ER T , EE M2 BT E 210 , RFEBFRRBBERS (&
D ) FXOSEHE . REERNERTACHNIEZIEY W%BJEIEEBQEEO

A EETAENEENERLT  SRAEIXENBBRERBREBRE.




fEFirepoweriF E 2 25 (FCM)E A & /M HE(UI) LBREE -

Ovarview

NTP

55

SNMP

z

DNs

AZess Lt

MAC Pool

Resource Profiles
Network Controdl Policy
Chassis URL

Interfaces Logical Devices

TR R Platform Settings

FEFXOS CLI L& :

<tfroot>

firepower #

scope monitoring

firepower /monitoring #

show sysl og

console
state:
level:

monitor
state:
level:

file
state:
level:
name:
size:

DisabTed
Critical

DisabTed
Critical

Enabled
Critical
messages
4194304

remote destinations

Name

Server
<-- syslog

Server
Server

sources

faults:
audits:
events:

1192.0.2.1

Hostname

Enabled Critica

server address

2 none Disabled Critical
3 none Disabled Critical
Enabled

Disabled

Disabled

FaciTlity

Local 7

Local?
Local?




1. 1B ERSNMPR REFUEEASASFTD CPU, REiEE. NEHER ( BEREM) . BRIEED
EEHEI30D BN E R,

EEREEHNERT  KERELBRESHVRBEMF. A EETHENFEENERT , K
SEREMBEZFERBNREHES

FEASA/FTD CLI LETEREE -

<tfroot>
ftd#

show run snnp-server

snnp-server host inside 192.0.2.1 comunity ***** version 2c

<-- SNMP server addresses

snnp-server host inside 192.0.2.2 comunity ***** version 2c

no snmp-server location
no snmp-server contact

12. ¥ Firepower 4100719300 , #tE EHISNMPRIBRESUECPU, BEBMNEER , STIEEH,
BRIEELER MBI EHNEHR,

EEEEHNERT K BWERELBRESHNREEBM. W ESTHAENEENERT K
SEREMBZHERBNREBHES

EREFCM ULl

Ovarview Intarfaces Logical Dovices Security Englnnl Platform Settings

FEFXOS CLI LB :

<#root>



firepower

#

scope nonitoring

firepower

/monitoring #

show confi guration

enabl e snnp

enter snnp-trap 192.0.2.1

<-- SNMP
!

server address

set community

set notificationtype traps
set port 162

set v3privilege noauth

set version v2c

13.%ENetflow R NEREER iR, BRESELELHEI00ENEHR,

EEREHNERT  WEBELBEHNER,

FENBBREER.

TEASA/FTD CLI LETEREE -

<ttroot>

ftd#

show run fl ow export

f 1 ow expo
<-- Netfl

f 1 ow expo

ftd#

show run

!
policy-ma
class 1in
inspect
inspect
inspect
inspect
inspect

rt destination inside 192.0.2.1 1255
ow collector address

rt delay flowcreate 1

pol i cy-map gl obal _policy

p global_policy
spection_default
dns preset_dns_map
ftp

h323 h225

h323 ras

rsh

A, EEATRHENBEENERT |, B



inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect sip

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP

cl ass netfl ow

fl ow export event-type all destination 192.0.2.1

<-- Netflow collector address
class class-default
set connection advanced-options UM_STATIC_TCP_MAP

14 EEEEPNERT , WERFHESENE L,
15. I TACRAHINREFFEER,

mfafESecure FirewallliECrashinfo, B UEREM/PNEEFER
?

BEHITUT SRR , #£Secure FirewallF# 1Tcrashinfo, coredumpFminidump Files:



i
g
o

BB EFH W EZcore, crashinfoEminidump#E %,

Ny
s
il

ASA
HERERRASA CLIEERZiH MRS
<#root>

ASA#

copy flash:/crashinfo_lina.14664.20250813. 205102 ?

cluster: Copy to cluster: file system
diskO: Copy to disk0: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system

running-config Update (merge with) current system configuration
scp: Copy to scp: file system



smb: Copy to smb: file system
startup-config Copy to startup configuration

system: Copy to system: file system
tftp: Copy to tftp: file system
FTD

EIE1 — {FHLina CLIKER S
1. MR LA Lina5| ZE R R IR MRS |, FEASERERE/mnt/disk0 , A% #Lina CLILEER

<ffroot>
>

expert

admin@firepower:~$

I's -1 /ngfw var/datalcores/

total 928152
-rw-r--r-- 1 root root 500163689 Aug 13 10:30

core.lina.11.13050. 1755081050. gz

-rw-r--r-- 1 root root 449295230 Aug 13 20:51 core.lina.11.14664.1755118254.9z
drwx------ 2 root root 16384 Aug 10 20:59 lost+found
drwxr-xr-x 3 root root 4096 Aug 10 21:01 sysdebug

admin@firepower:~$
sudo cp /ngfw var/data/cores/core.lina.11.13050. 1755081050. gz / mt/ di sk0/
admin@firepower:~$

exit

>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a 1list of available commands.
firepower>

enabl e

Password:
firepower#

dir



Directory of disk0:/

1610612928 -rw- 500163689 17:00:13 Aug 22 2025

core.lina.11. 13050. 1755081050. gz

firepower#

copy diskO:/core.lina.11.13050.1755081050.gz ?

cache: Copy to cache: file system
cluster: Copy to cluster: file system
diskO: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
scp: Copy to scp: file system
smb: Copy to smb: file system
system: Copy to system: file system
tftp: Copy to tftp: file system

2. (EEIRMAREBF THERE | FRAKLFTD LA /mnt/disk0/MBRERNIER:

<#root>
admin@firepower:~$

cd / mt/ di sk0/

admin@firepower:/mnt/disk0/:$

sudo rmcore.lina.11.13050. 1755081050. gz

BIE2 — FHERERNCLIKERR

fEMALinux TFTP., SFTPESCTPEFimAERRERER L ERRiKMAKR:S :

<ffroot>

>

expert

admin@firepower:~$

cd / ngfw var/datalcores/

admin@firepower:/ngfw/var/data/cores$



sudo sctp core.lina.11.13050.1755081050. gz adni n@92.0. 2. 1:/

admin@firepower:/ngfw/var/data/cores$

sudo tftp -1 core.lina.11.13050.1755081050.9gz -r core.lina.11.13050.1755081050.9z -p 192.0.2.1

HEIE3 — FHFXOSAH EIECLINER SR

fEFirepower 1000, 2100F1Secure Firewall 1200, 3100, 4200845 HETHAEERXFTDLE |, 7]
BAEFXOS A ith BB CLIM SR %/ O F/ N EUEE RERE 2R

<#root>
firepower#

connect | ocal - mgnt

firepower(local-mgmt)#

dir workspace:/cores
1 500163689 Aug 13 10:30:59 2025

core.lina.11. 13050. 1755081050. gz

firepower(local-mgmt)#

copy workspace:/core.lina.11.13050.1755081050. gz

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

BIE4 — EAFMC U ERE R

#1E RE % Z/ngfw/var/common:

<ffroot>

>



expert

admin@firepower:~$

I's -1 /ngfw var/datal/cores/

total 928152
-rw-r--r-- 1 root root 500163689 Aug 13 10:30

core.lina.11.13050. 1755081050. gz

-rw-r--r-- 1 root root 449295230 Aug 13 20:51 core.lina.11.14664.1755118254.9z
drwx------ 2 root root 16384 Aug 10 20:59 lost+found
drwxr-xr-x 3 root root 4096 Aug 10 21:01 sysdebug

admin@firepower:~$

sudo cp /ngfw var/data/cores/core.lina.11.13050. 1755081050. gz / ngfw var/ conmon/
admin@firepower:~$

I's -1 /ngfw var/comon/

total 928152
1610612928 -rw- 500163689 17:00:13 Aug 22 2025

core.lina.11.13050. 1755081050. gz

2. A Devices > File Downloadi:#E{##FMC UI T SHE = -



ahali,  Firewall Management Center

LI5S0 Devices [ Device Management
= Devices ™
Homa
= Device Management ~ VPN Troubleshoot
Overview
Template Management Site To Site File Download
il AT Remote Access Threat Defense CLI
Analysis
QoS Dynamic Access Policy Packet Tracer
=]
Policias Platform Settings Packel Capture
FlexConfig Snort 3 Profiling
Devices Certificates Troubleshooting Logs
.
# Threat Defense Upgrade
Integration )
Zhassis Upgrade
Device
| KSEC-CSF1210-1 v 1

File

[ core.lina.11.13050.1

7550810509z

3.4

Eim A AR 2R T B RE

SR MEFTD £ B /ngfw/var/common/ BR 48 R HY 18 ==




<#root>
admin@firepower:~$

cd

/ ngf w/ var / conmon/

admin@firepower:/mnt/disk0/:$

sudo rmcore.lina.11.13050. 1755081050. gz

Firepower 4100F19300% £ &4

1. E AR B HE AR I W EE core M crashinfolE RE A& fHshow-techiE Ry — 214

<#root>
firepower #

connect nodule 1 console

Firepower-modulel>

support diagnostic

======= Diagnostic =======

1. Create default diagnostic archive
2. Manually create diagnostic archive
3. Exit

Please enter your choice:

2

=== Manual Diagnostic ===
1. Add files to package
2. View files in package
3. Complete package

4. Exit.

Please enter your choice:

1

== Add files to package | Manual Diagnostic ===
. Platform Logs

. Config Platform Logs

Crash Info files & Core dumps

AppTlications Logs

. ASA Logs

. Back to main menu

T uVvihAh WN R



Please enter your choice:

2025-08-04 12:43:07 | 419619286 |

core.lina.11. 13050. 1755081050. gz

([b] to go back or [m] for the menu or [s] to select files to add)
Type a sub-dir name to see its contents:

S

Type the partial name of the file to add ([*] for all, [<] to cancel)
>

core.lina.11. 13050. 1755081050. gz

core.lina.11.13050.1755081050.9z
Are you sure you want to add these files? (y/n)

y

=== Package Contents ===
[Added] core.lina.11.13050.1755081050.9z

2025-08-04 12:43:07 | 419619286 | core.lina.11.13050.1755081050.9z

([b] to go back or [m] for the menu or [s] to select files to add)
Type a sub-dir name to see its contents:

b

=== Manual Diagnostic ===
1. Add files to package
2. View files in package
3. Complete package

4. Exit.

Please enter your choice:

2

=== Package Contents ===
core.lina.11.13050.1755081050.9z

=== Manual Diagnostic ===
1. Add files to package
2. View files in package



3. Complete package
4. Exit.

Please enter your choice:

3

Creating Manual archive
Added file: core.lina.11.13050.1755081050.9z

Created archive file Firepower-Mdul el 08 04 2025 13 17 _50.tar

Firepower-modulel>

support fileupl oad

Please choose from following:

1. Archive Files

2. View selected files
3. Start upload and Exit
4. View transfer Status

Please choose from following:

1. Archive Files

2. View selected files
3. Start upload and Exit
4. View transfer Status

Please enter your choice [x] to Exit:

2025-08-04 13:17:50.723396 | 419624960 |

Fi repower - Mbdul el_08 04 2025 13 17 50.tar

([s] to select files or [x] to Exit):

S

Type the partial name of the file to add, [<] to cancel
>

Fi repower - Mbdul el_08 04 2025 13 17 _50.tar

Firepower-Modulel_08_04_2025_13_17_50.tar
Are you sure you want to add these files? (y/n)

y

=== Package Contents ===
[Added] Firepower-Modulel_08_04_2025_13_17_50.tar



Type the partial name of the file to add, [<] to cancel
>

<

Please choose from following:

1. Archive Files

2. View selected files

3. Start upload and Exit

4. View transfer Status

Please enter your choice [x] to Exit:

2

1 : Firepower-Modulel_08_04_2025_13_17_50.tar

Please choose from following:

. Archive Files

. View selected files

. Start upload and Exit
. View transfer Status

N WN R

Please enter your choice [x] to Exit:

3

Transfer of Firepower-Mdul el 08 04 2025 13 17 50.tar started.

Firepower-modulel>
Firepower-modulel>
Firepower-modulel> R

Shift + ~

telnet> quit
Connection closed.

firepower /ssa #

connect | ocal - ngnt

firepower(local-mgmt)#

dir wor kspace: /bl adel og/ bl ade- 1/

1 152828400 Aug 04 13:26:35 2025

Fi repower - Mbdul el_08 04 2025 13 17 _50.tar



Firepower 4100F19300#¢ 58

1. EFFXOS local-mgmt CLIWERZ I MESR -

<#root>
firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

dir workspace:/cores

1 30673335 Mar 06 16:18:58 2022

1646579896_SAM firepower-1 _snConLogger | og. 5388.tar. gz

firepower(local-mgmt)#

copy wor kspace:/cores/ 1646579896 _SAM fi r epower - 1_snConLogger | og. 5388.tar.gz ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI
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Interfaces Logical Devices Security Engine FPlatform Settings

Create and Download a Tech Support File
Generate troubleshooting files at the Chassis, Module and Firmware level.

Chassis e Generate Log

File Explorer

Expand All Collapse All

@ Flease click Refresh button to refresh the File explorer after the job is succesfully completed. Generated files are located under the techsupport folder.

(] rechsupport

Wed Aug 13 13:09:08 GMT+200 2025

File Name Last Updated On Size(in K8)
4 ([l cores Fri Aug 22 21:43:26 GMT+200 2025
I 17| 1646579896_SAM_firepower_smConLogger_log.5388.tar.gz Sun Mar 06 16:18:58 GMT+100 2022 29954 KB
diagnostics Tue Jan 10 22:46:50 GMT+100 2012
debug_plugin Thu Jan 19 00:30:27 GMT+100 2012
(. bladelog Sun Jan 01 01:02:24 GMT+100 2012
ntp.pcap Wed Jun 26 10:12:55 GMT+200 2024 0 KB i
lost+found Tue Jan 10 22:44:35 GMT+100 2012
blade_debug_plugin Sun Jan 01 01:02:24 GMT+100 2012
() packet-capture Wed Feb 08 21:36:56 GMT+100 2023
pigtail-all-1753347215.1eg Thu Aug 07 13:41:41 GMT+200 2025 233 KB ~ 0

« B FFirepower#k B2 i 2
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https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217884-verify-firepower-software-versions.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/217901-verify-firepower-mode-instance-high-av.html#toc-hId-1140476838
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/zh_tw/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html
https://www.cisco.com/c/zh_tw/support/security/adaptive-security-appliance-asa-software/products-command-reference-list.html
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