B 2 2 B KRRV IPFE S 10 E B/ A0S
B 8%

DEHEHY

Lo 4

Y SRS Sbp

AXENESEVoIPHENEARNFE , BB TREMEREM AR LB HEREE.

AR



RNHRBRERR,
BRA T4
AEREANRUATEENRHED AR

« REBXEREEFTD)
- REBARBAEREZELEKEASA)

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERKR (HER
) AEREREE . MREHEREFT , FEAREEAEAESTRERNTZE,

VolPE

BARAREDNER  IPEZ(VolP)BEEKAAEBRANAHRNAEARE D, Hit , EHR
EHABFWNSREER  BREANGFEEE,

VolPEHMEF 24 R -

- BB (FBIIXH)

VolPEABRRBEBFUNESHIMAG  ARYER (FIFIRH ) £1TRXEH , KRREBE
T E R,



it : SIPREAZKEZNHE , RItEFFZBERPHEIUSIPESFARF[EREKT,

Voice over IP (VoIP)

Voice device 1 F_"'ewéu Voice device 2

= inside outside =

Sip

Signaling starts the call

Media (audio or video)

Signaling ends the call




R : FEASARFTDNTESAMER , #EAENAELRSRENER, CRERETY
REERY , ARAEARENETR. LERRGEBHELBRESHTERRE (B
EREL ) BENEERR



R BERETARRERRENRERGERTP)ABNESRE  ©TURKERE
&, HEBREEZHRFERE ) AESEEUATEERS

++HETRRES  ELRRF[EESEEARRE,
++EB AR  ELARRUBEARNEEESRTPRE,
++A 8 B 7] LA E BRI E W BT,

AR
EHERMBEFTEANTUN—IH9 , EFENL  SEHITATINEE
. REFEE,



- BREHA.
- FERBEHA

FERBNESHETHDRIEY | B HESHE -

« ERME BB ES I E (SIP)

+ H.323

- KRREZEFERAHEMGCP)
- BEEEFRFEAMESCCP)

RE BEEEGEANESHEHRASASFID LM ER OREREEENEZTHREE, It
A, ERWIRA @R AR BN BREE S,



MizE . ESERAAFRIPHIF EMIPHbi | BBAEBRSEEENBZRRTPERE RN
Fo

e

EETERAGET M (RESRARSR ) AERER R , BKHERTP)FIAEGEMEEES S EIEE
B (FANIES )

RTPRANREBNAREREAGE RATRYBRERIE6: K MATCEBERAEENITE
it E (UDP)#1T



ol i

UDP header

l

Payload

I T

IP header RTP header

MiEE : NERLURFSZN/HTH , BBRTPEREH,

TRf (KERARS ) BEPLEARNEERERER (FANBRSL ). HRASBEEM

, RTPREEWEEHEEENM16384F32767 2 E.




MEE : FELCiscoEE ( MASRFMISR G3¥ A , WMISRAKFE A ) FHEEHRTPIEEE
8000%148200, BREHEE FEBENSERTPEHEZHEE , HATC T HEELEELE
TE, LEATREREE = EE M,



BT ARRTPREAGSRESE , AR EEEEEMEWEZTRTPENENRES
BEE, ENHRABEBBASAEFTDNEE 2 BHWUDPRE,

IEEFEFUPERWERERIRTPR

1. FERPAL TS B4R AL 75 B9 — R SR 8RR
2. REI S B E S H —EERER



Media for a (VolP) call

Firewall

Media device 1 Media device 2

= inside outside

Sip

Media stream from caller to callee

Media stream from callee to caller

MiEE : RTERRH , SIPAKRERARKTIAAEREHES RAR[NEER RS,

EEREWURRERRE K SARNEAMEBRRSS
1. RERBE



2. REEBEE
HeRE
KERERE-EHR - KERREELRE (FZNIEH ) NMETERZHER,

Media Flow-Through

Voice device 1 F{urew;:nll Voice device 2

= : inside

Sip

outside =

Signaling starts the call

Media (audio or video)

Signaling ends the call

HeaE

HRERERR—BEX K HPESENCHMEBYNESH (RENMARS ) B2 , MERR
(BEIRH ) BEAEBRENSE =REETE,

Media Flow-Around(Scenario 1)

Voice device 1 Firewall Voice device 2

Media device 3 F
= inside outside =1
=

o Sip

Signaling for the call

Media (audio or video)




Media Flow-Around(Scenario 2)

Voice device 1 Firewall Voice device 2

Media device 3 : o , Media device 3
p = inside outside = _

Signaling for the call

Media (audio or video)

HEXAETHBRENAE  URESTNERRAIKEZHNELR.




BYEE : EHRRFTEMMEIEBETRAES U (KENMARSF ) K, E—HMAHEE
,BMRERREAEMEREE , ARMAFTEATEUARRMANFWEENHRBFE,

YEZE P& ER BB B A 15 %E (SIP)
SIPRHInternet TIR{E A (IETF)ERFC 3261h EE M ERBEEIHE.
SIPR—EERXANHRE. EEWRESIPEEHAETENXAER , BURHTTPHETAHR.
SIPREAREHIEFTMBPNARBEENIEXMBEREE MR,
SIPA[ A :

- By

. f&ohmny

o FIErFEY

SIPALATEfZ#E{L 185060 L FFAUDP=RTCP, MRSIPRFEREREZR £ (TLS)MEZ , RITTLAEH
EAEEIR5061,



MizE : ESIPAAREBINZER , FASASFTDRE L H SHEIM T EFIERNSIPH I,
BR , BMARRHEESIPEFinmMSIPAKREECEHNTCPEFMTLSEF.



it : BRR2BIREBEHEFTD)NE L AR B ER R R E(ASA) RRBASIPRA

o



AR B WS AREEARNERE, FiLE , SIPHEE R £HE506055061 , B
ReRNBremeSLFE | Y AYHSIPHEERTERE,

HERRSIPE S RIER , JUKI=FS X :
- SIPRIMESHE
- SIP OPTIONHE
- SIPEEMEE

SIPFEIYE B

AREBMNGEREZTFUNEESIPHEHENT :



SIP device 1

=

Sip

SIPEEEHEE

SIP Call messages

Firewall

inside
Invite Invite
180 Ringing P . 4 N
——————————————— 200 OK
200 OK <
ACK ACK

Session Established and sending RTP both directions

BYE

BYE

200 OK

200 0K

SIP device 2

SIP OPTIONSHEHREESIPREREMR LI EHAERIIFEEE, ©HLMping ICMPES |, B

FESIPH R L,

SIP device 1

=

Sip

SIP OPTIONS Message

Firewall

inside

OPTIONS

outside

OPTIONS

200 OK

200 OK

SIPEEMHE &

SIP device 2

R KB HEHE RS R B T MUK BN 5 —RSIPHE RSIP REGISTEREE. , EEEKEREMM

SIPfal AR 25 52 M



SIP REGISTER Message

Firewall .
SIP device 1 SIP device 2
inside outside =
REGISTER REGISTER IP
200 OK
200 OK
— - N B SEIZ |\ 3BE
WHEHEEERREMESIPEENEREDRE 6 URKER (BFF ) RE
Mo, Time Source Destination Protocol Lengtt Info
4316 17.259331 20k . 17.52 183 99 SIP/SDP 1264 Request: INVITE sip:3@6 2.100:5860; transport=udp |
4322 17.278515 18 99 280 tle=F SIP 669 Status: 198 Trying |
4324 17.279166 18 99 284 17.52 SIP 1046 Status: 182 Ringing |
4894 28.965583 18 99 280 = SIP/SDP 1451 Status: 208 OK (INVITE) |
4902 20.101588 28 17.52 18 99 SIP 873 Request: ACK sip:306 .1008:5060 |
4918 20.171759 28 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=9®x2ZFAB3E48, Seq=9514, Time=22816
4922 28.191646 28 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x2FAB3IE48, Seq=9515, Time=22976
4927 20.211818 28 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=9x2ZFAB3E4B, Seq=9516, Time=23136
4932 28.231744 28 17.61 1@ 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x2FAB3E48, Seq=09517, Time=23296
4937 20.251687 28 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x2ZFAB3E48, Seq=9518, Time=23456
4941 20.271675 20 17.61 18 99 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x2FABIE48, Seq=0519, Time=23616
4946 20.284842 18 - 99 2 7.61 RTP 218 PT=ITU=T G.711 PCMU, SSRC=9x8748BAGB, Seq=27262, Time=1926491183, Mark
4047 20,284903 19 99 20 7.61 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x8743BRGE, Seq=27263, Time=1926401343
Frame 4316: 1264 bytes on wire (18112 bits), 1264 bytes captured (18112 bits)

Ethernet II, Src:

Cisco_g

:f7:¢2), Dst: Cisco_:

802,10 Virtual LAN, PRI: @, DEI: @, ID: 185

100:02)

Internet Protocol Version 4, Src: 28i .52, Dst: 1@. .99
User Datagram Protecol, Src Port: 5060, Dst Port: 5068
Session Initiation Protocol (INVITE)
~ = =7 g A SR =z L=
DT R2SIPRAREIAFRTPER (B ) RENEH
. 20 7.52 20 781
e 105 99
17.258331 5060 [INVITE SDP (711U 9720 telephone-e..| ¢oeo
17.270515 5060 S 5060
17.279166 5060 - 180 Ringing ! 5080 !
20.065503 5060 00 OK SDP (57110 telephone-svent) 5080
20101588 5060 ACK 5060
20171759 o RTP (g7110) | e
20.284842 o RTP (gP11U) —
46.695954 5060 = 5060
46.699936 5060 | 200 0K 500

EX£PEER R A @A 17 E (SDP)

EEEERRABAHBESDP)R—BRERT , ARRHSERFERERNERR. EA5TESR
NE , EARERMcBEHBENERBNEN. SOPREEXBEBBBABESIPESER , AR
EIEMS SR B Y R4S

Comment

SIP INVITE From: <sip:81% 7.130..
SIP Status 100 Trying

SIP Status 180 Ringing

SIP Status 200 OK

5IP Request INVITE ACK 200 CS5eq: 208883630
RTP, 1329 packets. Duration: 26.565 SSRC: Ox2F..
RTP, 1323 packets. Duration: 26.40s SSRC: 0x87..

SIP Request BYE CSeq:298883631

SIP Status 200 OK




MEE : MGCPE& TSDPEIEEE , AREHRA B M.

AT 2SIPHESFHISDPEE RHI :

INVITE sip:2003@192.168.245.9:5060 SIP/2.0
Via: SIP/2.0/UDP 192.168.245.6:5060;branch=z9hCGXXX5763
Remote-Party-ID:

;party=calling;screen=no;privacy=off
From:

; tag=4E3XXXC-A9F
To:



Date: Thu, 17 Aug 2025 13:48:52 GMT

CaTT-ID: 2A7BE22B-XXXXXXXXX-XXXXXXXXX-F940DC75@192.168.245.6

Supported: 100rel,timer,resource-priority,replaces,sdp-anat

Min-SE: 1800

Cisco-Guid: 0350227076-XXXXXXXXX-XXXXXXXXX-1670485135

User-Agent: Cisco-SIPGateway/I0S-15.5.3.S4b

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 150299CC32

Contact:

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 69

Content-Type: application/sdp <=======Session Description Protocol message start
Content-Disposition: session;handling=required

Content-Length: 266

v=0
0=CiscoSystemsSIP-GW-UserAgent 7317 4642 IN IP4 192.168.245.6
s=SIP Call

c=IN IP4 192.168.245.6

t=0 0

m=audio 8266 RTP/AVP 18 127

c=IN IP4 192.168.245.6
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:127 telephone-event/8000
a=fmtp:127 0-16

a=ptime:20



BEE . ERHID , HESDPHEEBEUTEIH :

++c-IN |P4: 15 88 {7 R 83 49 | P2t 31k

+m=F#A  ERTEBEBIAZTA.
++8266:18 = A RMEIX FATRM B

++RTP/AVPEEEEB@HE , BIEATHA/KH BERERAVP)HRTP,

++18 127 A TR FNEMR BN EHER, EHBF18EEHENG. 729w #15T , ™
127TRBEEHAF | T LARIEK IS 2 B 5 20 B4 R AR SRS

AT BATE LA T 4 5&ESIPSE B P 3 B & 55 #5175 7 (SDP):INVITE, 183 Session in Progress, 200 OK,
ACKZE, SDPRER A ZBRMEZTN/RE R IEENEEF £, EHEFWURER , XEBRF=F
FEME

1. RERE



2. MEER
3. RHARRE

MiEE : BASDPHENEEZZEHEE , AAMAB LN ENRE R E T LMEHRSIPIREFHY
Pttt |, i BE A LS A SDPE 2 AV IP e 41k o

REPRE

FINVITEF200 OK SIPHEH X EISDP LR ERE 5 &,



SIP device 1

=

S

HESE 4R A5

SIP Early Offer Call

Firewall

inside

outside

SIP device 2

=

Sie

Invite with SDP Invite with SDP
200 OK with SDP 200 OK with SDP
ACK ACK

Session Established and sending RTP both directions

F

BYE

BYE

2000K

A J

200 OK

L ER , £200 OKFMACK SIPEE L% FISDP,

SIP Delay Offer Call

SIP device 1

=l

Sie

FHIRE

rrswall SIP device 2
inside outside =
Invite Invite SF)’
200 OK with SDP 200 OK with SDP
) ACK with SDP ) ACK with SDP

Session Established and sending RTP both directions

BYE .

BYE

200 OK

200 OK

BEHNEBBEA T183BFEEE) ERNBESIPERER., IWHETESFEMARIGESDP) , &
TEEWUSHREESIH. EFUERXERCH , EERNSIPRABEECATCAFUEELR
EEHEREMER,



SIP Early Media Call

Firewall
SIP device 1 —
(= inside E:?% outside
IP Invite Invite
183 Session in Progress with SDP 183 Session in Progress with SDP
-~ RTP Early Media
B 200 OK ) 200 OK
) ACK ACK
RTP Delay Media
BYE BYE
200 OK 200 OK

H.323

SIP device 2

H323RHEIREFHB(TU)ERN —EBABE , AREBH IIRERE ( HINBEBREEE ) E1T

EBE. GANERER.
H.3231% E M B = E o4 K -

1. H225: B REFIUET , SHEFIUNREMK L,
ZHM&EE%ﬂxﬁM&aﬂﬁ S B E R B R BA B

Basic H.323 signaling

inside outside

H.323
Device 1
H.225 signaling (establish the call)

H.245 signaling (negotiate media opening channels)

Media (RTP stream)

H.245 signaling (close media channels)

H.225 signaling (ends the call)

H.323
Device 2



H.323E R EFEANER1718, 1719511720,

RBR ARERATLSETNE , HttR2H. 3231 EBAERUDPLIREITCPE ATt E &S
B K SEEHM ARERBEIDERSTEEE , Rk ARE E A RFFH.323m
AR UDPHTCPREZREEE,

H.323MHEAME T/EEN | BEMEREIR,

H.225

117 E B B 32 I AU A H A — T HMET R AR UL FE Y



Basic H.225 Call Setup Signaling

i 1
<« E > inside outside V]
H.323 Setup Setup H.323
Device 1 Call Proceeding Call Proceeding Device 2
Progress Progress
Alerting Alerting
) Connect Connect
Session Established
Release Complete Release Complete
H.245

H.2458 ft AT 2hae -

« HIRIhBER IR
- E/fEHEE
- BEBEEFR



BEE : AXERERAN "ENE, —FACERBAREH.323MHE , A RRA TR REEH
BE. RMBOIRRERESTNEENFES.

W EIH. 225 4708 B R Bk H. 2451 7E

i EEBREEMEZSHEARRTP , XA EREAHBRBEEEENEMEEEEHSRKE
ER.



H.323
Device 1

I H SRR R B M AaH.2258H.2450YH.323%< ERY EREE M FE |, LAKIEER (

H.245 Signaling

inside

terminalCapabilitySet

terminalCapabilitySet

outside

terminalCapabilitySet

H.323
Device 2

masterSlaveDetermination

terminalCapabilitySet

v

masterSlaveDeterminationAck

F 3

masterSlaveDetermination

v

terminalCapabilitySetAck

masterSlaveDeterminationAck

terminalCapabilitySetAck

terminalCapabilitySetAck

openLogicalChannel

terminalCapabilitySetAck

openLogicalChannel

r 3

openlLogicalChannel

openlLogicalChannelAck

openlLogicalChannel

openlLogicalChannelAck

openLogicalChannelAck

-

openLogicalChannelAck

3
it

K
bl

MNo. Time

| 6 1.702966
8 1.711968
9 1.760006
10 1.760086
15 2.804011
16 2.804011
21 2.812006
23 2.812006
25 2.823007
26 2.825006
27 2.827084
28 2.827084
39 2.828011
32 2.901997
33 2.922001
34 2.942004
35 2.961992
36 2.972993

Destination
58 17 48
48 17. 58
48 17 58
48 17 58
48 173 58
48 17i 58
58 173 48
58 17: 48
48 17. 58
58 17. 48
48 17 58
48 17: 58
58 17i 48
58 14. 7
58 14. 7
58 14. 7
58 14, T
57 17. 58

Protocol
H.225.8
H.225.8
H.225.0
H.225.0
H.225.9
H.225.8
H.245
H. 245
H. 245
H. 245
H.245
H.245
H.245
RTP

RTP

RTP

RTP

RTP

Frame 6: 683 bytes on wire (5464 bits), 683 bytes captured (5464 bits)

Ethernet II, Src: Cisco_a2:%9a:@@ (

t9a:@a), Dst: VI

B92.10 Virtual LAN, PRI: @, DEI: @, ID: 249
Internet Protocol Version 4, Src: 17: 58, Dst: 17
Transmission Control Proteocel, Src Port: 22582, Dst Port: 1728, Seq: 1, Ack: 1, Len:

TPKT, Version: 3, Length: 625

0.931
H.225.8 C5

AT RAEEAH.2255H.245 L R RTPIE 88 (

48

Lengtt | Info

683

CS: setup OpenLogicalChannel

CS: callProceeding

CS: alerting

CS: notify

C5: connect OpenLogicalChannel

C5: notify

terminalCapabilitySet
masterSlaveDetermination
terminalCapabilitySet
terminalCapabilitySetAck
terminalCapabilitySetAck
masterSlaveDeterminationAck
masterSlaveDeterminationAck

PT=ITU-T G.711 PCMU, SSRC=8x7A82, Seq=518@,
PT=ITU-T G.711 PCMU, SSRC=08x7A82, Seq=5181,
PT=ITU-T G.711 PCMU, SSRC=8x7AB2, Seq=5182,
PT=ITU-T G.711 PCMU, SSRC=0x7A82, Seg=5183,

Time=1424280842, Mai
Time=1424281002
Time=1424281162
Time=1424281322

PT=ITU-T G.711 PCMU, SSRC=8xES26177E, Seq=63306, Time=275408666]

:84:d2:80)

625

s

FEE ) WHI23TIRERREH I



Time

1702866

1711968
1760006
1.760006
2.8040M
2.8040M
2.812006
2.812006
2.823007
2.825006
2.827004
2.827004
2.8280M
2.901997
2.972993
5.2419M
5.421975
5.892003
7.691965

17

22502
22502
22602
22502
22502
22502
27340
27340
27340
27340
27340
27340
27340

8486

84B6

8486

8486

8486

8486

58
17 48
| setwpOLC(g7nUgMy) |0
l.WE—: 1720
alerting 1720
| {1720
| connect OLC ( g711U g711u) ! 1720
l + 1720
TCS ! 37917
| MSD - 37917
; =S : 37917
' S ! 37917
TCSAck | e
MSDAck -3?91?
! MSDAck o
! RTP [g711U)
RTP (g711U)
RTP (CN(old))
RTP (g711U)
l RTP (CMi{old})
RTP (g711U)

57

32206

- 32206

32206
32206
32206

* 32206

Comment

H225 From: To:1234 TunnH245:0n FS:on

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:off

H225 TunnH245:0ff FS:on

H225 TunnH245:0ff FS:off

H245 terminalCapabilitySet

H245 masterSlaveDetermination

H245 terminalCapabilitySet

H245 terminalCapabilitySetaAck

H245 terminalCapabilitySetAck

H245 masterSlaveDeterminationAck

H245 masterSlaveDeterminationAck

RTP, 118 packets. Duration: 2.34s SSRC: 0x7A02
RTP, 349 packets. Duration: 6,985 SSRC: OxEB26,
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AD2
RTP, 24 packets. Duration: 0.46s S5RC: 0x7A02
RTP, 1 packets. Duration: 0.00s SSRC: 0x7AQ2

RTP, 15 packets. Duration: 0.28s SSRC: 0x7AD2




BiEE . BRI ABRESEFTD)MRZ LM AR ERZ 2R EASA) ARMAH.3231
Ao

8RR E

EEMEBEXT , FURIBESREVEREECNBEETIR, TRAFERE. FUER
. BEHRMER, ITEELSRER  H24EBHRHSERHT. EEREENHEFUETTKZ
HIAERUAREE K EVRERRERBER.

H.323 H.323 Slow Start H.323

Device 1 Device 2
_ \ inside FW outside
— > ol « H.225 connection (TCP port 1720) H.225 connection (TCP port 1720)
« Y — === —————— P EEEEmm = e e e e e = = = = o= o >
Setup _ Setup .
— Call Proceeding . ‘ Call Proceeding -
H.225 7 P Progress : Progress
Alerting Alerting
‘ Connect Connect
- terminalCapabilitySet -~ terminalCapabilitySet e
) terminalCapabilitySet g _ terminalCapabilitySet g
) masterSlaveDetermination j masterSlaveDetermination
masterSlaveDeterminationAck - N masterSlaveDeterminationAck -
. terminalCapabilitySetAck ! P terminalCapabilitySetAck !
H-245 - ) terminalCapabilitySetAck i ) terminalCapabilitySetAck =
" openLogicalChannel . = openLogicalChannel "
X openLogicalChannel -~ ) openLogicalChannel _
_ openLogicalChannelAck " _ openLogicalChannelAck i
) openLogicalChannelAck i N openlLogicalChannelAck
- Reteass j Release _
Release Complete ! " Release Complete .
<

F 3

TR RRE

Mk, REMBEXAFENEREEEAETREGE, ERREIUEREETFEREE , B
AR RENRFIETIBREPTRA . Fast startiBiBiEd KEAERBUARER M FEEE Z A
IR EREERELRE,



H.323 Fast Start
_— inside FW outside
Nriodll 2 ¢ -

TCP port 1720 TCP port 1720
_______________ — - . . . Em Em mm mm m ==
Setup(with Fast Start element + Open Logical Channel OLC) Setup
Call Proceeding Call Proceeding
Progress Progress
Alerting Alerting
Connect Connect
l RTP (Real Time Protocoll I
Relaase Release
Release Complete = Release Complete

SCCP

EEFiREEHESCCP) (BEEBEASKnny ) RERNEENESHE. ©EEMHCisco Unified
Communications Manager(CUCM), Cisco Unified Communications Manager Express(CME)#& H
axMCisco IPEBFEMEA , ARMEEF IR EREMEZE S,

SCCPinEE#E2000 LA TCPAMIEZRESCCP , 1182443 LEAZ£SCCP,

TR LAESCCPH IR EIRHE RSCCPHER :



Skinny Client CallManager Skinny Client
—_—r Station OffHook — -

Station Display Text :

Station Set Lamp (Steady)

tation Start Tone (Inside Dial Tone) |

Station Keypad Button
Station Stop Tone

Station Keypad Button

Station Keypad Button

Station Keypad Button

o

= Station Call Info
Station Set Lamp (BlinK)
Station Call Info —Station Set Ringer (Inside Rin
Station Start Tone (Alerting) Station Off Hook

Station Set Ringer (Off)
B Station Stop Tone Station Set Lamp (Steady)

Station Open Receive Channel |  station Open Receive Channel
- Station Call Info

j&ation Open Receive Channel Ack

L Station Start Media Xmission
Station Open Receive Channel Ack

Station Start Media Xmission

User Information Exchange |
Station On Hook

Station Close Receive Channel % Station Set Lamp (Off)
N Station.Stop Media Xmission ] Station Close Receive Channel >
B Station Set Lamp (Off) | Station Stop Media Xmission

Station On Hook

= s ~ = = ,
I HIEEERREAMESCCPREMNERKEIE  URER (FF ) &
No. Time Source Destination Protocol Length Info
— 42 11.170041 172. 0.48 172.3 .58 SKINNY/REQ 2082 OpenReceiveChannel
58 13.3@87028 172. 0.48 172.7 B.58 SKINNY/REQ 2082 StartMediaTransmission
59 13.3@7e28 172, 8.48 172.: @.58 SKINNY/REQ 282 OpenReceiveChannel
68 13.3087028 172. B.48 172.7 B.58 SKINNY/REQ 282 StartMediaTransmission
62 13.389842 172. 0.58 172.: .48 SKINNY/RESP 118 StartMediaTransmissionAck
64 13.309042 172, 8.58 172, @.48 SKINNY/RESP 158 OpenReceiveChannelAck StartMediaTransmissionAck
66 13.308031 14.5 -7 172.7 B.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=Bx7B4D4ESD, Seq=54@86, Time=2101901655, Mark
67 13.489827 14.5 157 172.7 8.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@x7B4D4ESD, Seq=54887, Time=2181981815
68 13.429031 14.5 L 57 172.° 8.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x7BAD4ESD, Seq=54088, Time=2101991975
69 13.451033 14.5 -7 172.1 B.58 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x7B4D4ESD, Seq=54089, Time=2101902135
76 13.453831 172. 0.58 14.! .57 RTP 218 PT=ITU-T G.711 PCMU, SSRC=8x58, Seq=08, Time=585879569

LT RSCCPAMRBEMRTPER (BT ) REMNEH



Time

42.868959
42.868959
42.868959
42.868959
42,909957
42,909957
42.960949
42988948
43.027999
45.367977
60.917952
63.027999
64.074002
64.074002
64.074002
64.074002

172.7770.48 14.
17270 10.58
2000 §0penRecei veChannel 14. e 23402
2000 StartMediaTransmission 14.€ E._ 23402
2000 OpenReceiveChannel 172 .B8:.. 23402
2000 fStartMediaTran smission 172. i 23402
2000 - tartMediaTransmissionAck 172 23402
2000 1StartMediaTransmissionAck 17277 ° 23402
8108 RTP (CN)
8108 RTP (g729)
8108 RTP (g728)
8108 RTP (CN)
8108 RTP (g729)
i 8108 RTP (CN)
2000 CloseReceiveChannel 23402
2000 StopMediaTransmission 23402
2000 1 CloseReceiveChannel 23402
2000 tc diaTransmission 23402

29648

1 29648
. 20648
. 29648

29648

* 29648

Comment

Callld = 19346659, PTId = 16777286
Callid = 19346659, PTId = 16777286
Callld = 19346659, PTid = 16777287
Callld = 19346659, PTid = 16777287
Callid = 19346659, PTid = 16777286
Callld = 19346659, PTId = 16777287
RTP, 1 packets, Duration: 0.00s SSRC: 0x38004F.
RTP, 1057 packets. Duration: 21.12s SSRC: 0xB98.
RTP, 117 packets. Duration: 2.32s SSRC: 0x380D..
RTP, 14 packets. Duration: 14.30s SSRC: 0x380D..
RTP, 106 packets, Duration: 2,105 SSRC: Ox380D..
RTP, 2 packets. Duration: 1.01s SSRC: 0x380D4F8
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777286
Callld = 19346659, PTId = 16777287

Callld = 19346659, PTId = 16777287

MiEE - BRR2BNRREBEFTD)MEZ 2 XK BEBERRZE % E(ASA)HRMA
SCCP#l,



MGCP

RS RE R HE A B E(MGCP) R A REEFE L HI5E ( fIANCUCM ) EH|VolPEE KB E .
MGCP{E T ERERFC 2705 E % , EATCP1E2428 MUDPE2427 T IEH.

EHAEFILEAMGCPERERBA -

MGCP Call Setup Signaling

inside outside EWH
MGCP Call CRCX (Create Connection) CRCX (Create Connection) MGCP
Agent Endpoint
200 OK 200 OK Gateway
B MDCX (Modify Connection) MDCX (Modify Connection)
one

ﬁ 200 OK 200 OK

Session Established RTP Audio

DLCX (Delete Connection) DLCX (Delete Connection)

—

250 OK 250 OK




MiEE . BRR2BXRREHBEFTDMZ 2B ARKEBREZEEREASA) LNRARBER
PR ARBAMGCPRE , Fitt , MRFERBE , KEARMAE.

I H IR REAMEMGCPRENE RN EIME , IRER (

No. Time
12 21.209981
13 21.215977
14 21.216984
18 21.218983
28 24.8599985
21 24.961993
22 24.068997
23 24.075985
24 24.08B985
25 24.895988
26 24.108988
27 24.115991

Source

B e e R e e e e e e

Destination

B e e

mmmmmmga\wmmm

-]

=

Protocol Lengtt
MGCP 213
MGCP/SDP 213
MGCP 144
MGCP 57
MGCP/SDP 342
MGCP 57
RTP 218
RTP 218
RTP 218
RTP 218
RTP 218
RTP 218

= = .

mE ) RE
Info
CRCX 589 58/5U1/D51-8/1@ MGCP 8.1
208 509 OK
RONT 511 58/5U1/D51-8/1@ MGCP 8.1
288 511 0K
MDCX 513 58/5U1/D51-8/1@; @ @ o MGCP 8.1
288 513 OK
PT=ITU-T G.711 PCMU, SSRC=BxTAE2, Seq=5377, Time=584785512
PT=ITU-T G.711 PCMU, SSRC=0xF22F508, Seq=39645, Time=128207581
PT=ITU-T G.711 PCMU, SSRC=8x7AE2, Seq=5378, Time=584785672
PT=ITU-T G.711 PCMU, 55RC=0xF22F508, Seq=39646, Time=128207741
PT=ITU-T G.711 PCMU, SSRC=BxTAE2, Seq=5379, Time=584785832
PT=ITU-T G.711 PCMU, SSRC=8xF22F508, Seq=39647, Time=1282079@1

LT 2MGCPRASREIZFNRTPIRREE (BT ) RE

FOE RIS



Time 1 8
21209981 227 | CRCX . 2027
21.915977 il 200 (CRCX) SDP (g711U li5453 :
21.216984 2427 RONTSigReq:G/rt E 2427 i
21218983 2427 | 200 (RONT) | 2427 ;
24.059995 2497 MDCX SDP (g711U) E 2427 i
24.061993 2427 2UCRBIE Y : 2427 E
24.068997 8348 : RTEIgRIIL) : 30324
24075985 s3as | RTP (711U} | 30324
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MIEE -

3

ofE , EEEANEREEARRES M (KESM[MRESR ) TE.
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(i

¥AFTD:
- BESTH (HKEL[AREE ) EXERRHRAL , IERBEEUERFIEEETHENR

o

BAN/SEARTPHEE EFRIBIRS
5E B PR
EHEEEHEN  CRENEREREVERKEE (FSI¥H ) B
BRI AR E A A E 5
ETEERA
++EREREPUREL,
++{ F & SR SE PP 0L H At £ F & SR AR IR
++SIPHF#RERE , RARIESIPHERBEWIER,
R EEBRLEM,
HeE (FEERXH ) BER
+HEFEEREABE.
+HREBFEE T
+H+EEREEH
++ I AR ST R o

m

MEMEE , THR—LE
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BN B WUAE , SDP&Z A LA E = RIZEIREE ( miRIRER ) : T, RN
o BHEMITH BN SE W RN —EEB A EH B ERTP)R , ERWEEF U ZE
BESZAUE=EFTENRTPH (SEERERE—ME ).

5% S HE A7 By A it L O 3R 5% P R
EHRESHINKE , BHEERR

+H+REAOME ONEREFUPSRNABEES M (KERARKSE ) , LEZEEHABHCLIL
Be B & R T AV AR FE LB iR o

++iBaClE , WANH LNFASREERA S BE L AR H T EAR.
++HEBEEETHEMEMATCPIERUDP , URHARRRETRRE , TUEENZHEEMS .



S

HRAIEAFBA B ERH R EBIPEIT , KELECLI LERAELIBRIERE MR R EEME T &N
MEE,

+HEHREAONE , BREENUHEBRSHFPEED B LI RENNAT IPHEit, EAHARSHE
B H N E LT ERRE,

Signaling

Voice device 1 Fflrew?ll Voice device 2
= inside outside =i

Sip

IP
Signaling Request

Signaling Request

Signaling Response Signaling Response




AR ARl BRERABESSHELETRES  BLRABREFEFRNER Y EXEA
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AR BURBRRBAREHESR —EH IR, ERERED  FEETNERRTN
FIBE EE’JI%MF“ HELRBRT  FRATRSIFBED IS EABREEIE

B A LN E R E T R R RR

R ARERE  HHREQSTH. EnFABEIRTARER , KASTHER
1. PR AL E B4R AT AL E AYRTPIR (A TE ) o
2. fERF Y E DI ERNRTPR (@WHNE ) -
3. MM B B EWHFHRTPHR (WHENHE ) -
4. AR E BIFF A ERIRTPHR (8WANH ) -



Media=Voice=RTP

-
Media device 1 eawall Media device 2
inside outside
' o
«B- Audio 1 Audio 1" «B-

Audio 2° Audio 2

BiEE : BEREEFTDMASAZLINAR K T EACLIE SMEE TR SR , RAERTUE
E-HEHTEETHEASERANESR.

PERRSIPIE AL b



PERRZ 2 AME (ASASFTD ) EWBZHER  LKEEHTUTSE

1. BREEFURENAEE,
2. RRERAENAEERABE,
3. BARFASR @A E R R R,
4. BRI ERTPIHEMNERE,
5. EAOMEANME LBEERS,
6. ER BACLE A FNATR A,
7 BB ABEARELESIPESRE. A, EBAOMEONEUASTEBEIRE,
8. BBHEBAODNEONELENARERREH ABREERELERTPERERE.,
0 BRETHEEEWA , METZRAZMA,

BT EAFWHSIPETHE LA AREBRFWHER.
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https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
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