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Firewall De

Maonitardng Policies Objects Device: SF3130 @ @ @ H admin = 'Iclulx':lo" SECURE
: Administrator

Mol Software VDG Intrssion Rule Update Cloud Services High Mvailability
Gisco Secure Firewall 3130 Threat Defense T.7.0-89 408.0  Z0I50605-1326 @ Gonnected | HackaTZ-202% [Nt Configured

No interface named “inside”

10 Theeat Defense ()

@ e am
Clo

(&)
L)

Mo interface named "outside”

Interfaces Routing Updates System Settings
Management: Merged There are no st Geaglocation, Rube, VDB, System Upgrade, Management Access
Enabled 1 of 17 Security Intelligance Feeds Legging Settings

DHCP 5 f Relay
View All Interfaces > View Configuration > View Configuration > Sl

DDNS Service

DNS Server
. Hostname
Smart License Backup and Restore Troubleshoot -
Time Sanices
e i ' SSL Settings
View Gonfiguration > View Configuration > EELUES RN R e See more

FDMEERMR
SR 2.

EREXISPESHNE , BLEERMENNE. BEZEHENiInterfacelRBLAEE., TEAREHIS | £
B A HEREthernet1/1,

Manitoring Palicies Objects Device: SF3130 admin o el

-
Agministrator wica’ SECURE

——
Device Summary

Interfaces

Secure Firowall 3130 Theest Dafonse @

@ () () () ()
LU

Interfaces Bridge Groups EtherChannels Virtual Tunnel Interfaces Inline Sets

! 17 Interfaces = T +

NAME LOGICAL NAME STATUS MOOE 1P ADDRESS STANDEY ADORESS MONITOR FOR HA ACTIONS

> O Ethemeti/l 1 ® ) Routed K '

> O Bhemetz ® ) Routed

¥ O Eshemetlf3 2 (D] Routed

3 O Ethemerifd @ ) Routed Enabied

> O Ethemetls @) Routed Enabied

3 O Ethemetl}é . Routed Enabled

¥ O Ethemet)/7 [ Routed Enatied

Interfaces B &
S8R 3.
EREESENEISPERMERS|IBEENE. EARGIF , THEAoutside_primary.



Ethernet1/1

Edit Physical Interface

Interface Mame Mode Status

‘ outside_primary ‘ ‘ Routed - ‘ @

Most features work with named interfaces only, although some

require unnamed interfaces.

Description

ISP Primary @

IPvd Address IPvE Address Advanced

Type

‘ Static - ‘

IP Address and Subnet Mask

255.255.255.0

172.16.11 ‘ /

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

‘ /

FISPHHEMEE
S8R 4.
HEBISPTHEEMERNIBRE, EAZEHIHR , AT EEthernet1/2,



Ethernet1/2

Edit Physical Interface

Interface Name Mode Status

‘ outside_backup ‘ ‘ Routed - ‘ @

Most features work with named interfaces only, aithough some

require unnamed interfaces.

Description

ISP Backup @

IPvd Address IPv6 Address Advanced

Type

‘ Static - ‘

IP Address and Subnet Mask

255.255.255.0

172.16.2.1 ‘ /

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

HEISPITEMEE

HERS.

RISPREEMENEE , T —TRAETNERESLAEESR,
BEREVAZRERSHERRAENIBRES



My = . . " - + & admin atlnanfi
Device Manager Monitoring Policies Device: SF3130 @ H - -
anag - : Administrator cseo SECURE
Device Summary
Interfaces
Cisco Secure Firewall 3130 Threat Defense @
eaaE OO0
Interfaces Bridge Groups EtherChannels Virtual Tunnel Interfaces Inline Sets
17 Interiaces = Y +
NANE LOGICAL NAME STATUS MODE ¥ ADORESS STANDEY ADDRESS MOMITOR FOR HA ACTIONS
3 3% Ethemetifn cutsice_primary [ o] Routed 172.16.1.1
¥ X Ethemetliz outsite_tackup ‘) Routesd 172,16.2.1
> % Ethemen3 insice [ o] Routed 192.168.1.1
¥ O Ethemeilld @ ) Fouted Erabled
3 O Ethemat)/s @ ) Reoutiest Eralbbedt
¥ 0 Ethemet] /6 . ) Routed Erabied
> O Ethemat /7 e ) Routed Eralbied
¥ O Ethemetiis ™ Routed Erabied

EEREN E
SR 6.
EARIR 5 IEZESLA Monitoriz s,

awall Device Manager  Monitori Policies  Objects  Device: SF3130 @ @ . @ 1 admin L il
Firewall Device Manager onitoring olicies jects e @ : Administrator clsce

Network Objects and Groups

8 objects Y Finer
Proset fillers: Systom defined, User defined
@ U
B HAME THRE VALUE

L)

1 IPv4-Private-All-RFC1918 Group IPvd-Private-10.0.0.0-8, IPvd-Private-172.16.0.0-12, |Pvd-Private-192.168.0.0-16
i 2 Gateway-Outside-1 HOST 172.16.1.254
£ 3 IPvd-Private-10.0.0.0-8 NETWORKE 10.0.0.0/8
q 4 IPvad-Private-172.16.0.0-12 NETWORK 172.16.0.0/12
= 5 IPvd-Private-192.168.0.0-16 NETWORK 192.168.0.0/16
£ & Inside NETWORK 192.168.1.0/24

T any-ipvd NETWORK 0.0.0.0/0

i any-ipvé NETWORK a0

1
fa
a
i

HRER
SR

EiBi&1ECreate SLA Monitorik # 22 37 #HYSLA Monitor,



admin

Firewall Device Manager ~ Menitoding  Policies  Objects Device: SF3130 @
g Administrator

o SECURE

SLA Monitors

n RAME MONTORED ADCEESS TARGET INFERFACE ACTIONS

. SLA Manitors

SLA MonitorZB %

HER 8.
BB X ISPEMRHIBI R,



Add SLA Monitor Object

Mame

‘ Qutside_Primary_ISP ‘

Description

‘ Manitor for ISP Primary

Monitor Address

‘ Gateway-0Outside-1 - ‘

Target Interface

‘ outside_primary (Ethernet1/1) - ‘

IP ICMP ECHO OPTIONS

ﬂ Following properties have following correlation: Threshold = Timeout = Frequency

Threshaold Timeout
5000 ‘ milliseconds 000 milliseconds
0- 2147483647 0 - 604800000
Frequency
‘ a0000 ‘ milliseconds
1000 - 604800000, multiple of 1000
Type of Service Number of Packets Data Size
0 | | 1 ‘ 28 ‘ oytes
0 - 255 Q=700 0 - 16384

CANCEL OK



SLAHREZ

HER 0.

BUHRE , NEHNFERASARYZB R, BEDevice(RRiH)Zi , EM I FRHR,

Firewall Device Manager Monitording Policies Objects _ @ @ ® ::’::-ilzl'srxamr
SLA Monitors
1 object ¥
W NAME MIGNITORED ADDEESS TARGET IMTERFACE
1 Outside_Primary_|5P Gateway-Outside-1 outside_primany
g Event List Filters
I SLA Monitors
DRI SLAE SR
HER 10.
MEREREFEAR, PEEVI i i Bp® ing k3
= BIZMAR, HiRIZEView Configuration , Bl o] Efi EIRoutingZB % o
Firewall Device Manager ~ Monitoring  Policies  Objects Device: SF3130 @ @ @ :Z.n:::xsr;a:w
Model Software VDB Intrusicn Aule Update Cloud Services High Avaliability
Cisco Secure Firewall 3130 Threat Defense  7.7.0-89 4080 20250605-1326 © Connected | HackaTZ-2025 Mot Configured o
Clsco S
T lnside Network Ne ISPANAN Gabeway

No interface named “cutside”

Interfaces Routing Updates

Managament: Marged H stalve routes el Gealocation, Fule, VDB, System Upgrade,
Enabled 4 of 17 Security inteligente Feeds

View All Interfaces > > View Configuration >

Smart License Backup and Restore Troubleshoot
red A A———

Rag

View Configuration > View Configuration 3 REQUEST FILE TO BE CREATED

System Settings
Management Access
Logging Settings
DHCP Server | Relay
DONS Service

DNS Server
Hostname

Time Services

551 Settings

Seo more

csce SECURE

ACTIONS

cseo SECURE

b Intermet
(D) HTP Server

ERHER

HER 1.



fEStatic RoutingBEE £ , AMEISPE2ETAERFERH, EEUHNFRER , FHEEFECREATE
STATIC ROUTE#4#1,

MAERRERnG Pokcies Otyects Device: SF3130 admin alualie o
..... . Administrator chca 3
:.\\l-)\-lll.]:”i
Add Multiple Virtual Routers w b Commands #3 BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
v +
e

'CREATE STATIC ROUTE

R

ok

5
S 12
B , A E|ISP#E 1 Static Route, & , MiBE L —SHEITWSLAEERHR,



Add Static Route

Mame

‘ Route_ISP_Primary ‘

Description

‘ Static Route for ISP Frimary

Interface

‘ outside_primary (Ethernet1/1) - ‘

Protocol

@ IPv4 O IPvE

Metworks

+

T any-ipvd

Gateway Metric

‘ Gateway-Outside-1 v‘ ‘ 1 ‘

SLA Monitor Applicable only for IPv4 Protocol type

‘ Cutside_Primary_ISP

k i

FISPHIFRERRH

HER 13.



ERSRR—F 6 RISPHBERVNAREH  ABHERERNBBNTENER, E4060+ , ©F
hnZ)200,

Add Static Route

MName

‘ Route_ISP_Backup ‘

Description

‘ Static Route for ISP Backup

Interface

‘ outside_backup (Ethernet1/2) - ‘

Protocol

@ IPvd O IPVG

Metworks

+

Ty any-ipvd

Gateway

‘ Gateway-0Outside-2

SLA Monitor Applicable only for IPv4 Protocol type

‘ Please select an SLA Monitor - ‘

CANCEL OK
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HER 14.
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Firewall Device Manager Monitoring  Policies Device: SF3130 @ @ @ @ :?:’Tr:;isr!atw v s SECURE

Device Summary

Routing

Add Multiple Vireal Routers w ). Commands v 43 BGP Global Sattings
Static Routing BGP DSPF EIGRP ECMP Traffic Zones
2 routes Y Fi +
B e WTERFACE 1P TIFE NETWORKS GATEWAY 17 SLA MONITOR: METRIG ACTIONS
1 Route_ISP_Primary utsicle_primary 1Puat 0.0.0.0/0 172.16.1.254 Outside_Primary_|SP 1
2 Route_ISP_Backup outsicle_backup IPvd 0.0.0.0/0 172.16.2.254 200

SER 15.

£ &£ B 5 HiEZFE Security Zonesi&#h , BfinElSecurity ZonesEy , AEBIBIEIZFECREATE
SECURITY ZONEZ &2 7 —E# [E 1,

L Firewall Device Manager Monitoring  Policies  Objects Desice: SF3130 @ @ @ @ :?:’Tr:;isr!atw - de SECURE
Object Types Security Zones
T Metworks Y e +
‘:;. Ports

" RAME MOGE INTERFACES ACTIONS

Security Zones

& URLs

§ Geolocations

B s

£ KE Policies

&% \PSec Proposals

& Secure Client Profiles

S Identity Sources

B ONS Groups

TE B



HER 16.
RISPEREYRMENSN ENNBLREEH,

Add Security Zone X

Mame

‘ outside_zone ‘

Description

Qutside Zone

Mode

(® Routed () Passive () Inline

Interfaces

+

() outside_backup (Ethernet1/2)

(M) outside_primary (Ethernet1/1)

AEL L B
SERA17.
BIUZ£EER , XABEINAT, BiBEEZEEIMNPoliciesiz i Efin E|PoliciesZ8 7 o



L . &
i"f] Firewall Device Manager Monitaring Objects Desice: SF3130 @ @ @ @ : admin v M e CURE

Administrator

Object Types Security Zones

T Networks 2 objects T *

6 Ports

FTT MODE INTERFACES ACTIONS

B Security Zones 1 sutside_rone Rowuted outside_backup, outsida_primary

F Application Filters 2 inside_zone Routed inside

& URLs

§ Geolocations

B Syslog Servers

£ KE Policies

B SecretKeys

B DNS Groups

e

BEVYZ2EE
HER 18.
N > V278 ra)
BENATZRBEMEINATE S , ARIFEFECREATE NAT RULERSREE I #7143 Al

Firewall Device Manage Monitoring Policies Objects Device: SF3130 @ @ @ @ H :::;jsr{am - c',,(l., SECURE

@ Security Policies
r O NAT o Access Control 2 Q Intrusion
T +
ORIGIMAL PACKET TRANSLATED PACKET
o MAME TP IRTERFACES SOURCE A LESTINATID SOUECE PORT DESTINATIOL SOURCE AD. DESTINATIOL SOURCE PORT CESTMATHY. ACTIONS

NATEB%
HER 19.
HRISPHEH  EESABMRBBASNENIKE. X, ARENBNEEEISPHELR,



Add NAT Rule X

Title Create Rule for Status
‘ To_Internet ‘ ‘ Auto NAT - ‘ Q
Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address of a
packet. These rules are automatically ordered and placed in the Auto NAT section.
Placement Type

Automatically placed in Auto NAT rules Dynamic -

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

‘ inside - ‘ ‘ outside_primary - ‘
Original Address Original Port Translated Address Translated Port

‘ Inzide - ‘ ‘ Any - ‘ ‘ Interface - ‘ ‘ Any - ‘

Show Diagram @ CAMNCEL OK

FISPHINAT

HER 20.
BT, AWBISPEREE S —ENAT,

) BiEE . RRBtu | FEFEAR— B, TGP , BREBIISP , Original Address2
object any-ipv4.,



Edit NAT Rule

Title Create Rule for Status

To_Internet_Backup Auto MAT - Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address of a

packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Automatically placed in Auto NAT rules Dynamic -

Packet Translation Advanced Options

B —

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

‘ inside hd ‘ ‘ outside_backup hd ‘
Original Address Original Port Translated Address Translated Port

‘ any-ipvd hd ‘ ‘ Ay hd ‘ ‘ Interface hd ‘ ‘ Ay hd ‘

Show Diagram @ CANCEL

BEIISPRINAT

SER 21.
BIVMENATHEE S BEITHEEFHFRIAFHIGRE, #EAccess ControliZ i,



®

@ @ : e T S sECURE

Monitgring Policies Objects Device: SF3130 @

& Security Policies

2 rules T +
ORIGIMAL PACKET TRANSLATED PACKET
¥ NAME PR INTERFACES SOURCE AD DESTINATIO SOURCE PORT DESTIRATIOL SOUBCE AD. DESTINATIO SOURCE PORT DESTINATIO. ACTIONS
fuste NAT Rules
> 1 To_lnternet DYNANIC ingide Mnsice [
ousine_px.
> o To_intemet Ba.. CYNAMIC Insice amy-ipwd Inbertace
outsise_b

2EIINATH A

HER 22,
ERVEEGFA , 55ZECREATE ACCESS RULE#Z,

®

@ @ ' admin
° Administrator

Monioing  Policies  Objects  Device: SF3130 @

& Security Policies
T o - [T
1
T ¢ e +

SOURGE DESTINATION

5 MAME ACTION  ZOMES NETWORKS. PORTS ZOMES RETWORES PORTS. AFPLICATIONS. URLS USERS ACTIONS

Dalwilt Action Access Control Q) Block & [~

SRR IER
SER 23.
EIEMENzonesMnetwork,



Add Access Rule

Order Title Action
1 - To_lInternet
Source/Destination Applications URLs Users ® Intrusion Policy File policy Logging
SOURGE DESTINATION
Zanes +  Networks +  pons +  SGT Groups Zones +  Networks +  Pors +  SGT Groups
G inside_zone T Inside ANY AN B outside_zone ANY ANY ANY
Show Diagram ()
SOURCE DESTINATION
users [0 Apprications [
vewons @ >-O e __CD — @ uRLs [
Geolocations [ ones [l ALLOW zones [ Networks [
Geolocations m
Ports () Q0
v "o C¢ Parts (1

SR Al

HER 24.

BYFBEFRAE , BiBREFEINDeployR & EN BB E XL,

Frewal Devios Menoger | Medota  Peldes  Ctece | Owsceroraiee ® @ i W . secure

L

& Security Policies

LE
Y - o e +
SOURCE DESTINATION
= NAME ACTION  ZOMES KETWORES PORTS TONES HETWORES PORTS APPLCATIONS  URLS USERS ACTIONS
» 1 Tolmermer rsige _zone Ingide outside_zone
Al

Defasilt Action Access Control @ Block @ [, ~

BRIV AHEERHRA
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B E N, RERZEDeploy Nowikil,

Pending Changes

0 Last Deployment Completed Successfully
10 Jun 2025 12:35 PM. See Deployment History

Deployed Version (10 Jun 2025 12:35 PM) Pending Version @ Lecenp

o Access Rule Added: To_internet

- logFiles: false

- eventLogAction: LOG_MONE
= ruleld: 268435458

- name: To_Internet

sourceZones:
- inside_zone
destinationZones:
- outside_zone
sourceNetworks:
- Inside
o Security Zone Added: inside_zone
- mode: ROUTED

- description: Inside Zone
= name: inside_zone
interfaces:

= inside

o SLA Monitor Added: Outside_Primary_ISP

- slaOperation.freguency: 600080

= slaOperation.threshold: 5888

- slaOperation.dataSize: 28

= slaOperation.numOfPackets: 1

- slaOperation.typeOfService: 0

- slaOperation.timeout: 5000

- description: Monitor for ISP Primary

— mamas Notedida Deimaes TOD

MORE ACTIONS CAMCEL DEPLOY NOW

EEERE

Mg E &



Secure Firewall

ISP-1

ISP-2

D00
=1
W E &

i)

<#root>

>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a 1list of available commands.

SF3130#

show i p

System IP Addresses:
Interface Name IP address Subnet mask Method
Ethernetl/1 outside_primary 172.16.1.1 255.255.255.0 manual

------------ > THE PRI MARY | NTERFACE OF THE ISP IS SET

Ethernetl/2 outside_backup 172.16.2.1 255.255.255.0 manual

------------ > THE SECONDARY | NTERFACE OF THE ISP IS SET

Ethernetl/3 inside 192.168.1.1 255.255.255.0 manual

SF3130#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernetl/1 172.16.1.1 YES manual up up

------------------- > THE | NTERFACE 1S UP AND RUNNI NG

\/

Internet




Ethernetl/2 172.16.2.1 YES manual up up

------------------- > THE | NTERFACE |'S UP AND RUNNI NG

Ethernetl/3 192.168.1.1 YES manual up up

SF3130#

show rout e

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 172.16.1.254, outside_primary

----> THE DEFAULT ROUTE | S CONNECTED THROUGH THE PRI MARY | SP

C 172.16.1.0 255.255.255.0 is directly connected, outside_primary
L 172.16.1.1 255.255.255.255 1is directly connected, outside_primary
C 172.16.2.0 255.255.255.0 is directly connected, outside_backup
L 172.16.2.1 255.255.255.255 1is directly connected, outside_backup
C 192.168.1.0 255.255.255.0 is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside

SF3130#

show run route

72.16.1.254 1 track 1
72.16.2.254 200

route outside_primary
route outside_backup

o o
o O

.0.0.0 0.0.0.0 1
.0.0.0 0.0.0.0 1
SF3130#

show sl a nonitor configuration

---> CHECKI NG THE SLA MONI TOR CONFI GURATI ON

SA Agent, Infrastructure Engine-II

Entry number: 539523651

Owner:

Tag:

Type of operation to perform: echo
Target address: 172.16.1.254

Interface: outside_primary

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 3000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 3

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

SF3130#



show sl a nonitor operational -state

Entry number: 739848060

Modification time: 01:24:11.029 UTC Thu Jun 12 2025
Number of Octets Used by this Entry: 1840

Number of operations attempted: 0

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Pending

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

---------------------------- > THE ISP PRIMARY |'S IN A HEALTHY STATE

Over thresholds occurred: FALSE
Latest RTT (milliseconds) : Unknown
Latest operation return code: Unknown
Latest operation start time: Unknown

AFTERARGBSETHBNDGFSHNDFGSDBFB

SF3130#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Ethernetl/1 172.16.1.1 YES manual down down

................... > THE PRI MARY ISP IS DOMWN

Ethernetl/2 172.16.2.1 YES manual up up
Ethernetl/3 192.168.1.1 YES manual up up
SF3130#

show route

Gateway of Tast resort is 172.16.2.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [200/0] via 172.16.2.254, outside_backup

--------- > AFTER THE | SP PRI MARY FAI LS, | NSTANTLY THE | SP BACKUP IS FAILOVER AND IS I NSTALL I N THE ROUTI

C 172.16.2.0 255.255.255.0 is directly connected, outside_backup
L 172.16.2.1 255.255.255.255 1is directly connected, outside_backup
C 192.168.1.0 255.255.255.0 is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside

SF3130#

show sl a nonitor operational -state

Entry number: 739848060

Modification time: 01:24:11.140 UTC Thu Jun 12 2025
Number of Octets Used by this Entry: 1840

Number of operations attempted: 0

Number of operations skipped: 0

Current seconds left in Life: Forever



Operational state of entry: Pending
Last time this entry was reset: Never
Connection loss occurred: FALSE
Timeout occurred: TRUE

------------------------------------- > AFTER THE DOWNTI NE OF THE PRI MARY | SP THE TI MEQUT |'S FLAGGED

Over thresholds occurred: FALSE
Latest RTT (milliseconds) : Unknown
Latest operation return code: Unknown
Latest operation start time: Unknown

SF3130#

show route

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 172.16.1.254, outside_primary

------------ > AFTER A FEW SECONDS ONCE THE PRI MARY | NTERFACE |I'S BACK THE DEFAULT ROUTE | NSTALLS AGAI N |1

C 172.16.1.0 255.255.255.0 is directly connected, outside_primary
L 172.16.1.1 255.255.255.255 1is directly connected, outside_primary
C 172.16.2.0 255.255.255.0 is directly connected, outside_backup
L 172.16.2.1 255.255.255.255 1is directly connected, outside_backup
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside
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