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Remote Access
N &

-
10.100.100.10/32

ra Routing protocols such as EIGRP,
,

" A OSPF and BGP msioey @ [oursioes
R/ 1 2 m \
-l 192.168.100.0/30 )

J:|

10.100.100.11/32

o

10.100.100.12/32

BEARAF

=R
AXHRBRERR,
BRA T

AXHHWEARRBREEEREREANKEMEL. XHEAINTAERESREHER ( A R
) BVHERERRE) . MRIEHEIREFT | FRARECHEAETAESTRERNTE,

ANAHNERARBRIBATRENEERRAE

- BRREBABEEHRLT.6.0
- BRZ2HAMET.6.0

N M AR T EREMCEBEIGRP. OSPFAIBGPEH 4B iR AVPN T BN E S
. BHEFERAFDMEH P RKHENIEE  F2EFDMEERE.

BREMN

BAERBNEFTDIMAIEEBBERPEHVPNTFRETSE, HASLE THEERIZBIBVPNER
7, EREMFHERAERERNFH ; ik , efHRABERH,
show# i SRR ILE R

FTD show routefi H :

<ffroot>

FTD-1#


https://www.cisco.com/c/en/us/td/docs/security/firepower/770/fdm/fptd-fdm-config-guide-770/fptd-fdm-routing.html

show route

Codes:

L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

O N

<

10.10.20.0 255.255.255.0 1is directly connected, outside
10.10.20.1 255.255.255.255 1is directly connected, outside
192.168.100.0 255.255.255.252 is directly connected, 1inside
192.168.100.2 255.255.255.255 is directly connected, inside

10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside

FTD show route connected output:

<#froot>

FTD-1#

show rout e connect ed

Codes:

L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

O nN

10.10.20.0 255.255.255.0 1is directly connected, outside
10.10.20.1 255.255.255.255 is directly connected, outside
192.168.100.0 255.255.255.252 is directly connected, inside
192.168.100.2 255.255.255.255 is directly connected, inside

FTD show route static output:

<ttroot>

FTD-HQ-1#

show route static



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

\% 10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside

REZRMECEBFENMER XRBHNEHERPREEVPNTHE | T—52RERUMMEH S 17 E 2R
BHEEL TR,

HIBFTD L REIGRPE % 7 BiiE im 54 VPN 143
RS

Remote Access
VPN

10.100.100.10/32

----------

10,100.100.0/24

(. S

10.100.100.11/32

L4y 2
= g, 192.168.100.0/30 EI

10.100.100.12/32

BRnetworkEFE U EBENFERHFABEMHN D RIEIGRP,EZEFAEERES HRA, BR  E
o BIEMEIGRPRVTINENFREREE  LAEEEE, YREOHBER M ENFEKRE
, AEEEEEE.

HAEIGRPEBE D B R networkiB A S BV AMNITA , RLtEFTD LBIBEIGRPES
VPNFHBEm{EEE :

1. £ Finetworks& A
2. {# Aredistribute FFEE 5 3%,

EARRFG  BELZZER1EBEIGRPEMAVPNF4810.100.100.0/24,

FTDAIRARE



<ffroot>

hostname FTD-1
1

ip local pool VPN POOL1 10.100.100.10-10.100. 100. 254 mask 255.255.255.0

!
webvpn

group-policy LAB_GROUP1l internal
group-policy LAB_GROUP1 attributes

address-pools value VPN-POOL1
!

router eigrp 100

no default-information in
no default-information out
no eigrp log-neighbor-warnings
no eigrp log-neighbor-changes

network 192. 168. 100. 0 255. 255. 255. 252

FTDHIZREE AR -

<tfroot>
FTD-1#

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

C 10.10.20.0 255.255.255.0 is directly connected, outside

L 10.10.20.1 255.255.255.255 is directly connected, outside

C 192.168.100.0 255.255.255.252 is directly connected, inside

L 192.168.100.2 255.255.255.255 is directly connected, inside

\% 10. 100. 100. 10 255. 255. 255. 255 connected by VPN (advertised), outside

FTD#I2REIGRPHAER :



<tfroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 192.168.100.0 255.255.255.252, 1 successors, FD is 512 via Connected, inside

R1#1AEEE AR :

<#froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
replicated route, % - next hop override, p - overrides from PfR
replicated local route overrides by connected

2+ o O
1

Gateway of last resort is not set

C 192.168.100.0/30 1is directly connected, GigabitEthernetl
L 192.168.100.1/32 1is directly connected, GigabitEthernetl

{EFAnetworkiEaE:BFTD_EBIEIGRPEET 3 2R IS5 RIVPN F48

FBR1BVPNFHREMLBEBRE R



Edit Network Object o

Mame
VPN-SUBNET

Description

Network
Host Range (e Network FQDN

10.100.100.0/24

Allow Overrides

Cancel

S ER2 fEnetworkfE AR EZEVPNFRE R,
EFMCEEEREUIF , EfiEIRouting > EIGRP > Setup , VPN FHEE IR EMNMI&/ M

o
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Cisco Secure Firewall Threat Defense for Vikhware ,1
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M & Virtual Routers Enable EIGRF
10D
Wirtual Routér Propértias
ECMP 3
Selup Neightors Filber Rules Redistribution Summary Addnass Interiaces Mochvanced
Lz Avibe Sumrary
OSPFv3 P
Ayailable Metworks/Hosts (33) O b Selected MetwaorksHosis ()
EIGRP -
HO-WAN-1 ]
RIP -
any-ipvd ~ —
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Pyb
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Static Route
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REFLIHBFTD LHEEE,
BE

FTD EIGRPELE :

<tfroot>
FTD-1#

show run router

router eigrp 100

no default-information in

no default-information out

no eigrp log-neighbor-warnings
no eigrp log-neighbor-changes

network 10.100. 100. 0 255. 255. 255.0

network 192.168.100.0 255.255.255.252

FTD EIGRP#R#EX :




<tfroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10. 100. 100. 10 255. 255. 255. 255, 1 successors, FDis 512

via Rstatic (512/0)

P 192.168.100.0 255.255.255.252, 1 successors, FD is 512
via Connected, 1inside

R1BH :

<#froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + O

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/32 is subnetted, 1 subnets

D 10. 100. 100. 10

[90/3072] via 192.168.100.2, 00:02:17, G gabitEthernetl



% MiZE : 3522 |, HEAnetworkiEA210.100.100.0/24 , {BFTDEEIBEIGRPE# 1 BL/32F#3
. BREEEEINERRFTDASEERFBEVPNEREYFEA/2NBRERA. ERE(L
LthIhEe | A LA fF FIEIGRPH =1k ThaEE,

£ Aredistribute static5 2@ IBFTD L WEIGRPE #1922 iwsH VPN 78
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EFMCHBEREUIF , EfiBRouting > EIGRP > Redistribution , A& IZZEAJIZEE,
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Add Redistribution

Frotocol

Froboool

Static

Optional OSPF Redistribution

Internal
Extarmal
Extsrmald
NEsa-External 1

Mzam=-Extamald

Optional Metrics
Banchssigth

| 1= SRR A X I DD
Dy Timea

[O-4202 967255 in OS]

Redliability

[(=255)

Loadeng

[ 1-E5553% i Dedas)

Route Map

Salect

iCancel
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& Enable [HIRP

]

Sehp Moighbor: bt Hulen Seommary Adderen Inferfacon Adbeanced

RELIHBFTD LAERE,
Ba s

FTD EIGRPEL & :

<ffroot>
FTD-HQ-1#

show run router

router eigrp 100

no default-information in

no default-information out

no eigrp log-neighbor-warnings

no eigrp log-neighbor-changes

network 192.168.100.0 255.255.255.252

redistribute static

FTD EIGRP##k :

<#froot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10. 100. 100. 10 255. 255. 255. 255, 1 successors, FD is 512

via Rstatic (512/0)

P 192.168.100.0 255.255.255.252, 1 successors, FD is 512
via Connected, inside



R1BEH :

<#froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected

2 + © O

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
D EX 10. 100. 100. 10

[170/3072] via 192.168.100.2, 00:03:52, G gabitEthernetl
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Edit Network Object

Name
VPN-SUBNET

Description

Network
Host Range e Network

10.100.100.0/24

Allow Overrides

FQDN

Cancel

EFMCEBEREUIF , EfiB|Routing > EIGRP > Summary Address , A%iZIZEAJJIRER.
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Einterface @ F# AF R EIGRPIMENE K , EnetworkB{ P& A BVPNFHREINEHR,

Add Summary Address (7
Interface *

inside v
Network *

‘ VPN-SUBNET ‘ v |+

Administrative Distance

(1-255)

E=8 - |

HRE



Enable EIGHP

AS Number®
100
Setup Meighbors Filter Rules Redistribution Summary Address Interfaces Advanced
<+ Add
Interface Metwork Administrative Distance
inside VPN-SUBNET L u
s

FTD EIGRPH E 31t i & :

<tfroot>
FTD-1#

sh run interface

interface GigabitEthernet0/0

nameif inside

security-level 0

zone-member inside

ip address 192.168.100.2 255.255.255.252

sunmary- address eigrp 100 10.100. 100. 0 255. 255. 255. 0

FTD EIGRP##k :

<ttroot>
FTD-1#

show ei grp topol ogy

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.100.2)
Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 10.100.100.10 255.255.255.255, 1 successors, FD is 512
via Rstatic (512/0)

P 10. 100. 100. 0 255. 255. 255.0, 1 successors, FD is 512



via Summary (512/0), NullO

P 192.168.100.0 255.255.255.0, 1 successors, FD is 512
via Connected, 1inside

R1BEH :

<{froot>
R1#

show i p route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set
C 192.168.100.0/30 is directly connected, GigabitEthernetl

L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/24 is subnetted, 1 subnets

D 10. 100. 100. 0 [90/3072] via 192.168.100.2, 00:01:54, G gabitEthernetl

BIBFTD LW OSPFE# 2 22w shEVPNFH
BREx



Remote Access
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____________

10.100.100.12/32

RIS

<tfroot>

ip local pool VPN POOL1 10.100.100. 10-10.100.100. 254 mask 255.255.255.0

|
webvpn
group-policy LAB_GROUP1 internal

group-policy LAB_GROUP1 attributes

addr ess- pool s val ue VPN POOL1

!
router ospf 1

network 192.168.100. 0 255. 255. 255. 252 area 0

FTD show ospf neighbor output:

<ffroot>
FTD-1#

show ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
192.168.100.1 1 FULL/DR 0:00:39 192.168.100.1 inside



R1 show ip ospf neighbor output:

<{froot>
R1#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
192.168.100.2 1 FULL/BDR 00:00:37 192.168.100.2 GigabitEthernetl
R1BEH K :

<#root>

R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

e + o

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
S, ry
5% IE

EFMCEEERUIH |, EfiiEIRouting > OSPF > Redistribution , ARIRIZEAJJIZER,
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Add Redistribution

OSPF Process®: 1

Route Type:

Optional

Internal

Externall

External2

MNS5A Externall

MNSSA External
| ™3 Use Subnets |

MMetric Value:

Metric Type: 2

Tag Value:

RouteMap:

Cancel )
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B

FTD OSPFEZ #ELE :

<tfroot>
FTD-1#

sh run router

router ospf 1
network 192.168.100.0 255.255.255.252 area 0

redistribute static subnets

R1EHK :

<tfroot>
R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set



C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/32 is subnetted, 1 subnets

O E2 10. 100. 100. 10 [110/20] via 192.168.100.2, 00:08:01, G gabitEthernetl

52 BR HEE | BAVPNERZ10.100.100.0/24 , EFTDRIBEBOSPF B E/32F 18, B4
EEBERNEERFTDASERRFBVPNEFELFEHA/B2NFERA, ERE(CLIINEE
, BT LAE FAOSPFHE E b it ThAE,

OSPFHEZE it 1t Bt iE

WREREL , FRAVPNFHEELERH R,



Edit Network Object 7]

Name
VPN-SUBNET ]
Description
Network
Host Range e Network FOQDN

| 10.100.100.0/24

Allow Overrides

Cancel

EFMCHBEEUIF |, EfiBIRouting > OSPF> Summary Address , A& 1ZEAJJIZE,



e, . Deploy o @ﬂ‘ 7]

ml

rews i

il "w'al_l M;-n:lg&n_mnt Lenter Over,, Ana,. Poli,. Dev.. Obj.,
—
FTD-1
Cigca Secure Firewall Threat Defensa Tar Vkware
Summary High Awvallability Device Intarfaces Infine Sets Routing DHCP VTEP
S
i o Process 1 o

Manage Virtual Routers

oo ]|
ASER v Entler Description hene Advanced
Virtual Router Proparties
Process 2 10y
ECMP
BED OSPF Role:
Inteirmal Router v Enter Description here
D5SPF L
OEPFvE
EIGRP Arca Redistribution Interérea Filter Rubg Summary Address Interface
A

RiP

Policy Based Routing

OSPF Process Hetworks Tag Advertise

- BGP

IPwd

IPwi

Fi8VPN T H8 ¥ R I i A Advertise ERER 5 .o

BRU-LAB

admin =

Cancel



Edit Summary Address

O5PF Process:

1 W

Available Metwork == (i 12 Selected Mabyor

0, VPN ¥ VPN-SUBNET
1

Tag:

¥4 Advertise (allow routes that match specified address/mask pair) J3

BR

Cancel

—




Process 1 ID: 1
OSPF Role:
ASBR v Enter Description here Advanced |
Process 2 1D
OSPF Role:
Internal Router i Enter Description here Advanced
Area Redistribution InterArea Filter Rule Summary Address Interface
S ———
+ Add
OSPF Process Networks Tag Advertise
1 VPN-SUBNET true u
B

FTD OSPFELE :

<tfroot>
FTD-1#

sh run router

router ospf 1
network 192.168.100.0 255.255.255.252 area O

redi stribute static subnets

sunmar y- address 10. 100. 100. 0 255. 255. 255.0

R1HEZE :

<tfroot>
R1#

sh ip route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP



D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n - NAT, Ni - NAT 1inside, No - NAT outside, Nd - NAT DIA

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set
C 192.168.100.0/30 is directly connected, GigabitEthernetl

L 192.168.100.1/32 is directly connected, GigabitEthernetl
10.0.0.0/24 is subnetted, 1 subnets

O E2 10. 100. 100. 0 [110/20] via 192.168.100.2, 00:00:26, G gabitEthernetl

EiBFTD LA eBGPEFT iR IHTFEIVPN T
R E R

Remote Access
VPN

O__—
10.100.100. 10432

AS 65001 " s, AS 65000
w i msioe'} '@; OUTSIDE
R 2

Zn 192.168.100.0/30 E

R T g FTD

10.100.100.0/24

¢ -
10.100.100.11/32

£ - ¥
10.100.100.12/32
EARREIHR , BERZER1BEeBGPEZVPNF#10.100.100.0/24,
ARG E

FTD#I#ARRE :

<ffroot>

hostname FTD-1
!

ip local pool VPN POOL1 10.100.100. 10-10. 100. 100. 254 mask 255. 255.255.0



!
webvpn

group-policy LAB_GROUP1 internal
group-policy LAB_GROUP1 attributes

addr ess- pool s val ue VPN POOL1

|
router bgp 65000
bgp Tog-neighbor-changes
bgp router-id vrf auto-assign
address-family ipv4 unicast
neighbor 192.168.100.1 remote-as 65001
neighbor 192.168.100.1 transport path-mtu-discovery disable
neighbor 192.168.100.1 activate
no auto-summary
no synchronization
exit-address-family

FTD bgpZ#iH :

<#froot>
FTD-1#

show bgp

BGP table version is 25, local router ID is 192.168.100.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

r> 192.168. 100. 0/ 30 192.168.100.1 1 0 65001 7

FTD show bgp summary#i i :

<{froot>
FTD-1#

show bgp sumary

BGP router identifier 192.168.100.2, Tocal AS number 65000

BGP table version 1is 25, main routing table version 25

1 network entries using 2000 bytes of memory

17 path entries using 1360 bytes of memory

3/3 BGP path/bestpath attribute entries using 624 bytes of memory



2 BGP AS-PATH entries using 48 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 4032 total bytes of memory

BGP activity 176/166 prefixes, 257/240 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent  Tb1lVer InQ OutQ Up/Down

192.168.100.1 4 65001 4589 3769 25 0 0 2d21h 8

R1 show ip bgp summary output:

<{froot>
R1#

sh ip bgp summary

BGP router identifier 192.168.100.1, local AS number 65001

BGP table version 1is 258, main routing table version 258

1 network entries using 2480 bytes of memory

1 path entries using 2312 bytes of memory

1/1 BGP path/bestpath attribute entries using 864 bytes of memory
1 BGP AS-PATH entries using 64 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 5720 total bytes of memory

BGP activity 85/75 prefixes, 244/227 paths, scan interval 60 secs
12 networks peaked at 11:10:00 Apr 17 2025 UTC (00:06:27.485 ago)

Neighbor \Y AS MsgRcvd MsgSent  Tb1Ver 1InQ OutQ Up/Down
192.168.100.2 4 65000 3770 4590 258 0 0 2d21h

R1 bgpR#iH :

<tfroot>
R1#

show i p bgp

BGP table version is 258, Tocal router ID is 192.168.100.1
Status codes: s suppressed, d damped, h history, *

State/PfxRcd

State/PfxRcd
9

valid, > best, i - internal,

r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

X best-external, a additional-path, c RIB-compressed,
t secondary path, L long-Tived-stale,
Origin codes: i - IGP, e - EGP, ? - incomplete
RPKI validation codes: V valid, I invalid, N Not found
Network Next Hop Metric LocPrf Weight Path
*> 192.168.100.0/30 0.0.0.0 1

32768 7?



RI1BEHE :

<{froot>
R1#

show i p route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary

o - ODR, P - periodic downloaded static route, 1 - LISP

a - application route

+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of Tast resort is not set

C 192.168.100.0/30 is directly connected, GigabitEthernetl
L 192.168.100.1/32 is directly connected, GigabitEthernetl
Eail—
AX AE

EFMCEBEREUIF , EfiE|Routing > BGP > IPv4 > Redistribution , A% I1ZIZEAJdL R,

FTD-1

Clsco Secure Firewall Threat Daefense for Vkhwarn

Summary High availability Diénwice Interfaces Inling Sets Routing DHCP VWTEP

Enable IPvd: E AS Number 65000

Manage Virtual Routers

m Genaral Melghbor Add Aggregate Address Filtaring Metworks Radistribution
R

Route Injection

Virtual Router Properties
ECMP == Add
arp

DOSPF Source Protocal AS Mumber/Process ID  Metric RouteMap Match
OSPFv3
EIGRP
RIP
Policy Based Routing
1Pwd

1PwE




1£ "Source Protocoly {5 , i#1E Static, , ARIEE "OK, %,



Add Redistribution

Source Protocol

Process |D*

Metric

(0-4294367295)

Route Map

Match

nterna
External 1
Fxtermal £
NSSAExternal 1

NoeoAakExXternal 2
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