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D route/prefix

as-path attribute

e FOUte update sent from CE1 to FTD
= route update sent by FTD to CE1

E]

Order of events
x Rejected by CE2 (before as-override)
¢ Accepted by CE2 (after as-override)
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/770/management-center-device-config-77/routing-bgp.html
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BFD Fallover Description
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FERAHAE , BRENERRETERERE.
FTD#ER :

<#root>
FTD# show runni ng-config router bgp all

router bgp 500

bgp Tog-neighbor-changes
address-family ipv4 unicast

(Same applicable for 1Pv6 as well)

neighbor 192.0.2.2 remote-as 600

neighbor 192.0.2.2 update-source Outside-1
neighbor 192.0.2.2 activate

neighbor 198.51.100.2 remote-as 600

neighbor 198.51.100.2 update-source Outside-2
neighbor 198.51.100.2 activate

nei ghbor 198.51. 100.2 as-override



no auto-summary
no synchronization
exit-address-family

FTD# show bgp ipv4 unicast nei ghbors 198.51.100.2

BGP neighbor is 198.51.100.2, vrf single_vf, remote AS 600, external Tlink
BGP version 4, remote router ID 198.51.100.2
BGP state = Established, up for 01:13:02
Last read 00:00:07, Tast write 00:00:54, hold time is 180, keepalive interval is 60 seconds
Neighbor sessions:
1 active, is not multisession capable (disabled)
Neighbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family IPv4 Unicast: advertised and received
Multisession Capability:
Message statistics:
InQ depth is 0
OutQ depth is 0

For address family: IPv4 Unicast

Session: 198.51.100.2

BGP table version 4, neighbor version 4/0
Output queue size : 0

Index 5

5 update-group member

Overrides the neighbor AS with ny AS before sendi ng updates

Transport(tcp) path-mtu-discovery is disabled
Graceful-Restart is disabled

FTD# show bgp ipv4 unicast nei ghbors 198.51.100.2 adverti sed-routes

BGP table version is 4, local router ID 1is 198.51.100.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.1/32 192.0.2.2 0 0 600 i
Total number of prefixes 1

BERESHER -

<{froot>



As-path for 10.1.1.1/32 prefix/route has been nodified from600 to 500 by FTD (where as-override is enat

Ci sco_Cl127#show bgp i pv4 uni cast

BGP table version is 10, local router ID is 198.51.100.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, c RIB-compressed,
t secondary path, L long-lived-stale,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*> 10.1.1.1/32 198.51.100.1 0
500 500

_i
Ci sco_Cl127#show bgp i pv4 unicast 10.1.1.1

BGP routing table entry for 10.1.1.1/32, version 10
Paths: (1 available, best #1, table default)

Not advertised to any peer

Refresh Epoch 1

500 500

198.51.100.1 from 198.51.100.1 (198.51.100.1)
Origin IGP, Tocalpref 100, valid, external, best
rx pathid: 0, tx pathid: 0x0

Updated on Apr 6 2025 17:02:24 UTC
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« show run router bgp all4ZBEFTDHF M AASEECLI,

« show bgp <ipv4/ipv6> FTD LN E R EBMELEIEEN T |, 1B ~as-overrideB A — >
BEEFH2E , FRRNASEEREAS,

.« BEWIHBIshow bgp <ipv4/ipv6>E R EELN BT EEENRRENA.
=K

debug ip bgp updates
debug ip bgp ipv6 unicast updates
debug ip bgp all updates



Mzt : Bt as-overridedi# B debugR B,

RIER
It AR ERE S ERFMCE Bas-override T AEHH BRI E A

/opt/CSCOpx/MDC/log/operation/vmsbesvcs.log

<tfroot>

router bgp 500
address-family ipv4 unicast

nei ghbor 198.51.100.2 as-override

exit-address-family
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