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) BVHERERRE) . MRIEHEEREFT | BRARCHEAETAESTRERNTE,

BREMN

HREEAEENEPRAIPELEATEDHEDEAE LRRABDEENRYE , BEABFEER
5%,

BHERE AEBREMREER SRR ARIERATCE MBS ER RS SREREH IR
IJILE Elﬁﬁ%o

Hit , wES|ZEXERRELE, BHARARMALEEARAGSIZE  TRFERBEBBAHR
ftb 4RI 5| %

FaREE

HERERT , FID LINARRES S B AREARAREREAMTNRAL
ZREEARMENELNRE (2EHMEXRK) .

REAMARESTEISEHENERENRE. EREEA-—EEERE , Rit, MREE
E&étﬁﬁ%ﬂlﬁ({ﬁﬂﬂﬂ R RRARNIERER S EERBRA T REANRA )  MERRER
RX TR M B B B SR 3 R P TR SRS

&EiBsystem support diagnostic-clifELINA, FTD Command Line Interface(CLI) £ #1Tshow
running-config policy-mapig = LLEVS & .

firepower# show running-config policy-map
|
policy-map type inspect dns preset_dns_map
parameters

message-Tlength maximum client auto

message-Tlength maximum 512

no tcp-inspection
policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect sip

inspect netbios

inspect tftp

inspect icmp



inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP

class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
|

S RMPFi EREMERNVER S

BNER & B 0 B4R Br AR B R HISR B (ACP)— 3, EE LS RT , REBRE R I AMEEK
MBERETHA, TEXENR. BAREIRERSBIMELLELR,

EREWEHRE  IEANTIBE
- EREREHNE (AOMBONE ) ERENFHERR , @85 ¢

firepower# capture
[interface

J[match

[port

[port

1]



FEFAHER | ATLlE%Epacket number X trace detaili#18 , B4 EIRHIERFTEFEIGE RO MER
( BEpacket tracerin SAEE ) , BEFEANBETUERERIERE.

firepower# show capture

packet number X trace detail

- REAFINELZ2REASP)EE |, HEE Blasp-dropB RASPEEN BRI HER , TEXE
MEBESETFE—BRRBEE , &5 :

firepower# capture
[type
] [interface

] [match

[port

[port

1]



A ZBBEREESE , K ATEpacket TracerfEER AT ABIR B AFINAE R, Eik , RRERENRE
ERFREEERNEZEBEE,

FRERERHEE

INERZ LR BASP)EEBERANARLE B HEBRFBEEEE, show asp dropin TRARBERELEERE
MERSHRER , fMEHEZFRNERE  ETESTENATHE, RELRIFERAIELEER

o

BERAASPRIBREYE X

-
pi:3

- HERELAREEFENSHEENEZS , SINHEERIRIFBEEEHAIEH.

« Flow Drops: EMELE#RMEED , G035 AE BRI R INATEE,

- ARG TEIEARAE , YERHTUER.
FOHE S ERRERRERELBRBREPTREBINRE. SMAUTURBREEERANRERE

’TLEO

SUN RPC#2 R & 2 R

A REARAWSIBHHNEBEAREFTDY , BlGeneveHEHRPCHE ( AR ERUASun Rpck il

)

, AEARE BB

I H B R AR Sun Rpc’lﬁEUE’JASPﬁ’FE Sun RepfEAE1M11EA B ERE —EE RN TR EH6G081E
AEENBRAHEERE, SUUBRE K BEPNEERRA "EEMMZEEE.

firepower# show capture asp-drop

8: 16:23:02.462958 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency)
9: 16:23:09.769338 10.0.0.5.780 > 172.16.0.3.111: P 1795131583:1795131679(96) ack 526534108 win 29200 D

10:
11:
12:
13:

16:23:10.148658 172.16.0.3.111 > 10.0.0.5.780: . ack 4026726685 win 26880 Drop-reason: (no-adjacenc
16:23:10.463004 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency
16:23:26.462729 10.0.0.5.780 > 172.16.0.3.111: . ack 526534108 win 29200 Drop-reason: (no-adjacency
16:23:27.548692 10.79.67.11.60855 > 10.79.67.4.6081: udp 176 [GENEVE segment-id 0 payload-Tength 13



B R$EERID CSCwj00074

ELINAS|ZHASPH | REEEA "EMIPZER, 2% , RARNEBWiMACKITE = REBEFH
FE_EHB(SYN/ACK) 2 EBRAREFZF AT,

ASPIBRIER :

ER MR
ER2RBWINAARLNERCTBEERA R E HIMPERARE | LA BESESEM. WRT
—RABASE  AERREDERAREPRETHEBAER , ESREEERER.

fRRF R EAsunrpcRE,
SQL*NETH# R & 2 R4l
WAHREBARAWSHEFRWEZEREFTDY , REASq*Nel®2E , GeneveHE MW R EMSHEE,

WHEARSANTSEE (BT LLERERNESmE )
% —1T : asp-drop packet capture not encapsulation , Sql*Net{f f 15211845 B &,


https://tools.cisco.com/bugsearch/bug/CSCwj00074
https://tools.cisco.com/bugsearch/bug/CSCwj00074
https://tools.cisco.com/bugsearch/bug/CSCwj00074
https://tools.cisco.com/bugsearch/bug/CSCwj00074
https://tools.cisco.com/bugsearch/bug/CSCwj00074
https://tools.cisco.com/bugsearch/bug/CSCwj00074
https://tools.cisco.com/bugsearch/bug/CSCwj00074

% =17 : LINALKVNIS T Hasp-drop , Geneveflf F £ 2 E#F1£6081/EA B ik,

BHPEMEFARNERERRE , RAEATUEEEM=R tep-buffer-timeouts F "tcp-not-syn

95 2024-12-14 07:55:58.771764 172.16.0.14 10.0.8.2 TCP 251 53905 - 1521 [PSH, ACK] Se
95: 07:55:58.771764 10.7.0.3.64056 > 10.7.2.5.6081: udp 209 [GENEVE segment-id 0 payload-length I

96 2024-12-14 07:55:58.771780 172.16.0.14 10.0.8.2 TCP 1514 [TCP Qut-0f-0rder] 53905 -
96: 07:55:58.771780 10.7.0.3.64056 > 10.7.2.5.6081: udp 1472 [GENEVE segment-id 0 payload-length

99 2024-12-14 07:55:58.997049 172.16.0.14 10.0.8.2 TCP 308 53903 - 1521 [PSH, ACK] Sec
99: 07:55:58.997049 10.7.0.3.64056 > 10.7.2.5.6081: udp 266 [GENEVE segment-id 0 payload-length ¢

100 2024-12-14 07:55:58.997079 172.16.0.14 10.0.8.2 TCP 1514 [TCP Out-0f-Order] 53903
100: 07:55:58.997079 10.7.0.3.64056 > 10.7.2.5.6081: udp 1472 [GENEVE segment-id O payload-Tlengtf

ASPRIBRIER :

& #&:tcp-buffer-timeout
TCPEFERTERTEER

ERIITHEFNTCPERSERFETIREFEBRE , LABRSEEY K ERE8RKER.
BE K TCPEROERBERLRERTMNERLRIEFIS , HEEERNTEEXTSSMETRER
. BN —ERENTCPHIE —BRIFEARIER , FRNEFHIEREE.,

B
T—RHENTCPEHETERE  NANMKEECTELNREIREEN, RinEHEPH
TCPEMERKFEILNAEHEREN T , SFEULEE,

% #:tcp-not-syn
E—ETCPERITRSYN:
WEIIESYNERD , EFARBEEREENERNE —BERST.

BE

EEEBRT , EXECHEMER , YEFFinDARSNERAER SR EEEEH S B
, AIVEREEE R, RELBRN—LEHHIBEEEE clear local-hosty = Mclear xlates 2
%, WA, MRBIAARMBRER , W EFTHIFREEGI , MBS R NE, EINEESSEHE
o, BB EERER,

FRAR  ESQLERMERESQLEFITCPE1521B £ E R —ER , ZASQL*Neti B, BLA
SQL*NetRER , T2 RERKTENRE , WiEHE FintRE K/ #65000/ /M F4316000 , fEMmsIEE
HE@mRBE,

ICMP# 8 & 2 7R 51
WEFERAFTDEEIRE,

ICMPZSERIICMPE B A 85 o] FER 5T iER IR | BitpingE R B FTE5TEER =B K
, ASPEEFERE A Tinspect-icmp-seq-num-not-matched  , IEfN&1E b H & & 28 %



firepower#show cap asp-drop
1: 19:47:09.293136 10.0.5.8 > 10.50.0.53 icmp: echo reply Drop-reason: (inspect-icmp-seq-num-not-match

B RIEERR ID CSCvb92417

EBASAZETENICMPEZIIRE FEE inspect-icmp-seq-num-not-matched

ASPRIBRIER :

A #:inspect-icmp-seq-num-not-matched
ICMP Inspect seq num not matched:

EICMP [ FE B 78 B B 7 51| 5% B2 2 i 72 [5] — 4R £ BB & E WY EAICMP E FEH S &R A IR i
, WETRER A AIRIE,

BRAR : ZAICMPHR, EHEREF  HETPEMERZHEFTD , MICMPRER AR IFLTE
. BEZICMPREMBREFEELE , RBpingREBREI—EBpingREZ FIREFEE, EEEBR
T, JEEE A EBpingH BiEX,

SIP# R E 2 R

EEEERT  PUEREESE  AREREN. EARTPE , SIPRATUERER,
EMBENEVolPHEN AN SMER L BRI , SPHETHBYERRR TILH BT


https://tools.cisco.com/bugsearch/bug/CSCvb92417
https://tools.cisco.com/bugsearch/bug/CSCvb92417
https://tools.cisco.com/bugsearch/bug/CSCvb92417
https://tools.cisco.com/bugsearch/bug/CSCvb92417
https://tools.cisco.com/bugsearch/bug/CSCvb92417
https://tools.cisco.com/bugsearch/bug/CSCvb92417
https://tools.cisco.com/bugsearch/bug/CSCvb92417

2B,

2023-10-13 18:39:03.421456 10.6.6.66 172.16.
2023-10-13 18:39:03.448325 172.16.3.77 10.6.
2023-10-13 18:39:03.525424 172.16.3.77 10.6.
2023-10-13 18:39:03.525943 10.6.6.66 172.16.
2023-10-13 18:39:03.527331 10.6.6.66 172.16.
2023-10-13 18:39:03.553544 172.16.3.77 10.6.
2023-10-13 18:39:05.902815 172.16.3.77 10.6.
2023-10-13 18:39:06.091822 172.16.3.77 10.6.6.66 SIP/SDP 967 Status: 180 Ringing |
9 2023-10-13 18:39:13.114435 172.16.3.77 10.6.6.66 SIP/SDP 1063 Status: 200 OK (INVIT
10 2023-10-13 18:39:13.115899 10.6.6.66 172.16.3.77 SIP 560 Request: ACK sip:55663399
11 2023-10-13 18:40:29.206593 172.16.3.77 10.6.6.66 SIP 642 Request: UPDATE sip:FD3a5
12 2023-10-13 18:40:29.207630 10.6.6.66 172.16.3.77 SIP 659 Status: 200 OK (UPDATE) |
13 2023-10-13 18:41:09.940854 10.6.6.66 172.16.3.77 SIP 684 Request: BYE sip:33445566
14 2023-10-13 18:41:10.003066 172.16.3.77 10.6.6.66 SIP 659 Status: 200 OK (BYE) |

.77 SIP/SDP 1055 Request: INVITE sip:1
.66 SIP 497 Status: 100 Trying |

.66 SIP 687 Status: 401 Unauthorized |
.77 SIP 425 Request: ACK sip:123456789
.77 SIP/SDP 1343 Request: INVITE sip:1
.66 SIP 497 Status: 100 Trying |

.66 SIP/SDP 992 Status: 183 Session Pr

coNOYuUVIhA WN =
mmmmwwmmw

Hib ROt | RILAFEREAPATHERIP , XIPEE—EAAE , L BESIPEFEURE—E
EEJW-% B, SIPRBL, MRIEFEMFEAPAT , BISIPARAI T SAERBELR,

ASPRIBRERE % : "HAIZEZIE EMPATIE SR &IX M 8RB N RIPAE PR UDPEZ "M "B mE
SlE&IE , R — #R#%'service resetinboud BLEEE"

Nov 18 2019 10:19:34: %FTD-6-607001: Pre-allocate SIP Via UDP secondary channel for 3111:10.11.0.13/506
Nov 18 2019 10:19:35: %FTD-6-302022: Built backup stub TCP connection for identity:172.16.2.20/2325 (17
Nov 18 2019 10:19:38: %FTD-3-305016: Unable to create UDP connection from 3111:10.11.0.12/50195 to 3121
Nov 18 2019 10:19:38: %FTD-4-507003: udp flow from 3111:10.11.0.12/5060 to 3121:10.21.0.12/5060 termina
Nov 18 2019 10:19:39: %FTD-3-305016: Unable to create UDP connection from 3111:10.11.0.12/50195 to 3121
Nov 18 2019 10:19:39: %FTD-4-507003: udp flow from 3111:10.11.0.12/5060 to 3121:10.21.0.12/5060 termina

ASPIBRIFERA :

% #:async-lock-queue-limit
IR 25 SHE B S BR &
BEFESHEHETEKIINRREA1000, EEXDITERKINBEELESSIPER TR , XEEEE
&g,
ﬁE%ﬁSIPumgo ESIPERSEEMRNRXEEBTUEAHBNIERSHERKIIR , TeE
ﬁiﬁﬁﬁ , RRRBEARVEEMENE, WRERSHERKIIN K NBHREFSIPERTE
AR , AIXEEZEZERD,

& #:sp-looping-address
looping-address:

ERPHRGULF B Wt EE R , HETEEEEEE., BAuEFANSIPREHRR , RAE
HBEEEESHEENIRbU A E 8k,

BE



W BB TR AR E T, —EREBNER SR B BN, SR8

DoSKE, H-EIFERNZE , KEMNATEEM R B Fitb it E,

A RIAREMA
R BRI ¢

ERBRVRERE , B RER, Hlw, FTPERR (1EBR ) EHEGIR (KR ) KL

Pl , EWREIBYEHSE , SIPRAISIZE (12HIER ) X ARBEFMENSIP RTPR ( #EIR ) -

BERF SR BRASIPARR, RRBEABERS

B, AIAMERALBERRSHERE. EZRR (B ) REEFRARME  tigh TERKRRE,

- SIPRRIERE "THIR, TRk, TXEAR, ERERIBARAHA, FTXERTCEFK

5.0,
- FAPATE , @8R FENRINIPH UV EASIPEREMR L FMEAE S | Xt AZBIPLbIE AT BE

E.,Bz 2R, MMREEEHRNR , FBEENATM A ZPAT,
- FERERT , ERAERRAYMEASIPEE |, 21F -

* S|PE|JH#,ﬁM(|M)1EJ§ : SBRUA.

* SIPIE_EHIIESIPRE : Dropped.

*RE A R B MR uR P st - EFA.

B R ER B R A FZESIP URILEEA.

*FEREE B 2R BB R0: ERA.

* RTP—2tE : REHIFIT,

*SIP—BtE . THITREREMNIRARTE.

%S HEAE

LT R—LEHANERELINAMPFEA G EREMBEN RERMENESED D,

» Show service-policy R B BUAKILINA MPF & 1Y IR I R BRI AT E Ao

firepower# show service-policy

Global policy:

Service-policy: global_policy
Class-map: inspection_default

Inspect: dns preset_dns_map, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/s
Inspect: ftp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-clo

Inspect: h323 h225 _default_h323_map, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-mi
tcp-proxy: bytes in buffer 0, bytes dropped 0

n-pkt-rate

Inspect: h323 ras _default_h323_map, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate |
Inspect: rsh, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-clo

Inspect: rtsp, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,
tcp-proxy: bytes in buffer 0, bytes dropped 0

Inspect: sqlnet, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,
Inspect: skinny, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,

tcp-proxy: bytes in buffer 0, bytes dropped 0

Inspect: sunrpc, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,

tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: sip , packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec,
tcp-proxy: bytes in buffer 0, bytes dropped 0

ve-fail-cl

v6-fail-
v6-fail-

v6-fail-

ve-fail-cl



Inspect: netbios, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail
Inspect: tftp, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cl
Inspect: icmp, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cl
Inspect: icmp error, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-f
Inspect: ip-options UM_STATIC_IP_OPTIONS_MAP, packet 0, Tock fail 0, drop O, reset-drop 0, 5-min-
Class-map: class_snmp
Inspect: snmp, packet 0, Tock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate 0 pkts/sec, v6-fail-cl
Class-map: class-default

Default Queueing Set connection policy: drop 0
Set connection advanced-options: UM_STATIC_TCP_MAP

Retransmission drops: 0 TCP checksum drops : 0O

Exceeded MSS drops : O SYN with data drops: 0O

Invalid ACK drops : 0 SYN-ACK with data drops: 0

Out-of-order (000) packets : 0 000 no buffer drops: 0

000 buffer timeout drops : 0 SEQ past window drops: 0

Reserved bit cleared: 0 Reserved bit drops : 0O

IP TTL modified : 0 Urgent flag cleared: 0O

Window varied resets: 0

TCP-options:

Selective ACK cleared: 0 Timestamp cleared : O
Window scale cleared : 0

Othe
Othe

r options cleared: 0
r options drops: 0

show service-policy inspect httpan % #9 % H 7~ 5] B RhitpfREHE A

firepower# show service-policy inspect http

Global pol
Service-
Class-
Insp

pr

cl

icy:

policy: global_poTicy

map: inspection_default

ect: http http, packet 1916, drop 0, reset-drop O
otocol violations

packet 0

ass http_any (match-any)

Match: request method get, 638 packets
Match: request method put, 10 packets
Match: request method post, 0 packets
Match: request method connect, 0 packets
log, packet 648

- EERBENNE LR Easp-dropiitE,

Syntax
#Capture

type asp-drop

match



for example

#Capture asp type asp-drop all match ip any any

#Capture asp type asp-drop all match ip any host x.x.x.x
#Capture asp type asp-drop all match ip host x.x.x.x host x.x.x.x

MR A SR EHAESENLINA MPFEARRRE

LT RECiscoR e A BR B A REZEAMPF LINAEARER T HiRE,

« EiBFlexConfiglt {THHRE : MEEZEFHUFMC UINEEESMFTRE  hERXBEHRER KX
;08
« FEIBFTD CLI#THEEE . BKEEEFHFTIDCLINERBEHEHTE  KERTRKAEHX
, MR BEEHABAHHE , HISMREE.

ZEiBFlexConfigit 1T 4H RE

FlexConfigR —B&ZEAF % , AREEERASANIIEE , ELYREHEEBEHEMS  BEEE
RO EEETEE,

KA R SRR A MBI RV L B (A BIBFMC UIBYFlexConfig L , TS E M ERZEE | th Al LUERE
BAREBERE,

HBR1.

£FMC Ul L |, B Z|Objects > Object Management > FlexConfig > FlexConfig Object , & A LATE
ERIFER D ERUHRNBE,



Firewall Managemen nter
,L .d.. .d:_d_.g_e . oLl Overview Analysis Policies Devices Objects Integration Deploy Q @ i+ 9 admin
——
> AAA Server FlexConfig Object Add FlexConfig Object [JESHINERELY X

» MAccess List
> Address Pools FlexConfig Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig polices

Application Filters

AS Path Mame Description

BFD Template ) ) ) _
Default_Inspection_Protocol_Disable Disable Default Inspection, B a

Cipher Suite List

3 Community List Default_lnspection_Protecol_Enable Enable Default Inspection. % Q,
o

DHCP IPvE Pool Inspect_|IPvE_Configure Configure inspection for ipvé traffic. Used text objects in the sc... B

Inspact_IPvE_UnConfigure UnConfigure inspection for ipvé traffic. E‘E Q

External Attributes
File List

* FlexConfig

FlexConfig Object

Geolocation

BEEFlexConfig EREHR

SER 2.

EXHBERERE , AL IFlexConfighf K.,

B EHER>BEREE> FlexConfig > FlexConfight &> # 18 FlexConfig¥f &

FEARTRGIF , Efftglobal_policyZ FSIPHE , HEEMXER .

policy-map global_policy
class inspection_default
no inspect sip

Bl EFlexConfig¥f kEF , TJLLURFEIBBIBR MR,
e

« WMRFlexConfig i RIFMAREENER , HIUFERRIACLER , FFiEEEverytime, BH|
, L HBHROEN,

- MERHPRPE-BHHRLEREE , AEA K. AR, £ TREFRIEFexConfigsK i+
MBRZE R

EChil

- Bifn ( FEERE., ) BRIV TREEEEFORBERNEENER, MREAKKHR
B ((EORAEHRERNER ) , AIXAER "M, . IRAHMREERN G TESR
KRPEENDTER , AIXARBIINER  UEFTSEELNTT. ERREEMNRR,



c HE, HRPVDHPEREEBPORREBRNEENFHE, BE L HAEKRIIEERENG S
, FEfE Aprepend.

Edit FlexConfig Object

Name:
Disable_SIP

Description:

Disable SIP ALG on
global_policy

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert « B3 Deployment: Everytime A Type: | Append

policy=map global_policy
class inspection_default
no inspect sip|

v \ariables

Property

By —EHER , LERAFEKRNglobal_policy #Y B {8 i E

SR 3.
£ 2 B4R LINAKIFlexConfig &R BE F 3T I8 &
B E FDevices > FlexConfig , E1ZFE AR A& B 171E = R B BRI FlexConfig R B,

E-EMEAMERE , FHEE "REEEMNFlexConfighf Ry TH "HR
Default_Inspection_Protocol_Disables , fA# ik — T /R #Y B & 875 AS H #7318 I FlexConfig ZE B

o



Firewall Management Center
Flexconfig Policy Editor

Protocol_Inspection

Enter Description

Available FlexConfig -

nfig Object

> User Defined
~ System Defined

“& Default_DNS_Configure

“a Default_Inspection_Protocol_Enable

“i DHCPv6_Prefix_Delegation_Configure
of DHCPvE_Prefix_Delegation_UnConfigure
& DNS_Configure

oF DNS_UnConfigure

"8 Eigrp_Configure

"% Eigrp_Interface_Configure

o Eigrp_UnGonfigure

_Unconfigure_All

COverview Analysis Policies Devices Objects Integration
—
“a Selected Prepend FlexConfigs
H Marme Description

(=

=% Selected Append FlexConfigs

" Name Description

BERRERNHERUZAMEHRERE

HER 4.
BERE

REBRTRELAEF , TESRKMEFLIEER EANER.

Deploy

Preview Config

a ¢+ e

admin

Policy Assignments (1)

Firewall Management Center
Flexconfig Policy E

Ior

Protocol_Inspection

Enter Description

Avzailable FlexConfig o FlexConfig Obje

X

-) User Defined

~ Systern Defined
"8 Default_DNS_Configure

[ ocieutinepecton.Potocoosele |
“& Default_Inspection_Protocol _Enable
"8 DHCPvE_Prefix_Delegation_Configure
&5 DHCPvE_Prefix_Delegation_UnGonfigure
“8 DNS_Configure

7 DNS_UnConfigure

= Eigrp_C

. Eont

8 Eigrp_interface_Configure
¥ Eigrp_UnConfi
o8 Eigrp_Uncon

RRERMABERINEEHR

Owerview

Analysis Policies Devices Objects Integration

“& Selected Prepend FlexConfigs
# Name

Description

1 Default_Inspection_Protocol_Disable

o0 Selected Append FlexConfigs

# Name Description

Digable Default Inspection.

Deploy

Q ¢
Preview Config

admin

i+ @

Policy Assignments (1)



SR 5.
E@imEMR B0 TEAEESE, (User defined)FEHRIZBANEVINER , REFERE
2 B ETEEAS T8 2R EE
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~ User Defined
& ACL-ControlPlane
"8 ACL_OUTSIDE_CONTROL_PLANE
“8 Adjust-TCP-MSS
& AnyConnect_FlexObject

“& enable-threat-detection=ravpn
H MName Description
"a Username_Logging_Enable
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> configure inspection

disable

for example
> configure inspection SIP disable
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ERFIHEZARBER , FH Tshow running-config policy-map@if. FEAFIF | SIPHRI#HEE

A, RRETBHRERKRIBESES.

firepower# show running-config policy-map
|
policy-map type inspect dns preset_dns_map
parameters

message-Tlength maximum client auto

message-Tlength maximum 512

no tcp-inspection
policy-map type inspect ip-options UM_STATIC_IP_OPTIONS_MAP
parameters

eool action allow

nop action allow

router-alert action allow
policy-map global_policy

class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sqlnet

inspect skinny

inspect sunrpc

inspect netbios

inspect tftp

inspect icmp

inspect icmp error

inspect ip-options UM_STATIC_IP_OPTIONS_MAP
class class_snmp

inspect snmp

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
|
firepower#
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-overview.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa920/configuration/firewall/asa-920-firewall-config/inspect-basic.html#ID-2092-00000991
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/show_asp_drop_command_usage/show-asp-drop-command-usage.html#pgfId-306660
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/show_asp_drop_command_usage/show-asp-drop-command-usage.html#pgfId-306660
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