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Device Summarny
Interface
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Interfacos Virtual Tunnal Interfacos

2 tunnels

Site1FTD_Create VTI
TERIBEHVTIFHEANMXEENA. &—T "OK, &ift,

- Z#:demovti

- HWIEID:1

« BERIR : outside(GigabitEthernet0/0)
P4t F F AT : 169.254.10.1/24

- RER—TBHRE "E/A. LE

Name

demovti

Most features work with named interfaces only, although some require unname
Description

- N
Tunnel ID unnel Source

1 outside (GigabitEthernet0/0)

0 10413

7 ™
IP Address and Subnet Mask

169.254.10.1 / 24
\_ J

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Site1FTD_VTI_Details_Tunnel1_ISP1

A FE:demovti_sp2
- BEID:2

OO@®® i = - b secure

Status

e (W)




- BERIR : outside2(GigabitEthernet0/1)
o |P#but 7T : 169.254.20.11/24
- REEZE—TBHRE "EMAL LE

Name
demovti_sp2| .

Description
V
Tunnel ID unnel Source
2 outside? (GigabitEthernet0/1) v
IP Address and Subnet Mask
169.254.20.11 / 24

Site1FTD_VTI_Details_Tunnel2_ISP2

S B4 BE FDevice > Site-to-Site VPN, #£—T "View Configuration 1Z#f,
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Interfaces Routing Updates System Settings
Managemart: Marged 1 static route Gealocation, Rule, VOB, System Upgrada, Mandgement Access
4 of Security Inteligence Feeds
View Al Interfaces > Wiow Configuration » Viaw Configuration >
Smart License Backup and Restore Troubleshoot
Tier: FTDWS0 - 10 Gbps
Vinw Conflguration ¥ Wiew Configuration » RECUEST FILE TO BE CREATED S0 Mo
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
T Includes: FlexGonflg, Smart GLI Audit Events, Deployment History,
Download Configuration
Vi Configusatian » Configunn » Wit Conligairation » View Coaflgisration 3

Site1FTD_View_Site2Site_VPN
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e LOCAL NTIRFACTS £ REMOTE RITWORES AT DXIMST

CREATE SITE-TO-SITE CONNECTION

Site1FTD_Create_Site-to-Site_Connection
5@5 1. E{/\ﬁ%ﬁﬂg %gﬁgﬂo E - TNEXTE&HO

- ERREREERE  ER_S2

« Type:BHEL(VTI)

o ARibVPNFARENE : ER ( EFRIFEL, )
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New Site-to-site VPN o Endpoint 2) Gonfigurat

. VPN TUNNEL . .
e - P | T Remoe Neork
FIDV7a2 INTERNET PEER ENDPOINT
Define Endpoints
o ¢ - . [P . 1l
ks that L
Connection Profile Hame Type
S —

Sites Configuration

LOGAL SITE REMOTE SITE

Local VPN Access Interface rRCITICII.'I: IP Address

demovti (Tunnel1) = 192.168.10.1

.
e | I
Site1FTD_ISP1_Site-to-Site_VPN_Define_Endpoints
S50 BEZE|KE Policy, % — FEDIT#Z40,
T R HE o == == . admin aluiln o
_'LI EavllavicaiMandger Monitoring Policies Objects Device: ftdv742 @ @ @ * Administrator «isea SECURE
ite-to-=ite o R S O Canflauration ir
New Site-to-site VPN () engposs © o 3
@ ven TuNNEL )
el W o — e D —

FTONT42 r—— PEER ENDPOINT

Privacy Configuration

IKE Policy

o IKE policies ane glabal, you canndt configurs différent policies per VPN Any enabled IKE Policies are avallable i all VPN
connections.

wevensionz (D) e VERSION1 (@)

IKE Policy

oy

IPSec Proposal

None selected EDIT... [!]

Site1FTD_Edit_IKE_Policy

HR5IHRIKERR , BULIEREES , B EBRE—T "SHEIKERK ) REIEFNIKESRRE

o

EATBIS | YIAREIKERKAES-SHASHA , I3 7T — (B KM ARET, #— FOKEMRNE
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« Z#:AES256_DH14_SHA256_SHA256
« IN#:AES, AES256

- DH#H : 14

- SEEMME . SHA256

+ PRF¥#ZE : SHA256

- Lifetime:86400 ( 5%

Add IKE v2 Policy

[ Priority Name State

Y Filter 1 ] [ AES256_DH14_SHA256_SHA256 ] Q]

A i
@ ) AES-GCM-NULL-SHA Encryption

.
M——
|‘) AES-SHA-SHA
Diffie-Hellman Group

@ ) DES-SHA-SHA O v

S

[ Integrity Hash )

Lifetime (seconds)

Create New IKE Policy “ 86400

Site1FTD_Add_New_IKE_Policy



Y Filter

@ AES-GCM-NULL-SHA

@ DES-SHA-SHA

Q AES256_DH14_SHA256_SHA256

e @ Qe 9

Create New IKE Policy

Site1FTD_Enable_New_IKE_Policy

S5 4 BB F|PSecEEE, R— TFEDITRH,
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= g Monitoring Palicies Objects Device: frdw742 e . Admimistrator = emco SECURE

I Si - =g f_.\':. e nfiaurat
New Site-to-site VPN (1) encpaims ° 3} Summary

@ VPN TUNNEL

FTONT42 PEER ENDPOINT

) Remote Hetwork

INTERNET

Privacy Configuration

IKE Policy

D KE policies ane global, you cannat configure different policies per VPN, Any enabled IKE Policies are svailable to ol VPN
connections.

||;Emsmz‘) IKE VERSION 1 (B

IKE Policy

Globally applied EDNT...

IPSec Proposal

None selected | EDIT... I (1]

Site1FTD_Edit_IKE_Proposal

HER5.5. ¥ IPSecEE , B LEMAERNERIIEZ — TR MW IPSecEBERIZFHIIPSeciE
#o EARAIFR , B —EANETRHHI RO, E—TOKRBIUEITRHE.

. Z¥:AES256_SHA256
« fN%%:AES. AES256
o STTEMME - SHA1. SHA256

Add IKE v2 IPSec Proposal

Name

Y Filter SET DEFAULT
AES256_SHA256

A
& AES-GCM in Default Set f I ——

& AES-SHA i AESESE o

& DES-SHA-1 Integrity Hash

SHA256 >

Site1FTD_Add_New_IKE_Proposal



Y Filter SET DEFAULT

& AES-GCM in Default Set

& AES-SHA

@ DES-SHA-1

& AES256_SHA256

--------------------------

Site1FTD_Enable_New_IKE_Proposal

SBS6.NTRBEAYEEELASE. B—T "T—%, %,
HETHELASE  BRES2FIDERETE,



Firewall Device Manager

= SECYORO)
> ?
Policies Objects Device: fdvT42 e & s

FTONTa2 INTERNET PEER ENDPOINT

Privacy Configuration

IKE Paolicy

) IKE policias are global, you cannot configure differant policies per VPR Any enabled IKE Policies are svailatie to all VPN
COANBELONS.

ixe version 2 (D) IKE vERsion 1 (@)

IKE Policy

Globally applied EDIT..

IPSec Proposal

Custom set selected EDIT...

Authentication Type
(®) Pre-shared Manual Key  (O) Certificate

Local Pre-shaned Key

emote Peer Pre-shared Key
senes

wo (SN

Site1FTD_Configure_Pre_Shared_Key

SR 7T REVPNEE, NRFEBREARAER ,

FINISHIZ i,

admin
Adirmvinistrator

¥ —TBACK#:#, MR—YIEFE ,

aliilis o -
esee SECUR



Demo_S2S Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0 demovti (169.254.10.1) < | PeeriP Address 192.168.10.1

Interface

IKE Policy aes,aes-192,aes-256-sha512,sha384,sha,sha256-sha512,sha384,sha,sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes,aes-256-sha-1,sha-256

Authentication Pre-shared Manual Key

S y

IKE V1: DISABLED

IPSEC SETTINGS
Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ADDITIONAL OPTIONS
o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

eacx I

Site1FTD_ISP1_Review_VPN_Config_Summary

S ER6. BEE L B5. LUE EIBISP2EE 3 #7 Y 1k 25 ZI 15 B VPN,



Demo_S$25_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0B demonti_sp?2 (169.254.20.11 G Peer IP Address 192.168.20.1
Interface

(II;E Policy ass, aes-192 aes5-256-5ha%12,5ha384 ,sha,shal?56-sha512,5ha384 sha sha256-21,20,16,15,14, aes, a65-256- 1
sha,sha?56-5ha,sha256-14

IPSec Proposal aes,aes-256-sha-1,5ha-256

Authentication Pre-shared Manual Key

IKE ¥V1: DISABLED

2B800 seconds

\[’Pe
Lifetime
Duration
Lifetime Size

4608000 kilobytes

6 Information Is copled to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful

Site1FTD_ISP2_Review_VPN_Config_Summary

SER7T BV FEURFIRA , UAFREBBFTD, EAXGH , AAMEARNETR, REENERSE
B QB R,

I s o #= = 3 . i
i Firewall Device Manager = == @ O @ : admin e
‘|"]'-l WAl Davicaintanaga Manitoring Policks Objects Divice: fdv742 ] : Al wco SECURE

@ Security Policies

2 = (O sstoeenpion — () dentity — () Security inteligence — (@) NAT — B Intrusion

1 rule ¥ Fiter 0 @ +
NETWORKS PORTS zonEs APPLICATIONS  URLS
3 1 Demo_allow
Al
Dafnilt Actica Access Control @ Block @, [, w

Site1FTD_Allow_Access_Control_Rule_Example
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HAEREN , ARFIDAZFIHEE T ERENATLARMERARK., RELEENATHERE,
EiB|Policies > NAT, &—T+izill, RHFMENR K REBE—T "OKL ,

. Title:NATS &

- (I : BEINATIRAI 28

« Type:fF&E

- JENE : INSIDE

- BE . £E

- FiR#bHE : 192.168.70.0/24

o EBAREHE : 192.168.70.0/24
- FIEEEMH - 192.168.50.0/24

o EipyBE M : 192.168.50.0/24
« BUARoute-Lookup

Add NAT Rule

Source nterface Destination Interfacs

inzide it Any

Soures Address roe Souree Addioes

Inside_192.168.70 Aoy Insicle_192. 168,70

Destination Address Destination Address

peer_192.168.50.0 Ay paer_192.168.50.0 ~

Site1FTD_Nat_Exempt_Rule



Title Create Rule for Status

NAT Exempt Manual NAT v D

Manual NAT rules allow the transiation of the source &s well 23 the destination address of a network packei. Destination and part
translation ame optional. You can place manual MAT rules eithar before or after Auto NAT rules and insert the nules at a apecific location

Placermant Type
Before Auto NAT Rules b Static o

Packet Translation Advanced Options

Translate DMNS replies that match this rule

Fallthrough to Interface PAT (Destination Interface)

[ Perform route lookup for Destination interface I

Do not proxy ARF on Destination Interface

Show Diagram (@ CAMCEL “

Site1FTD_Nat_Exempt_Rule_2

Manitoring Policies

Firewall Device Manager i Objects Siaiii fiiis @ @ @ 2 mﬁ o s SECURE

& Security Policies

2 - SSL Decryption  —> identity —3 | Security Intelligence — [ AN - @) AccessContrl % Intrusion

3 rules ¥ Filter +

DESTINATIOL.

INTEBFACES  SOURCE AD_ DESTINATIOL. SOURCE PORT DESTINATIOL SOURCE AD._..

» 1 NAT Exempt STATIC Insioe insida_192.1.. pber_192.16... ANy ANY nside_182.1... poar_192.16.. ANNY
Aey

Marwal MAT Rulos (After)

¥ 1 ISPINatRule DYNAMIC inshose Aty ipd ANY ANY ANY Interface ¥ =4 AMNY
outside

33 1SPIHatRule DYMAMC it gt ANY ANy Intextacn AN ANV
outside2

Site1FTD_Nat_Rule_Overview

HRABEEEN.

: m @ iz = 3 ¢ adm
Firewall Device Manager = - min v il op ey ne
irawiall Devis)Manag Montorng  Policies  Objects Device: fichi742 @ Q @ * Administrator SneiSECURE

Site1FTD_Deployment_Changes



vh#52 FTD VPNELE

HER10.E YA 2 FTDRVARIES| BEBR S R1 TP ER9,

DemoS2S Connection Profile

ﬂ Peer endpoint needs to be configured according to specified below configuration.

VPN Access 0P demati25 (169.254.10.2) A:? Peer IP Address 192.168.30.1
Interface

(_IKE Policy aes aes- 192 aes-256-5ha512 shalBd sha sha256-5ha512 shaldB4d sha sha256-21,20,16,15,14, aes aes-256- -\
sha,sha256-sha,sha256-14
IPSec Proposal ses,aes-256-sha-1,sha-256
Authentication Pre-shared Manual Key
LTypa J

IKE V1: DISABLED

Lifetime 28800 seconds

Duration

Lifetime Size AB08000 kilobytes

o Information is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successfu

Site2FTD_ISP1_Review_VPN_Config_Summary



Demo_52S_SP2 Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access QP demovti_sp2 (169.254.20.12) (:} Peer IP Address 192.168.40.1
Interface

IKE Policy aes,aes-192,ae5-256-5ha512,sha384 sha,sha256-sha512, sha3d4,sha, sha256-21,20,16,15,14, aes,aes-256-
sha,sha256-sha,sha256-14

IPSec Proposal aes, aes-256-sha-1,5ha- 256

Authentication Pre-shared Manual Key

Type

IKE V1: DISABLED

IPSEC SETTINGS

Lifetime 28800 seconds
Duration
Lifetime Size 4608000 kilobytes

ﬂ Infarmation is copied to the clipboard when you click Finish. You must allow the browser to access your clipboard for the copy to be successful.

BAsK

Site2FTD_ISP2_Review_VPN_Config_Summary



Edit NAT Rule

Title Create Rule for

NAT Exempt Manual NAT

Placemant

Before Auto NAT Rulal

Packel Translation

Advanced Options

CRIGINAL PACKET TRANSLATED PACKET

[oource Imerace Destination Interface

inside

Any

Source Address

Source Pon Source Address

inside_192.168.50 ] Any inside_192.168.50 v

Destination Address Destingtion Port Destination Address Destination Port
peer_192.168.70. Ay bt peer_192.168.70.0 v Any e
Show Diagram @ CANGEL

Site2FTD_Nat_Exempt_Rule
PBRLHELE
v 251 FTD PBREL &

HER11./Site1 FTDEM EHPBRAIABEEANFBERER. EMIHBR-PIE , ARE-T+&
i g8

-~ o | o b ONNC) -
= = = @ H admin alialn oo .
Monioring Policies Objecis Device: ftdu742 e o Administrator i asco SECURE

—
Network Objects and Groups

9 cbjects ¥ Filter ]

Preset fillers: System defined, Liser defined

Site1FTD_Create_Network_Object

B 11.1. EiSite1 Client2 IPH#s it IR, RELEEH, Z— TOKIZH,

+ ##:local_192.168.70.10
« Type:E#
« E#:192.168.70.10



Add Network Object

MNama

local_192.168.70.10

Description

Type

Metwork Host FQDN Range
S O ©

Haost

192.168.70.10

Site1FTD_Site1FTD_PBR_LocalObject

S ER11.2. 2 Site2 Client2 IPHHE VI R, IREMLEEH., L—T "TOKL &,

« Z¥:remote_192.168.50.10
« Type:FH#
« FH#: 192.168.50.10

Add Network Object

Name

remole_192.168.50.10

Description

Type

(O Metwerk (O raon () Range

Host

182.168.50.10

Site1FTD_PBR_RemoteObject

SER12. APBREMIERHHEEE, EEZDevice > Advanced Configuration, #—T "View
Configuration o
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Firewall Device Manager Moritoring Policies Objects Device: ftdu742 @ * Ackerinistrater
Mosiel Software i) Intrusion Rule Update Cloud Servoss High Avadsbisty s
Cisco Firepowes Threat Defense for KVM 7.4.2-172 3760 20Z31011-1536 # Connecied | fangni Mot Configurad

w2

spereer Threat Defunse for KyM @

" SECURE

1T Inside Natwark A0 AN B O 0 o5 e 87
(] () () ) () ) o) o)

Interfaces Routing Updates System Settings

Marsgement: Merged B static routis Geslocation, Ruk:, VDR, Systern Upgrde, Maragement Access

Enabled 4 of @ Secunty Ineligance Fesds

View All Intarfaces » View Configuration 3 View Configuratinn >
DNS Server

Smart License Backup and Restore Troubleshoot Hosm.a.“e
Tima Senaces

agistenad Last Backup: 14 Aug 2024 created pet S5L Semngs

Ticr: FTDWS) - 10 Gbps )

View Configuration > Wiew Configuration > Lot Al i R el

Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration

2 connections Inchides: FlexConfig, Smart GLI Aucdit Fvents, Deployrment Hestory,
Download Canfiguration

View Configuration > Configura > Viw Configuration > View Configuration ¥

Site1FTD_View_Advanced_Configuration
P = Horgr oY i —_
$E812.1. 8/ FSmart CLI > Objects, #&—T+#%#l,
TR - —— oT o = £ . admin aalieilie
Fiewall Dewice; Manager Monitaring Policies Objects ftdv742 @ s ® . Administertor aseo SECURE

Dewlce Summary

Objects

Advanced
Configuration

Smart CLI

Objects

FlaxConfig

Site1FTD_Add_SmartCLI_Object

SER122MAHKNERE , RRBECLIER.

« Z#:Demo_PBR_ACL
- CLIEMN : IEREHREE

DESCRIPTION

CLI ohject

CREATE SMART CLI OBJECT




Add Smart CLI Object

Dascriplion

LI Template

Extended Access List

Template

Site1FTD_Create_PBR_ACL_1

SB12.3. 5B ETemplate W #E#ITRE. L— TOKIZRIMLAETRT-

%217 , #&— Taction, Ei#Epermit,

Add Smart CLI Object
Mame
Damo_PBR_ACL

CLI Tamplste

Extended Access List

Template

Site1FTD_Create_PBR_ACL_2

31T , # — T source-network, 1#3iElocal_192.168.70.10,
remote_192.168.50.10,

%417 , & — T options I i&Eany,

%617 , ¥ — Tlog-state I iEiEdisabled,

Tampiate

Name Dascription

% — T destination-network, EE




Site1FTD_Create_PBR_ACL_3

S ER13. APBRE M B ¥R, EfiZIDevice > Advanced Configuration > Smart CLI > Objects, 1%
_-F+HI££H'.0

[y it = = .
L] Firewall Device Manager = s @ @ ® E | v ek SECURI
]| Maonitoring Folicies Objects Device: ftdv742 L] Administralor
, 5 any
Advanced Device Summary
Objects

Configuration

Smart GLI

Objects

FlexConfig

FlexConfig Objects

CREATE SMART CLI OBJECT

Site1FTD_Add_SmartCLI_Object

SER1B1BMAHKRNERE , RRBECLIER.

« Z#:Demo_PBR_RouteMap
« CLIEMR : BXER¥ER

Add Smart CLI Object

Deseription

Site1FTD_Create_PBR_RouteMap_1

FSEB13.2 5B ETemplate W TRE. &— TOKIRME TR,

%217 , #&— Tredistribution, EiEpermit, ¥Z—T "sequence-number, manual input 104 » #&—
T TShow disabled »



Add Smart CLI Object

Name Description

BRemao_PBER_RouteMap

CLI Template

Route Map

Templale

Site1FTD_Create_PBR_RouteMap_2

$31T , B—T+ B AZ1T. ®—Tclause, iZ#match-clause,

Add Smart CLI| Object

Mama Description

Demo_PBR_RoutsMap

CLI Template

Route Mip

Template

match-clause

set-clause

bgp-natch-clause

bgp-set-clause

Site1FTD_Create_PBR_RouteMap_3
8417 , H—T-ERART.
51T , B—T+RAXIT. &—T Tlist-type,s . #E#Eaccess-listo

Add Smart CLI Object

Marme Description

Demo_PBR_RouteMap

CLI Template

Rt Map

Temptate

access-1ist

prefix-1ist




Site1FTD_Create_PBR_RouteMap_4

61T , #H— Taccess-listo BEESB12PREIIWACLER, EA&HH , ©2Demo PBR_ACL,

Add Smart CLI Object

Mame Desariplian

Demo_PER_RouteMap

CLI Template

Route Map

Template

Site1FTD_Create_PBR_RouteMap_5

BOEE3T. B—TREA.. AV REER,

Name Description

Deme_PER_RouteMap

CLI Tempiate

Eoute Map -

Template & Hide disabled

Dupiicate

Site1FTD_Create_PBR_RouteMap_6

EE141TH , #— T clausediEEbgp-set-clause,



Mame Dascription

Demo_PER_Roul eMiap

CLI Template

Foute Map

Template

Site1FTD_Create_PBR_RouteMap_7

1712, 13, 15, 16, 17, 18, 19, 21, 22, 23, 247 , R—TRALUERA,

%2017 , & — Toptionsfi&#Especific-ipo

Name Descripthon

Demo_PBR_RouteMap

CLI Template

Route Map -

Template & Hide disabled () Resi

ERR opt Lans «

specific-ip |

Site1FTD_Create_PBR_RouteMap_8

%2117 , ¥ —Tip-address, FE# AT —BkIPH#ut, EAXEHIF | ERYEEHSite2 FTD VTIEE
2(169.254.20.12)89IP{utit, 32— T Hide disabled,



Name Description

Demo_PBR_RouteMap

Template

configure match i

match ipvd

CANCEL

Site1FTD_Create_PBR_RouteMap_9

BERAHRHEE.

Name Descripticn

Demo_PER_RouteMap

Template @ Show disabled ' Reset

s “

Site1FTD_Create_PBR_RouteMap_10

$ER14. BPBRE I FlexConfig¥i R, EfnZElDevice > Advanced Configuration > FlexConfig
Objects , A& BIE -+,



[ih  Erewall De Y EL o ==
= Monitering Policies Objects

® @ ;o v b secume

Device Sumemsrn

FlexConfig Objects

e T
® A SCRETION TN

Site1FTD_Create_PBR_FlexObj_1

SEIU4ANBABERNEBRE, E4%F , Demo_PBR_FlexObj, #TemplateXINegate Templatefim &
B ATSI,

- Bk :
interface GigabitEthernet0/2
policy-route route-map Demo_PBR_RouteMap_Site2
. BEEM :
interface GigabitEthernet0/2
no policy-route route-map Demo_PBR_RouteMap_Site2

Mame
Dema_PBR_FlexObj

Description

Variables

4 ADD VARLAGLE

Template

MNegate Templat

Site1FTD_Create_PBR_FlexObj_2

S EBR15. BPBRE I FlexConfigiR B, EfnZEIDevice > Advanced Configuration > FlexConfig
Policy, #&— T+iZilt, BIEFESB14PEINFlexConfighi RBEME, & — TOKEH,



ivid o = == () @\I ’5\ (:) . admin wlilis op g i
Monitoring Policies Objects evice: frdv742 . l\_/ . Administrator eseo S ELLUIKE

Device Summary
FlexConfig Policy

Configuration

- S . 4
Smart CLY Group List Preview
Objects
Fese .
v
FlaxConfig Objects. Ceoatn nony FlaxConfin Obicct CANCEL I

FlexConfig Policy

Site1FTD_Create_PBR_FlexPolicy_1

SRS ERERETRBD T, MREHRE , FE—TSave,

PR Eie SR - i i = [ ] /’) ™ (= O . admin alial
) Fireawall Davice Manager >, =l ? . RINERD
ol ol Monltoring Policles Objects Device: frdvT42 L- e (?J : . Administrator EICaT .S

Advanced

Configuration FlexConfig Policy

—— Group List Preview

+
Objects
B Demo_PER_FhexOly

FlexConfig

FlexConfig Objects

FlexConfig Policy

Site1FTD_Create_PBR_FlexPolicy_2

HER16. P BREE K,

= ~ ) “h o E= =m ~SIlalay 6y admin
Firewall Device Manage | N ? .
" i anager et \.) \ oS

Monitoring Policias Objects Davice: w742
Site1FTD_Deployment_Changes

U522 FTD PBRELE

SB7T EBTBIELSR16.LUEFHILE2 FTDAWHEESI B2 IPBR,



Add Smart CLI Object

Description

Demo_PBR_ACL_Site2

Template

Site2FTD_Create_PBR_ACL

Add Smart CLI Object

Name Description

[Demu_PBR_F!meMap_She? ]

GLI Template

Route Map

Template

Site2FTD_Create_ PBR_RouteMap



Create FlexConfig Object

Name

[ Demo_PBR_FlexObj_Site2 l

Drescription

Variables

+ ADD VARIABLE

Templata

Negale Template

Site2FTD_Create_PBR_FlexObj

[+ = atii] ¥ == == . a
LE'T]  Firewsal Device Manager =7 U_ 5 @ (= @' @ : kol . Wl cECURE
il | Monitoring Policies Objects Device: Mdv742 . & Admimistrator )

Device Summary

FlexConfig Policy

Advanced
Configuration

@ Successfully saved.

Group List Preview

+

[ Demo_PER_FlaxObi_Site2
FlexConfig Objects

FlexConfig Policy

Site2FTD_Create_PBR_FlexPolicy
SLAEEfZSR FVELE
Site1 FTD SLAES #2253 &

HER18./Site1 FTDHSLAES IR B UMMM E R, EMIBR>M\EL , BB+,

[ = - . B o == 3 . admin il
{1} Firewall Device Manager i 2 = @ » E o asce SECURE
Monitoring Policies Device: fidv742 L] Administrator

Object Types ¢« Metwork Objects and Groups

D Networks 9 objects

¥ o *
Fraset Taes v dioecl Lon Aeoe

€ Ports



Site1FTD_Create_Network_Object

$ER18.1. BISP1EREIPH U BT H R, RBREMLEEH. &—T TOKL &,

+ Z#:OutsideToSP1_192.168.30.3
« Type:E#
« FH#:192.168.30.3

Add Network Object

arne

OutsideTo5P1_192.168.30.3

Description

Type

(D) Metwork () Faon () Range

ost

192.168.30.3

Site1FTD_Create_SLAMonitor_NetObj_ISP1

HER18.2. BISP2IRABEIPHIL RV H R, RELEEF. #EH—T "OK, il

« ZM:Outside2ToSP2_192.168.40.4
« Type:E#
« ¥H#:192.168.40.4

Add Network Object

ame

Ouiside2ToSP2_192.168.40.4

Description

Type
() Metwork (O rapN - () Range

Host

192.168.40.4

Site1FTD_Create_SLAMonitor_NetObj_ISP2

HER19.BUSLAE RS, SMIYR>HRAER|> SLAERSR., B—T+RAUEITHHNSLAE RS

o



P = o = = ©eeo: . :
1 Firewall Device Manac 2] = il oo o
L] Firewall Device Manager o Ll | ooeas | Dovice: fdvraz @ @ PO e ¥ SECURE

Object Types SLA Monitors

S Nitworka ¥ Filer

MCNTORED ADDRESS TARGET WTERFACE ACTIONS

CREATE SLA MONTOR

Site1FTD_Create_SLAMonitor

SR EFNESLAEEHRAED , BISPIRERHKSENER, B— TOKRBEITRHT,

- & #:sla-outside

o EfRESHbAl : OutsideToSP1_192.168.30.3
« BN E : outside(GigabitEthernet0/0)

« |IPICMP ECHO®18 : Fa5%

Add SLA Monitor Object

Moniter Addvess

CutsideToSP 1_192.168.30.3
S—

Target inertace

cutside [GigabitEthenmetn/a)

1P HGAP ECHO OFTIONS

0 Feliowirg prosmitios hows fulomin ceerciation: Theoshold = Timeoue = Frogueney

Threshaid

5000

Frecuency

E0000

Typa of Sanica Mumbar of Packats Data Size

o 1 28

Site1FTD_Create_SLAMonitor_NetObj_ISP1_Details



SEB10.2 BB — T+ BISP2RAREE M FASLAE 28], HEHESLAERHREES , A
ISP2IERERM ML ENER. E— TOKIZMETHERT,

« ##:sla-outside2

o ESyR2Siil - Outside2ToSP2_192.168.40.4
« BN A : outside2(GigabitEthernet0/1)

« |IPICMP ECHO®1H : Fa5%

Oueside2ToSP2_152.168.40.4

gt Interface
outside? (Gigsbitthermetn)1)

P ICUP ECHO DPTIONS

O reiioning pnperes Pin Esvering eoreebisn: Thnsld § Timeser « Moty

Site1FTD_Create_SLAMonitor_NetObj_ISP2_Details

HER20. BB EE K,

] Firewall Device Manager MmEring Po‘l?:ies uji:u Dharv my?dz @ @ :u;:mw' v i’ SECURE
Site1FTD_Deployment_Changes
Vh2E2 FTD SLAES RSB B

SE21.EELE18, RIS ER20, EHNE2 FTD EMEES| B2 I SLABSRES,



Name

zla-outside

Description

[ Monitor Address

OutsideToSP1_192.168.10.3
v

Target Interface

outside (GigabitEthernet0/0)

1P ICMP ECHO OPTIONS

@ Following properiies have foll comalation: T = Timaout = Fi
Thrashold Timaout

5000 mi s 5000
Frequency

mwc i) e 15

A ¢

Type of Service Number of Packsts Data Size

0 1 28

CANCEL

Site2FTD_Create_SLAMonitor_NetObj_ISP1_Details

Name

sha-outsided|

Description

Monitor Address

Qutside2ToSP2_192.168.20.4

Target Interface

outside2 (GigabitEthernet0/1)

P IGMP ECHO OPTIONS:

o Following propentes have following comelation: Threshold = Timeoot < Frequency

Threshold Timeout
5000 ™ ds 5000

Frequency
E0000

Type of Service Number of Packets Data Size
0 1 28

CANCEL

Site2FTD_Create_SLAMonitor_NetObj_ISP2_Details



e H LA E
VR FTDR R HEE

HER22 57Site1 FTIDEM S HFERHAEANFERE R, BiFlObjects > Networks , EBE+iRH

o
=1 - AR o = = + . admin L]
) rewall Device Manager = H v  heed SEC
) ] Firewall Device Manage Monitoring Policies Objects Device: ftdw7d2 @ @ @ . Administrator asea SECURE
—
Object Types Network Objects and Groups
0 Networks 9 objects ¥ Filter »
. Preset fiters: System defined, User defined
. ors

Site1FTD_Create_Obj

HER22 1. B¥ESite2 FTDRYoutside2 IPH#it BT ¥R, IBEMKEEH. R—T TOK, &,
« Z¥:remote_outside2_192.168.20.1

« Type:E#
o HAER : 192.168.20.1

Add Network Object

Mame
remaote_outside2_192.168.20.1

Description

Type

Q) network QO raon O Range
Host

192.168.20.1

Site1FTD_Create_NetObj_StaticRoute_1

SER22.2. B¥EESite2 FTDHIVTI Tunnell IPA BV H R, REMLEEH. &E—T "OK, &if

o

- Z¥:peer_vti_169.254.10.2
« Type:E#
o A& : 169.254.10.2



Add Network Object

Type
Network | (@) Host FQDN Range
Host
169.254.10.2

Site1FTD_Create_NetObj_StaticRoute_2

$ER22 3. A¥EHSite2 FTDHIVTIRSE?2 IPHit BT ¥R, REMXLEEHA, H—T TOK, &,

« & ¥:peer_vti_169.254.20.12
« Type:F#
o ¥BER : 169.254.20.12

Add Network Object

peer_vii_169.254.20.12 ]

Type
Network | (@) Host

Host
169.254.20.12

Site1FTD_Create_NetObj_StaticRoute_3

SER22.4. B EHSIte2 FIDMW AR EIH R, BEXKEEZH, B—T "OK, &,

- Z¥:peer_192.168.50.0
« Type:iBE&
o H8E% : 192.168.50.0/24



Add Network Object

Name
peer_192.168.50.0

Description

Type
(@) Network

MNetwork

[ 192,168.50.0/24

Site1FTD_Create_NetObj_StaticRoute_4

S ER23 BB EDevice > Routing, #&—T "View Configurationy . 3 — T Static RoutingBE#. %
— T +IR B R R

= . ] ;
"] Firewall Device Manager - o

Monitering Paolicies

® & @ i e ¥ % SECURE

o | : & Internet

@ ISP/WAN/Gatewsy

taie Smart Lice.
Interfaces Routing Updates Syste
Management: Merged 1 static route Geolacation, Rule, VDB, System Upgrade, Mana,
Enabiled 4 of 9 Security Intaligence Feeds
View All Interfaces 3 View Configuration » View Configuration »
Smart License Backup and Restore Troubleshoot
Registerad L SS5L Settings
Tier: FTDWE0 - 10 Gbps
View Configuration > View Configuration > bzl banat e idng, Fam o
Site1FTD_View_Route_Configuration
[ Firewall Device Manager i o = == @ @ H s I T [T e
by =l S e L Monitoring Polices Objects Device: fidv742 . Administrator asce SECURE
Device Summary
Routing
Add Multiple Virtual Routers £ 3. Commands 3 BGP Global Settings
Static Routing BGP OSPF EIGRP ECMP Traffic Zones
B
— e

TIRFACE

Site1FTD_Add_Static_Route

SER231 A EASLAEZRWISPIBEELTERKER, MRISPIEBERLETE  RESER
ISPt R {E AR H. ISP1IRE®R A RESWEAMERISP1, FRESLENENRA, B—T



OKIZSHIEITRETFo

- B ESP1GW

* Interface:outside(GigabitEthernet0/0)
- BAWE : IPv4

. #BE& : any-ipv4

- #8E : OutsideToSP1_192.168.30.3
- BE 1

« SLAESZ : sla-outside



Add Static Route

Name

ToSP1GW

Description

nterface

outside (GigabitEthernet0/0) v

Protocol

@ 1Pva () IPv6

ateway Metric

OutsideToSP1_192.168.30.3 ™ 1

SLA Monitor Applicable only for IPvl Protocol type

sla-outside v

CANCEL

Site1FTD_Create_StaticRoute_1



HER23.2. BIBEEAISP2RBELBEAFARKH, BEXERXM ., EXRHF | EER2, FRHEMLE
ﬁ%ﬂo #ﬁ_TOKﬁiﬂﬁ?Tﬁﬁo

& #:DefaultToOSP2GW

* Interface:outside2(GigabitEthernet0/1)
- BAWE : IPv4

- #8B& : any-ipv4

- #8E8 : Outside2ToSP2_192.168.40.4
- BE 2



Add Static Route

Name

DefaultToSP2GW
Description

Y

Interface

outside2 (GigabitEthernet0/1) v
Gateway Metric

Outside2ToSP2_192.168.40.4 ! 2
SLA Monitor Applicable only for IPvd Protocol type

Please select an SLA Monitor '

CANCEL

Site1FTD_Create_StaticRoute 2



S$E823.3. AEIBISP2/{EE H E B SLAELIZ I ¥ 5 Site2 FTDRYoutside2 IP# 3t B B iR E R I ##F

B, A ESite2 FTDMoutside2 B IVPN, FEMAKEER., H— TOKIRBHETRET.

- & #:SpecificToSP2GW

* Interface:outside2(GigabitEthernet0/1)
- BAAWE : IPv4

- #83% : remote_outside2_192.168.20.1
 #8E8 : Outside2ToSP2_192.168.40.4
- EE 1

« SLAEE$Z : sla-outside?2

Coa



Add Static Route

Name
SpecificToSP2GW
Description
Y
Interface
outside2 (GigabitEthernet0/1) ot
Protocol
@ IPva () IPv6
+
5 remote_outside2_192.168.20.1
Gateway Metric
Outside2ToSP2_192.168.40.4 W 1
SLA Monitor Applicable only for Ifv4 Protocol type
sla-outside2 v

CANCEL

Site1FTD_Create_StaticRoute_3



SER23.4. /BB 2 FTDMEZEVTIRRE1/EABRIZIIZEY £ Site2 FTDRY A ISP B Wit R E
BUBREEH , WFEASLAEZRRNZEBREINEFHAE. MRISPIERBBRFE , VPNR
ESYHBREISP2HIVTIREE2, —HISP1RE , REMMRERISPINVTIREE1, FBREESKEEA.

B —TOKIRIEITREE,

« & ToVTISP1

* Interface:demovti(Tunnel1)
- BAABE : IPv4

.« #83& : peer_192.168.50.0

« #3FE3 : peer_vti_169.254.10.2
« BE 1

o SLAEEHE : sla-outside



Add Static Route

Name

ToVTISP|

Description

7
Interface
demovti (Tunnel1) v
T peer_192.168.50.0
ateway Metric
peer_vti_169.254.10.2 v 1
SLA Monitor Applicable only for JPvd Protocol type
sla-outside v

CANCEL

Site1FTD_Create_StaticRoute_4



HER23.5. K BB R2 FIDNHEVTIRRE2FEABERIIEH S R2 FTDHNATMKRN B ERE
ViBwRERE , ARBBRE2NEEFinRE, KEEREAARNINE. EXRRIIF  EES
22, FRELEFEES . B—TOKZRMETRHE.

« Z#:ToVTISP2_Backup

« Interface:demovti_sp2 ( F2i&2 )
- BAWE : IPv4

. #8B& : peer_192.168.50.0

- #BB8 : peer vti_169.254.20.12
- B 22



Add Static Route

Name

ToVTISP2_Backup|

Description
Vi
Interface
demovti_sp2 (Tunnel2) v
Protocol
@ 1Pva () IPv6
Networks
+
T peer_192.168.50.0
Gateway Metric
peer_vti_169.254.20.12 v 22
SLA Monitor Applicable only for IPv4 Protocol type
Please select an SLA Monitor v

Site1FTD_Create_StaticRoute_5



$ER23.6. APBRABEMN FREKR A, BiBSite2 FIDNYZEVTIRRE2/EAHERE |, BiBSLABIEE|
Site2ZB FIm2H B ERE, BIRUHMEEA, H—TOKRIBETHT

« B ToVTISP2

« Interface:demovti_sp2 ( F2i&2 )
- BEAWGE : IPv4

. #8B% : remote_192.168.50.10

. %883 : peer vti_169.254.20.12
- BE 1

« SLAEE$Z : sla-outside?2



Add Static Route

ame

ToVTISPZ

Description

Interface

demovti_sp2 (Tunnel2)

D) remote_192.168.50.10

Gateway

peer_vti_169.254.20.12

SLA Monitor Applicable only for§Pv4 Protocol type

sla-outside2

Site1FTD_Create_StaticRoute_6

CANCEL

Metric



HER24 FPBMEBEE X

Fiowdl Dovoo MONSERT i ol Omus e nevr O&)e ® : .. - ¥ secuw
Site1FTD_Deployment_Changes
W22 FIDB AR HEE
SBR25. EESB22%24 |, ASite2 FTDE N EEHESI B FRERH.

1 Firewall Device Manager i o 3= == @ @ - admin ol e
""" . Maonitoring Policies Objects Device: frdw742 4 Adrministrator 0D Rt ANE

Dévice Surnmisry
Routing
Add Multiple Virtual Routers w >~ Commands v £ BGP Global Settings
Static Routing BGP O5PF EIGRP ECMP Traffic Zones
6 routes Y E
INTERFACE p GATEWAY B
1 ToSP1GW outside Pvid 0.0.0.0/0 192.168.10.3 sla-outside 1
2 DefaultToSP2GW outside2 IPyd 0.0.0.0/0 192.168.20.4 2
1 SpecificToSPZGW outside? IPed 192.168.40.1 192.168.20.4 sla-outside? 1
4 ToVTISP2 demovtl_sp2 IPud 192.168.70.10 168.254.20.11 sla-outside2 1
5 ToVTISPZ_backup demovii_sp2 Pwd 192.168.70.0/24 168.254.20.11 22
& TaWTISP1 demovii2s IPwid 192.168.70.0/24 169.254.10.1 sla-outside 1

Site2FTD_Create_StaticRoute

BRRE

FRAAHFAR , BRENWEERREREE, BBTEAHSSHEE ESite1 FTDHSite2 FTDRY
CLl,

ISP1RIISP2T4EIEH

VPN

//Sitel FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:156, Status:UP-ACTIVE, IKE count:1l, CHILD count:1

Tunnel-id Local Remote
1072332533 192.168.30.1/500 192.168.10.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/44895 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535



ESP spi in/out: Oxec031247/0xc2f3f549
IKEv2 SAs:
Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77860 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show crypto ikev2 sa

IKEv2 SAs:

Session-id:44, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
499259237 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/44985 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0xc2f3f549/0xec031247

IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/77950 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

B R

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

PSK

PSK

PSK



o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.30.3 to network 0.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

169.254.10.0 255.255.255.0 is directly connected, demovti
169.254.10.1 255.255.255.255 is directly connected, demovti
169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.11 255.255.255.255 is directly connected, demovti_sp2
192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside?2
192.168.30.0 255.255.255.0 is directly connected, outside
192.168.30.1 255.255.255.255 is directly connected, outside
192.168.40.0 255.255.255.0 is directly connected, outside2
192.168.40.1 255.255.255.255 is directly connected, outside2
192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti
192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

I_ﬁU')U')I_ﬁI_ﬁU')I_ﬁI_ﬁU?

// Site2 FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 192.168.10.3 to network 0.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

169.254.10.0 255.255.255.0 is directly connected, demovti25
169.254.10.2 255.255.255.255 is directly connected, demovti25
169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.12 255.255.255.255 is directly connected, demovti_sp2
192.168.10.0 255.255.255.0 is directly connected, outside
192.168.10.1 255.255.255.255 is directly connected, outside
192.168.20.0 255.255.255.0 is directly connected, outside2
192.168.20.1 255.255.255.255 is directly connected, outside2
192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2
192.168.50.0 255.255.255.0 is directly connected, inside
192.168.50.1 255.255.255.255 is directly connected, inside
192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25
192.168.70.10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2

(ﬁ(ﬁl_ﬁ(ﬁl_ﬁl_ﬁl_ﬁl_ﬁ(/?

HORORROR

SLAE 2

// Sitel FTD:

ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II



Entry number: 188426425

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.40.4

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 855903900

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.30.3

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1748

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.173 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30

NumOfRTT: 1 RTTSum: 30 RTTSum2: 900

Entry number: 855903900
Modification time: 08:37:05.133 UTC Wed Aug 14 2024



Number of Octets Used by this Entry: 2056
Number of operations attempted: 1748
Number of operations skipped: 0

Current seconds left in Life: Forever
Operational state of entry: Active

Last time this entry was reset: Never
Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 30

Latest operation start time: 13:44:05.178 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 30 RTTMin: 30 RTTMax: 30
NumOfRTT: 1 RTTSum: 30 RTTSum2: 900

// Site2 FTD:

ftdv742# show sla monitor configuration
SA Agent, Infrastructure Engine-II

Entry number: 550063734

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.20.4

Interface: outside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 609724264

Owner:

Tag:

Type of operation to perform: echo
Target address: 192.168.10.3

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active



Enhanced History:

ftdv742# show sla monitor operational-state

Entry number: 550063734

Modification time: 09:05:52.864 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.916 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

Entry number: 609724264

Modification time: 09:05:52.856 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1718

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 190

Latest operation start time: 13:42:52.921 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 190 RTTMin: 190 RTTMax: 190

NumOfRTT: 1 RTTSum: 190 RTTSum2: 36100

Ping Bz
581, Site1&EF i1 ping Site2& Fifi1,

pingZ 8l , R Eshow crypto ipsec saf 5T EEF | inc interface:|encap|decap on Site1 FTD,
EAREGHFF |, TunneNBERARTEN1497H I NMARBRE N 1498E 2,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1497, #pkts encrypt: 1497, #pkts digest: 1497

#pkts decaps: 1498, #pkts decrypt: 1498, #pkts verify: 1498

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16



#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site1%& F i1 5 Mping Site2& F i1,

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 10/97/227 ms

¥ &Eshow crypto ipsec safy 5885 | inc interface:|encap|decap on Site1 FTD after successfullys

ARG BE1ETAREEN1502HTTARMBRIEN1503HT , WEFTEIFEMSHT
, E85{@ping Bl EE R AF, EFXR T~ HESite1 Client1ZISite2 Client1#ping 2iEiBISP1REE 13 H Y,
BEETHESMBRIETHELZIEEM , RMEFLIEARLRE.

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1502, #pkts encrypt: 1502, #pkts digest: 1502

#pkts decaps: 1503, #pkts decrypt: 1503, #pkts verify: 1503

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 15, #pkts decrypt: 15, #pkts verify: 15

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

B 52, Site1 & F 2 ping Site2& F 2,
pingZ 8l , FEM&Eshow crypto ipsec saly 5T &7 | inc interface:|encap|decap on Site1 FTD,
EAREGHF AR | Tunnel2BE R AREEN21ETSMNARERIEN20EH S,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520

#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 21, #pkts encrypt: 21, #pkts digest: 21

#pkts decaps: 20, #pkts decrypt: 20, #pkts verify: 20

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0



Site1& F 25 Hping Site2& F 2,

Sitel Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/39/87 ms

#&Eshow crypto ipsec safy 5885 | inc interface:|encap|decap on Site1 FTD after successfullyo

FEAREEHIH JELZEEZI'\261I¢‘T@L THE | 25@EH TETHRBRTE | MEFHSFEMEAHT , B
51Ip|ngIEIFE§‘}?$E’Ffo T Site1 Cllent2¥TS|te2 Client28ping 2 ZEiBISP2EE 2K, BE
VRERRHERMBRIEFTHENE M , ERFTLIESLREER,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti

#pkts encaps: 1520, #pkts encrypt: 1520, #pkts digest: 1520

#pkts decaps: 1521, #pkts decrypt: 1521, #pkts verify: 1521

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
interface: demovti_sp2

#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26

#pkts decaps: 25, #pkts decrypt: 25, #pkts verify: 25

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0O

ISP1E¢ &R T , MISP2IEE TE
ARG | FEBIEAISP1M N EEO/ LUEERISP & B o B,

Internet_SPl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SP1(config)#

Internet_SP1(config)#interface EO/1
Internet_SP1(config-if)#shutdown
Internet_SP1(config-if)#exit

Internet_SP1(config)#

VPN

Tunne 1 BEHE, RAETunnel2BEIKEV2 SA—i2 AT EIARAE,

// Sitel FTD:



ftdv742# show interface tunnel 1
Interface Tunnell "demovti", is down, Tine protocol is down
Hardware 1is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.1, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.30.1
Destination IP address: 192.168.10.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:148, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1045734377 192.168.40.1/500 192.168.20.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/80266 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x47bfa607/0x82e8781d

// Site2 FTD:

ftdv742# show interface tunnel 1
Interface Tunnell "demovti25", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.10.2, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside IP address: 192.168.10.1
Destination IP address: 192.168.30.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d
ftdv742#

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:36, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
477599833 192.168.20.1/500 192.168.40.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/80382 sec
Child sa: Tocal selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x82e8781d/0x47bfa607

B R



EREBRP , HOEBESER.

// Sitel FTD:

ftdv742# show route

Codes:

L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 192.168.40.4 to network 0.0.0.0

I_ﬁ(ﬁ(ﬁl_ﬁl_ﬁ(ﬁl_ﬁ(/?

0.0.0.0 0.0.0.0 [2/0] via 192.168.40.4, outside2

169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.11 255.255.255.255 is directly connected, demovti_sp2
192.168.20.1 255.255.255.255 [1/0] via 192.168.40.4, outside2
192.168.30.0 255.255.255.0 is directly connected, outside
192.168.30.1 255.255.255.255 is directly connected, outside
192.168.40.0 255.255.255.0 is directly connected, outside2
192.168.40.1 255.255.255.255 is directly connected, outside2
192.168.50.0 255.255.255.0 [22/0] via 169.254.20.12, demovti_sp2
192.168.50.10 255.255.255.255 [1/0] via 169.254.20.12, demovti_sp2
192.168.70.0 255.255.255.0 is directly connected, inside
192.168.70.1 255.255.255.255 is directly connected, inside

// Site2 FTD:

ftdv742# show route

Codes:

L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 192.168.10.3 to network 0.0.0.0

Lnlnl_ﬁlnl_ﬁl_ﬁl_ﬁll?

0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside
169.254.20.0 255.255.255.0 is directly connected, demovti_sp2
169.254.20.12 255.255.255.255 is directly connected, demovti_sp2

192.168.10.0 255.255.255.0 is directly connected, outside
192.168.10.1 255.255.255.255 is directly connected, outside
192.168.20.0 255.255.255.0 is directly connected, outside2
192.168.20.1 255.255.255.255 is directly connected, outside?2
192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside2
192.168.50.0 255.255.255.0 is directly connected, inside
192.168.50.1 255.255.255.255 is directly connected, inside
192.168.70.0 255.255.255.0 [22/0] via 169.254.20.11, demovti_sp2

192.168.70.10 255.255.255.255 [1/0] via 169.254.20.11, demovti_sp2



SLAEE R

#ESite1 FTDE , SLAE#22RBRISP1R R B iR B K ( B Fi14192.168.30.3 ) 8559039005

// Sitel FTD:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.131 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1786

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 100

Latest operation start time: 14:22:05.132 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 100 RTTMin: 100 RTTMax: 100

NumOfRTT: 1 RTTSum: 100 RTTSum2: 10000

Entry number: 855903900

Modification time: 08:37:05.132 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1786

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 14:22:05.134 UTC Thu Aug 15 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: O RTTMax: 0

NumOfRTT: 0O RTTSum: O RTTSum2: 0O

ftdv742# show track
Track 1
Response Time Reporter 855903900 reachability
Reachability is Down
7 changes, last change 00:11:03
Latest operation return code: Timeout

Tracked by:
STATIC-IP-ROUTING O
Track 2

Response Time Reporter 188426425 reachability
Reachability 1is Up
4 changes, last change 13:15:11
Latest operation return code: OK
Latest RTT (millisecs) 140
Tracked by:
STATIC-IP-ROUTING O



Ping Bl &
pingZ 8l , R Eshow crypto ipsec saf 5T & &5 | inc interface:|encap|decap on Site1 FTD,
FEAREHIH |, Tunnel2BE RAREEHI6ETIH AR EREENISBEH S,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2
#pkts encaps: 36, #pkts encrypt: 36, #pkts digest: 36
#pkts decaps: 35, #pkts decrypt: 35, #pkts verify: 35
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site 1% F w1 Hping Site2%& F i1,

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 22/133/253 ms

Site 1% Fim2 M Hping Site2%& F w2,

Sitel Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 34/56/87 ms

¥ &show crypto ipsec saf¥&t 883 | inc interface:|encap|decap on Site1 FTD afsuccessfully,

EAREGG P | BE2BEREHSETHE | ASEHTETHEREE K MEFEEEMOoERES
, EB10{BpingEl FEE R FF, ERTEEIBISPIEIE 2 HpingH o

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti_sp2
#pkts encaps: 46, #pkts encrypt: 46, #pkts digest: 46
#pkts decaps: 45, #pkts decrypt: 45, #pkts verify: 45
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0



ISP22 & Rl , MISP1T/EERE
EAREIS | FEEIRISP2 LM NATEE/1 LUERISP2I8 T & B,

Internet_SP2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Internet_SP2(config)#

Internet_SP2(config)#int e0/1
Internet_SP2(config-if)#shutdown

Internet_SP2(config-if)#AZ

Internet_SP2#

VPN

BRE2FIH/ T . RAETunnel1EIKEV2 SA—EEREEARE,

// Sitel FTD:

ftdv742# show interface tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.11, subnet mask 255.255.255.0
Tunnel Interface Information:
Source interface: outside2 IP address: 192.168.40.1
Destination IP address: 192.168.20.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d

ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:159, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1375077093 192.168.30.1/500 192.168.10.1/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/349 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x40f407b4/0x26598bcc

// Site2 FTD:

ftdv742# show int tunnel 2
Interface Tunnel2 "demovti_sp2", is down, Tine protocol is down
Hardware 1is Virtual Tunnel MAC address N/A, MTU 1500
IP address 169.254.20.12, subnet mask 255.255.255.0
Tunnel Interface Information:



Source interface: outside2 IP address: 192.168.20.1
Destination IP address: 192.168.40.1
IPsec MTU Overhead : 0
Mode: ipsec ipv4 IPsec profile: ipsec_profile|e4084d322d
ftdv742# show crypto ikev2 sa
IKEv2 SAs:
Session-id:165, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
1025640731 192.168.10.1/500 192.168.30.1/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:

Life/Active Time: 86400/379 sec
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 0.0.0.0/0 - 255.255.255.255/65535
ESP spi in/out: 0x26598bcc/0x40f407b4

B R
HEEEHKRP , BEISP24AEIRY % H APBRIR &M IH Ko

// Sitel FTD:
ftdv742# show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is 192.168.30.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.30.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti

L 169.254.10.1 255.255.255.255 is directly connected, demovti

C 192.168.30.0 255.255.255.0 is directly connected, outside

L 192.168.30.1 255.255.255.255 is directly connected, outside
C 192.168.40.0 255.255.255.0 is directly connected, outside2

L 192.168.40.1 255.255.255.255 is directly connected, outside2
S 192.168.50.0 255.255.255.0 [1/0] via 169.254.10.2, demovti

C 192.168.70.0 255.255.255.0 is directly connected, inside

L 192.168.70.1 255.255.255.255 is directly connected, inside

// Site2 FTD:
ftdv742# show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

PSK



N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 192.168.10.3 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.10.3, outside

C 169.254.10.0 255.255.255.0 is directly connected, demovti25

L 169.254.10.2 255.255.255.255 is directly connected, demovti25
C 192.168.10.0 255.255.255.0 is directly connected, outside

L 192.168.10.1 255.255.255.255 is directly connected, outside

C 192.168.20.0 255.255.255.0 is directly connected, outside2

L 192.168.20.1 255.255.255.255 is directly connected, outside2
S 192.168.40.1 255.255.255.255 [1/0] via 192.168.20.4, outside?2
C 192.168.50.0 255.255.255.0 is directly connected, inside

L 192.168.50.1 255.255.255.255 is directly connected, inside

S 192.168.70.0 255.255.255.0 [1/0] via 169.254.10.1, demovti25
SLAEE %

fESite1 FTDE , SLAES 2SR B RISP2M0 1% B imaR MR EF ( B1E#b1E5192.168.40.4 ) 188426425,

// Sitel FTD:

ftdv742# show sla monitor operational-state

Entry number: 188426425

Modification time: 08:37:05.133 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 1816

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout
Latest operation start time: 14:52:05.174 UTC Thu Aug 15 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: 0 RTTMax: 0

NumOfRTT: O RTTSum: O RTTSum2: 0

Entry number: 855903900

Modification time: 08:37:05.135 UTC Wed Aug 14 2024
Number of Octets Used by this Entry: 2056
Number of operations attempted: 1816
Number of operations skipped: 0

Current seconds left in Life: Forever
Operational state of entry: Active

Last time this entry was reset: Never
Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 10



Latest operation start time: 14:52:05.177 UTC Thu Aug 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 10 RTTMin: 10 RTTMax: 10

NumOfRTT: 1 RTTSum: 10 RTTSum2: 100

ftdv742# show track
Track 1
Response Time Reporter 855903900 reachability
Reachability 1is Up
8 changes, Tlast change 00:14:37
Latest operation return code: OK
Latest RTT (millisecs) 60
Tracked by:
STATIC-IP-ROUTING O
Track 2
Response Time Reporter 188426425 reachability
Reachability is Down
5 changes, Tast change 00:09:30
Latest operation return code: Timeout
Tracked by:
STATIC-IP-ROUTING O

Ping Bl &
pingZ 8l , R Eshow crypto ipsec saf 5T 885 | inc interface:|encap|decap on Site1 FTD,
EAXREHGH | BEIERARHENTAERSMAREREEN7IERE,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 74, #pkts encrypt: 74, #pkts digest: 74
#pkts decaps: 73, #pkts decrypt: 73, #pkts verify: 73
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

Site 1% F % 1% Hping Site2% F i1,

Sitel_Clientl#ping 192.168.50.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 30/158/255 ms

Site 1% Fim2 M Hping Site2%& F w2,



Sitel_Client2#ping 192.168.50.10
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.50.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 6/58/143 ms

¥ &show crypto ipsec saf¥&H 88T | inc interface:|encap|decap on Site1 FTD after successfully,
EAREGH P, BEIERAEHIETHE | S3EHTHETHIREE , MEFTHSREMOOEHS

, E10{@ping Bl FEERMFF, EFRTpingH T REBISP1EE1EH,

// Sitel FTD:

ftdv742# show crypto ipsec sa | inc interface:|encap|decap
interface: demovti
#pkts encaps: 84, #pkts encrypt: 84, #pkts digest: 84
#pkts decaps: 83, #pkts decrypt: 83, #pkts verify: 83

#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly:

Al 3
AEFIR A0 T R B A TR

18] LAE A 1B Lo debugn & # VPN ER 5 1T BEHEER

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

debug vti 255

S8 LA FIE e debugh T ¥ PBRED S HE 1T # BE HERR

debug policy-route

&R LA IS e debugin ¥ SLABE 1235 30 0 1T U HERR

ftdv742# debug sla monitor ?
error Output IP SLA Monitor Error Messages
trace Output IP SLA Monitor Trace Messages

0
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