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EEMA, PEBE N HE(Lina)IEEZENE(Linux) WA RERE, 7.3RERMRAK,

A, AEEEENERMRIESE. LinaHf EERRNFHEEANATRSE,

BEiBE

NEDENEFFERE , AFARATRABAMNE , SESHTRAERE,

IEBREEREHEIREER , YERELEBERATFHEERE.

EMREENEER | 5EFTD CLIZE f# Ashow management-interface convergencen &

> show management-interface convergence
no management-interface convergence

ZERETEENEREH
HBR1.

EFMC Ul L | BEZEDevices > Device Management , REZBIZEHREMNFTD. ©EEZHBE

Interfaces B &,




‘ Firewall Management Center

_ . . _ _ " " allvatlre
ARk | Bl Firenall FuHasEe Overview  Analysis Policies Devices Objects Integration Deploy @ @GP £ @ adminv Wb crcuRe

Tac_test E3 m

Cisco Firepower Threat Defense for ViMware

Device Interfaces Inline Sets Routing DHCP VTEP

© Management Interface action needed. X
Merge the M, and the M Merge dialog box, or merge them later by g the 2~ icon for interface in the table below.
Merging the interface will cause some downtime. Leam morne

0, Search by name || Sync Device | | Add Interfaces |
Interface Logical Name Type Security Zones MAC Address (Active/Standby) 1P Address Path Monitoring  Virtual Router
® Diagrostie0/0 diagnostic Physical 192.168.40.74/255.255.255.0(Stat...  Disabled Global P
(@ GigabiEtherneto/o Physical F—
(@ GigabitEthernetor1 Physical F——
(& Gigabitethernetorz Physical Disabled

EEFHRIRBIRAT 4 2% A DB NERN AN BRI

SR2.

filERDiagnostic/TEI LNFIEEE. REMTELRERBEMEESEBES G
Bign , LD ENEPFE ;| P MRS,

Edit Physical Interface

General IPwd IPvE Path Monitoring Hardware Configuration

IP Type:
| Use static P - |

1P Address:
|192.mm_?mss_zss.zss_o |

eg. 192.0.2, 1/255 255.255. 128 or 192.0.2.1/25

I BR 2 B /7 T | P 3tk 1t



Firewall Management Center

Overview Analysis Policies Devices Objects Integration
Tac_test
Cisco Firepower Threat Defense for Wiware
Device Interfaces Infine Sets Routing DHCP VTEP
—
Global v Network & Interface Iﬁ‘;”:‘::'f Trom Virtus! Gateway Tunneled
Virty ¥ [Pvd Routes
DNS diagnastic Global 192, 168.40,254 false
¥ IPvE Routes

Deploy

Matric

o ¢ @

admin -

+ Add Route

Tracked

¥ — TManagement Interface Merge action needed[E13] , & —T "2, (Diagnostic)/THE L ©

fm¥E. (Edit)

Firewall Management Center
Devices | Secure Firewall Interfaces

Tac_test
Gisco Firepower Threat Defense for VMware

Device Interfaces Inline Sets Routing DHC
© Management Interface action needed.

Merge the and on the Manag

Marging the interface will cause some downtime. Leam morne

m Wirtual Tunnels

Interface Logical Name
@ Diagnostic/0 diagnostic

[B GigabitEtherne10/0

[E cigabitEtherneto/1

[ igabitEtherneto/2

EENEEHETN  REEE

Overview Analysis

T ((#E ) FiBKIMergelE R

Policies Devices Objects Integration

Management Interface Merge

0 -
.

The management interface merge will be synced to the standby/data unit. The IP addresses

shown in the “Review Uses™ section shows the active unit’s active address.
After you elick Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deploymant.

Diagnostic interface static routing is no longer supported; you must delate the route before

you can proceed. L
HA monitoring for diagnostic interface is not supported.

]

In this release, you can merge the Management and Diagnostic interlaces to use the single IP instead
of two [P addresses. The merged interdace will be called Management and use the current

management IP address. You will need 10 update all external services that communicate with

Diagnostic IP address.

Proce:

Deploy Q @P £ @  admin -

' SECURE

| [ Sync Devica ]

Add Interfaces »

Path Menitoring  Virual Router

Disabled

Disabled

Disabled

Disabled

Global
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Management Interface Merge e

e g e 4t n e wn g e e nm o o

» Diagnostic interface static routing is no longer supported; you must delete the route before

. you can proceed. Learn more
r » HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two IP addresses. The merged interface will be called Management and use the current
management |P address. You will need to update all external services that communicate with
Diagnostic IP address.

Learn more

Review the Diagnostic IP uses below. The 3 symbol shows configuration uses that you must edit
manually before you can proceed.

r Do you acknowledge the change?
REVIEW 2 USES Refresh

k £ Management Interface
The system will no longer support a Virtual Active Unit IP addresses that
F migrates between the Active and Stand-by HA units in converged mode.

Please remove the |P address on (Diagnostic0/0) before proceeding with
convergence.. See |less

£3 Static Route Setting
F Static Route Setting under virtual router [Global] with management interface
{diagnﬂsticj are not valid when the interface is converged.Please configure
these routes on the device if required and clean the static routes in FMC to
proceed with the convergence See less

Proceed |

EREHIEEMRNEENE S RE

MRFERAOL : BUEHFEAR , BERREEREFEE , AR EFHFBHBManagement Interface
Merge¥i &5 5 #o

- BEREL TNV ERERRESE RLERMER,



Management Interface Merge ? X

@) = The management interface merge will be synced to the standby unit. The IP addresses
shown in the "Review Uses" section shows the active unit's active address.
= After you click Proceed, IP address changes will be saved, and you cannot revert the
management interface merge, even if you discard the deployment.
= Diagnostic interface static routing is no longer supported; you must delete the route before
you can proceed. Learn more
= HA monitoring for diagnostic interface is not supported.

In this release, you can merge the Management and Diagnostic interfaces to use the single IP instead
of two |IP addresses. The merged interface will be called Management and use the current

management |P address. You will need to update all external services that communicate with
Diagnostic IF address.

Learn more
Review the Diagnostic IP uses below. The €3 symbol shows configuration uses that you must edit
manually before you can proceed.

REVIEW 2 USES | * Refresh | Do you acknowledge the
change?
A HTTP Access
Management interface (management) is used in (HTTP Access) of PE.. See
more
A CMP Access
Management interface {management) is used in {ICMP Access) of PF... See
maore
| Cancel || Proceed |

VAREHNFEREREES RO

¥ —T Do you acknowledge the change I, % , A% L — T Proceed,
SR 4.

aOHERE , SRS
"EENHEHESHERFLERNE.
AEE  BERHEEHHENEREEY ; A4 EAFHEFEELH N EMNEBEREE, "



HEFNSHEE,

- Firewall Management Center
[ SWE anage ('_ t Cente Ouerview Analysis Policies Devices Objects Integration Deploy Q, “ED o 9 admin - -

Tac_test Ex

Cisco Firepower Threat Defense for Wilware

Device Interfaces Infine Sets Routing DHCP VTEP

erface merge was saved and is ready to be deployed. X
1 undo the configuration changes related to merge; you must manually reconfigure the Diagnostic interface and related ¢onfiguration,

EUCTEET T Virtual Tunnels Q, Seartch by name y Add Interfaces v

Interface Lagieal Name Typ Security Zones MAC Addrass (ActivelStandly) 1P Address Path Manitoring  Virual Router

@ Managemant0/o management Physical Disabled Global
[@ cigabisEthernetnyo Physical Disabled Vi
@Giudhl'.[lhﬂ'l'lﬂl: Al Physical Disabled ra
GigabitEtherne1d/2 Physical Disabled s

EENEEHERFLERTS
EENEBE~EInterfacesEME L , BEERREN.
HER , EENELHBBIBRET K.

S ER5. A&

MBLEEANBRBERDEN HER , AREEAHEBUEAEENEPis , WAERAMR
X T B MRS B,

BYIRER -

- SNMP{EF &%

« RADIUSEfRES

- ERBEEMAKHEDNSHARES , FHELEPEEERE "Enable DNS Lookup via
diagnostic/Management Interface also, ( BB E/EENEMADNSEM ) . 7EPlatform
Settings > DNS configuration £ , DNSZFMICMP ( pingMltraceroute ) ;XREARE . HEL
BRT , BEHESFERER , IRREREEH , IEBHEREEE,

EENECARERARERBBFTD CLEE(Linux)E{TEE

Lina & IR AR B HAS PR A I BIA BlLinuxi& B

> configure network static-routes ipv4 add management ?
IP address AAA.BBB.CCC.DDD where each part is in the range 0-255 destination address

EFMCUIL , EBNEEZXRGETR , UEHIBE,



Add Static Route Configuration

pDHC Type: ® IPvd () IPv6
= nterface*
MNull0 iifies it is available for route leak)
Selected Network
5 Q, Search management

10.151.103.167
5 10.151.110.13
10.151.110.14
10.151.110.15
10.151.110.16
10.151.113.35

This interface is not useable in Converged mode.

1< < Viewina 1-100 of 3660 > ]

BHfERR , BEEFERH LEEEENH,.

B

EEEREMTHELEHRENNES
- BB#ITHTEEFTD CLIBIRAH KRN

> show management-interface convergence
management-interface convergence

« FEFMC UlL , N"ERBBE X BManagement0/0 , E# S BE X Amanagement,

Metric



Firewall Management Center
by anage ('_ t Cente Overview Analysis Policies Devices Objects Integration Deploy
Tac_test
Cisco Firepower Threat Defense for Wiiware
Device Interfaces Infine Sets Routing DHCP VTEP

All Interfaces Virtual Tunnels

Q, Search by name

Interface Logical Name Type Security Zones MAC Address (Active/Standby) P Address
@ Management0/0Q management Physical

GigabitEthernet0/0 Physical

GigabitEthenne1dy 1 Physical

GigabitEthernetdy2 Physical

EENEEBNEES B O

« ZZFTD CLIClishEt , FiMWIP{utE B & ELina LR EAEEN®E,

o ¢°ux @

Disabied

Disabled

Disabled

Disabled

admin -

:::::

Add Interfaces

rtual Rowuter

Global

NATHRERTER : AZPFAEIPv41E203.0.113.130 M 1Pv6it 11t fd00:0:1:1::2;2 B 2 B # 41t

(MEEAREN ) -

5 LIPEIBNATERE A HLinux#&/OFTD IPv4RIPveitit , Rt REEELina LW HIP,

EEREKXT , Tifconfigy FRLinuxAIARERIPYv4(203.0.113.129)FIPv6(fd00:0:1:1::1) ik,

FTD CLI Clish:

> show interface management

Interface Management0/0 "management™, is up, Tine protocol 1is up
Hardware 1is en_vtun rev00, DLY 10 usec

Input flow control is unsupported, output flow control 1is unsupported

MAC address 0050.56b3.f75d, MTU 1500
IP address 203.0.113.130, subnet mask 255.255.255.248

Expert mode on Linux:
root@ftd0l:/home/admin# 1ifconfig

tap5: flags=4419

mtu 1500

inet 203.0.113.129 netmask 255.255.255.248 broadcast 203.0.113.135

inet6 fe80::8403:9ff:fefb:6d16 prefixlen 64 scopeid 0x20

inet6 fd00:0:1:1::1 prefixlen 123 scopeid 0x0

BRHEE — AREH



EARFREGD  EAHRE7A4220 , ERFIDLWZENEHEORE—BEBNIPALL , ARER
ZIDNSZEHH S IR RIS

FHiRZEN7.4.2% K EEETRE , EMESHFEIEFMC Ul, FTD CLI LinafLinuxFHEE S .

FTD CLI LinaflLinux -t th R ERE , LERERAEZEZH N AR RERAEENENRE,

s B & 2 B

PEHNHEEEBNIPAMANRDNSERANFERA , ALEFTDH , EREBEFEAELnaZLinuxiy i@
J

=2 /N
| o

S8t

FMC Ul &

Firewall Mana_g‘_am?_n_t Center Overview Analysis Policies Devices Objects Integration peploy . @ 15 @  admin v Wl cecuRe

Tac_test

Cisco Firepower Threat Defense for Viware

Device Interfaces Infing Sets Routing DHCP VTEP
—
Q, Search by name Syne Davice 3 ¥
All Interfaces Virtual Tunnels %, Saarchiby na 5 o Add Interfaces
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitoring  Virtual Rowter
® DiagnosticOfl diagnaostic Phrysical 192.168,40,74/255,255,255.0(Static]  Disabded Global rd
GigabitEtherneto/n Physical Disabied #
GigabitEthermetd 1 Pirysical Disabded ra
GigabitEthernetd/2 Physical Disabled ra
A BEE K AN
SOt ETEEE
Firewall Management Center ) . - ] . ) ]
9 i Overview Analysis Policies Devices Objects Integration Deploy Q @7 £+ @  admin v Ul sec
—

Tac_test E=

Cisco Firepower Threat Defense for Viware

Device Interfaces Inline Sats Routing DHCP VTEP

Virtual Routers -+ Add Route
v Metwork & Interface L""’}"" from Virtust Gateway Tunneled Matrle Tracked
Router
¥ [Pvd Routes
DNS diagnastic Global 152, 168.40,254 false 1 s

* IPvE Routes

ERDENE LA EFER A

DNSHEE & &8



Devices > Platform Settings , IB1EXE , ARBIZEDNSEIEF,

L, Firewall Management Center

S | Devices / Platform Settings Editor

FQDN_Test_PlatformSettings

Enter Description

Overview Analysis Policies Devices Objects

DNS Settings Trusted DNS Servers

ARP Inspection

Integration

Banner DNS Resolution Settings

DNS Specify DNS servers group and device interfaces to reach them.

External Authenticati : :
srmalAihenteaton @ ) Enable DNS name resolution by device

Fragment Settings

J
HTTP Access DNS Server Groups Add
ICMP Access _
DNS_Server_lab S u
NetFlow any

SSH Access
SMTP Server
SNMP

oo
D

Timeouts

Time Synchronization Expiry Entry Timer:

Time Zone 1

UCAPL/C >ompliance

Performance Profile Poll Timer:
240

FAEREHHDNSE E



FQDN_Test_PlatformSettings

Enter Description

ARP Inspection 1 ang
Banner
DNS Poll Timer:

External Authentication 240

Fragment Settings

Interface Objects
HTTP Access )

ICMP Access Devices will use specified interface objects for connecting with DNS Servers.

Available Interface Objects C Selected Interface Objects
Q_ Search

NetFlow

SSH Access
SMTP Server
SNMP

SSL

Syslog i
Timeouts

Time Synchronization

Time Zone

UCAPL/CC Compliance

Performance Profile

Enable DNS Lookup via diagnostic/Management interface also.

B NBIBPE/EEN ERADNSERH KGR

ZEIBFTD LinafRENZE N E

interface Management0/0
management-only
nameif diagnostic
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.40.74 255.255.255.0

ftd01l# sh 1ip
System IP Addresses:

Interface Name IP address Subnet mask Method
Management0/0 diagnostic 192.168.40.74 255.255.255.0 manual
Current IP Addresses:

Interface Name IP address Subnet mask Method
Management0/0 diagnostic 192.168.40.74 255.255.255.0 manual

ftd01# sh route management-only
Routing Table: mgmt-only



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of Tast resort is not set

S 10.10.10.10 255.255.255.255 [1/0] via 192.168.40.254, diagnostic
C 192.168.40.0 255.255.255.0 is directly connected, diagnostic
L 192.168.40.74 255.255.255.255 is directly connected, diagnostic

FTD CLI Lina L BYDNS4H&E

ftd01l# sh run dns

dns domain-Tlookup diagnostic

DNS server-group DNS_Server_Tlab
retries 5
timeout 15
name-server 10.10.10.10 diagnostic
domain-name test.lab

DNS server-group DefaultDNS

dns-group DNS_Server_Tlab

EZEAN - REE AT EDNSHERES10.10.10.10K9DNSH &

ftd01l# sh cap

capture diag type raw-data trace detail interface diagnostic [Capturing - 340 bytes]
match udp any host 10.10.10.10 eq domain

ftd01# sh cap diag

5 packets captured

1: 00:15:39.660442 192.168.40.74.59939 > 10.10.10.10.53: udp 27
2: 00:15:54.661953 192.168.40.74.59939 > 10.10.10.10.53: udp 27
3: 00:16:09.661739 192.168.40.74.59939 > 10.10.10.10.53: udp 27
4: 00:16:24.667674 192.168.40.74.59939 > 10.10.10.10.53: udp 27
5: 00:16:39.684946 192.168.40.74.59939 > 10.10.10.10.53: udp 27
5 packets shown
ftdol#

ZELnuxEREXATHE , UEFEENELREBZE N ENDNSEHREN ERRE

root@ftd0l:/home/admin# tcpdump -i brl port 53
HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode



Tistening on brl, link-type EN1OMB (Ethernet), capture size 262144 bytes
04:58:14.648941 IP 192.168.40.74.49171 > 10.10.10.10.domain: 5655+ AAAA? cisco.com. (27)
04:58:29.656317 IP 192.168.40.74.11606 10.10.10.10.domain: 26905+ A? cisco.com. (27)
04:58:44.686568 IP 192.168.40.74.11606 10.10.10.10.domain: 24324+ A? cisco.com. (27)
04:58:59.704586 IP 192.168.40.74.11606 10.10.10.10.domain: 35592+ A? cisco.com. (27)
04:59:14.742685 IP 192.168.40.74.11606 10.10.10.10.domain: 40993+ A? cisco.com. (27)
04:59:29.763690 IP 192.168.40.74.11606 10.10.10.10.domain: 62225+ A? cisco.com. (27)
04:59:44.796484 IP 192.168.40.74.11606 10.10.10.10.domain: 25350+ A? cisco.com. (27)

V V VYV VYV

g (A A

MR EBRATR , B TEITES  XERBRZE N ELNAMERE.
EBtERK% , FMCHIFTD CLILWERWT,

fEAFMC VI BN ERE E

Devices > Device Management , i##2FTD, ©2EEZREZ InterfacesE &,

Firewall Management Center
SWE a d.gl' E’ t Cente Ouerview Analysis Policies Devices Objects Integration Deploy Q, “‘D &+ 9 admin ~ A CECURE

Tac_test | Cancel |

Cisco Firepower Threat Defense for Wihware

Device Interfaces Inline Sets Routing DHCP VTEP

Allinterfaces IRGRN A, Search by name Swnc Device Add Interfaces

Interface Logicai Name Type Security Zones MAG Address (Active/Standiy) P Address Path Monitoring ~ Virtual Router
® Management0/0 management Physical Disabled Global Q<

GigabitEthernett/o Physical Disabled p

GigabitEtherned) 1 Physical Disabled ra

[ GigabisEthermentyz Physical Disablad rd
PN Z: = AN
EOENEENE

Firewall Management Center ) ) - . . )
= .(_]I § Ovendew Analysis Policies Devices Qbjacts Integration Deploy @ “CD fs 3 - ] admin ~ ‘e

Tac_test | cancel |

Cisco Firepower Threat Defense for Wiware

Device Interfaces Inline Sets Routing DHCP VTEP

—
Manage Virtual Routers + Add Route
Global v Network & Interface e clfroan i Gateway Tunneled Metric Tracked
er ties

¥ |Pvd Routes

* |Pv6 Routes

- BGP

IPv4

IPvE

Static Route




RETE EIDNS{H PREFHY AR REES R
DNSEEXEAE "FARREL LREFMEE,
Devices > Platform Settings , iIB1EKE , ARBIZEDNSEIEF,

N

ATETHEFEEHANBE R TEEKONSEHELEENE , "FAREBZE/EENEMA
DNSE%EJJ o %ﬁﬁ%i&#ﬂﬁ%o

L, Firewall Management Center

0 Devices / Platform Settings Editor

FQDN_Test_PlatformSettings

Enter Description

Overview Analysis Policies Devices Objects Integration

DNS Settings Trusted DNS Servers

ARP Inspection

Banner DNS Resolution Settings

DNS Specify DNS servers group and device interfaces to reach them.

External Authentication ; ;
= @ ) Enable DNS name resolution by device

Fragment Settings

HTTP Access DNS Server Groups Add

ICMP Access —
DNS_Server_lab L u

NetFlow any

SSH Access

SMTP Server

SNMP

S5L

Syslog

Timeouts

Time Synchronization Expiry Entry Timer:

Time Zone 1

UCAPL/C ompliance

Performance Profile Poll Timer:
240

FARELHDNSEE



FQDN_Test_PlatformSettings

Enter Description

ARP Inspection 1 ang
Banner
DNS Poll Timer:

External Authentication 240

Fragment Settings

Interface Objects
HTTP Access )

ICMP Access Devices will use specified interface objects for connecting with DNS Servers.

NetElow Available Interface Objects C Selected Interface Objects

SSH Access @ Seamh

SMTP Server

SNMP

SSL

Syslog i
Timeouts

Time Synchronization

Time Zone

UCAPL/CC Compliance

Performance Profile

Enable DNS Lookup via diagnostic/Management interface also.

BEBPE/EEN EEADNSEAN BT SN EREHEE

FTD CLILKY#HRE

> show interface management
Interface Management0/0 "management", is up, Tine protocol 1is up
Hardware 1is en_vtun rev00, DLY 10 usec
Input flow control is unsupported, output flow control 1is unsupported
MAC address 0050.56b3.f75d, MTU 1500
IP address 203.0.113.130, subnet mask 255.255.255.248

> show interface 1ip brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0 unassigned YES unset administratively down up
GigabitEthernet0/1 unassigned YES unset administratively down up
GigabitEthernet0/2 unassigned YES unset administratively down up
Internal-Control10/0 127.0.1.1 YES unset up up
Internal-Control0/1 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset down up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 169.254.1.1 YES unset up up
Internal-Data0/2 unassigned YES unset up up

Management0/0 203.0.113.130 YES unset up up



ftd01l# sh route management-only

Routing Table: mgmt-only
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is not set

LINABBFTD CLI L BYDNS#E B

ftd01l# sh run dns

dns domain-lookup management

DNS server-group DNS_Server_Tlab
retries 5

timeout 15

name-server 10.10.10.10 management
domain-name test.lab

DNS server-group DefaultDNS

dns-group DNS_Server_Tlab

FELinUXBERERX THE , SIEFZIONSEAREBEEEENH LW ERTR.

root@ftd0l:/home/admin# tcpdump -i brl port 53

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on brl, link-type EN1OMB (Ethernet), capture size 262144 bytes

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

20

:33.623146 IP ftd01.60310 > 10.10.10.10.domain: 61954+ A? cisco.com. (27)
20:
20:
20:
21:
21:
21:
21:
21:
21:

33.623533 IP ftd01.33417
48.660172 IP ftd01.60310

> umbrella.domain: 20595+ PTR? 10.10.10.10.1in-addr.arpa.
> 10.10.10.10.domain: 41252+ A? cisco.com. (27)

52.638426 IP ftd01.39304 > umbrella.domain: 20595+ PTR? 10.10.10.10.1in-addr.arpa.

09.669133 IP ftd01.47150 > umbrella.domain: 39343+ AAAA? ftd0l. (23)

09.669305 IP ftd01.50173 > umbrella.domain: 57694+ AAAA? ftd0l. (23)

11.659352 IP ftd01.48092 > umbrella.domain: 46478+ PTR? opendns.in-addr.arpa. (45)

14.673992 IP ftd01.58547 > umbrella.domain: 57694+ AAAA? ftd01l. (23)

18.673371 IP ftd01.47607 > umbrella.domain: 39343+ AAAA? ftd01l. (23)

18.695507 IP ftd01.60310 > 10.10.10.10.domain: 29973+ A? cisco.com. (27)

(42)

(42)
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