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mgmt IP mgmt IP
10.62.184.121 10.62 148 247
mgrnt 1P mgmt IP
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-@ FTD HA pair -@
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| FTD (Primary/Active) FTD2 (Secondary/Standby)

SERIREHANRELRERE

EFMC1 (JRFMC ) £ , EfiZEDevices > Device Management, &Z1EFTD HAE Y , A& ZIZEdit:

Fireveall Man:.:gemen.'. Center Drerview Ansbysis  Peiees  Deviees Objcts  Wbsgrtion by O, {3 @ sawma bk
View By: | Geou
a4 & Erroe (0] * Warring (2} Offine {07 ® Normal (2} Deoploymend Ponding (2] ® Upgrade (2} * Sewet 3 (4) O Sk Dadcs m
—
Model 000 Yerses .
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" .
|||||||||| :
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FII’GWGH ManagementCenter Overview  Analysis  Pclicies  Devices  Objects  Integration  Deploy Q @' fo N 7 ] admin ~ el ceeRE

Secure Firewall De

FTD3100_HA

Cisco Secure Firewall 3120 Threat Defense

Surmmary High Avallability Device Interfaces Inline Sets Routing DHCP VTEP

——
1 .
General Faaaxy System oG
MName: FTD1 Model: Cisco Secure Firewall 3120 Threat Defense
Troubleshoot: Logs | [ cu Serial: FJZ254600PB
Mode: Routed Time: 2025-03-07 07:51:23
Compliance Mode: MNone Time Zone: UTC (UTC+0:00)
TLS Crypto Acceleration: Enabled Version: 7.4.2.2
Time Zone setting for Time based UTC (UTC+0:00)
Rules:
Device Configuration: Imgart
Inventory: View
OnBoarding Method: Registration Key

N W ExportBEE7 AHKBERAR E S RAL T,

BUNENZEBA>EHE , MEREHETH. AR , EiEDownload Export Package:

Deploy Q, @ |

Deployments Upgrades @ Health Tasks

20+ total 0 waiting 0 running 0 retnang 20+ success 0 fal

£ Device Configuration Export

Export file created successfully
Download Export Package

®E , A LU — T General E1ZF #Downloadizill, &/i&EBsfolE =R , flaDeviceExport-
cc3fdc40-fod7-11ef-bf7f-6c8e2fc106f6.sfo

BRESHRXEMBANEE , fiw :

« BRENHE
- ABRE

. BRE

- DHCP

- VTEP
BAREE &




Mzt BEHMNEEERRAEEALRE—EFTD, FTDAUUIDXEHE A NsfolE RWRNEHEE, T
ES—EFMCLEMIERMFTD , I 7] [E A sfolg 3R,

BEER 'ELMEAZEBL B hitps://www.cisco.com/c/en/us/td/docs/security/secure-
firewall/management-center/device-config/760/management-center-device-config-76/get-started-
device-settings.html#Cisco Task.dita 7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8

HR2 EREFTDERNE AP AREE

BB FDevices > Device Management , i#ZIEFTD HAEL % , ARZEIFESwitch Active Pair:

Firewall r‘dan?gr’mr’m Center [ Annhysis Paolicas Devices Objects Integratan Deploy Q @ o mdenin b

View By Groug
All(4) @ Emor () ® g (0] Ll Mo Deployment Pending (2) @ Upgrade (2] ® Snort 3 (4) Se m
- FTO_HA(T) ]

FTD3100_HA
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FTD2 (Secondary/Acteve)

SER3.REIFTD HA

B ® FDevices > Device Management , $A#%Break FTD HA:

=1, Firewall Management Center

Crvenview Anatyss Foscics Bevices Cijects. Intograticns
—
View By. | Group
Al(6)  ®Emoc(d) @ Waming (0] Ofine (D) ® Mormal (4) Deployment Percing (1) @ Upgende (2) @ Snert 3 (8)
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Hame Madst versian Chassis Licernes Accwss Gontrod Paicy
- FIB_HA [
. FID3109_HA
Hgh Avalabaty
T Py, Stanctr) e Fireall 3120 Threwn Deforse T422 it Essentisls, IS (2 mare.. | FTDE100_ACP

10.67.184.84

'I':m“‘;“"‘“"“'“"" Lo Frowall 3120 Threat Defonse ra22 Manage Essentials, I°5 (2 mor...| FID3100_ACP
5718485
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&, Search Device m
Deownioad Divies List Becorn
£
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Switch At Pe
Eees
Force refresh node sta
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Revert Upgrade
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HERELRE, BER

Confirm Break

Breaking the High Availability pair “FTD3100_HA" will erase all
configuration axtepl the Access Control and Flax Conhig policy from

? . standby poer. This operaBon might alsd resiart Snort procesass of primany
and secondary devices, temporarily causing traffe intermaption. Are you
SUne you wani to break the par?

Breaking High Avadability pasr when Secondary device is aclive may cause
ﬂ. gxiended nehyork desruption for NAT traffe. Flenss ansung (9 perform cler
arp on upstieam and doamsiream deaces 1o festore connaectnaty.

Force beaak, if s1andby peer ddis Mol res o

N W kR TEEBIBDNNRETE | EASnorE BEHAT BB EHAKE. L
, IUEEFTR |, MREANATEES REBREFE , FEZRERRLENTIHRE ENARPR
H,

FEIFTD HA% , FMCLEME®RIZWFTD,
REESERE ,FTID2 (kXA ) NEARE ( EMERMABNEER )  YAFERERE

<tfroot>
FTD3100-4#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set



<ffroot>

FTD3100-4#

show interface ip brief

Interface

Internal-Data0O/1
Port-channell
Port-channell.200
Port-channell.201

IP-Address
unassigned
unassigned
10.0.200.70
10.0.201.70

FTD1 ( 3E%an ) EBMRFTEERE

<tfroot>

FTD3100-3#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum
MAC Address Move Notification Interval not set

<tfroot>

FTD3100-3#

show interface ip brief

Interface

Internal-Data0/1

Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8
Ethernetl/9
Ethernetl/10
Ethernetl/11
Ethernetl/12
Ethernetl/13
Ethernetl/14

IP-Address
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

OK?
YES
YES
YES
YES

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

Method
unset
unset
manual
manual

Method
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

Status
up
up
up
up

Status
up
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

down
down
down
down
down
down
down
down
down
down
down
down
down
down

Protocol
up
up
up
up

Protocol
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down



Ethernetl/15 unassigned YES unset admin down down
Ethernetl/16 unassigned YES unset admin down down

SHRABEFTD1 (EXE ) ERME
RFTDIGEETE) R TERE, EFEFTDEEEFIEBRIGERIMRE,

FTD1 (Ex-Standby)

(SOUTGE)
- mgmit IP
SRS 10.62.184 84
—_._-'E'} 062 184,121
|
| —
—
.l-'.'l
Fl.mnn:'.-u-n

mgmt IP
10,62 148 247

FMC1
(largat)
'@‘— " Traffic
FTD2 (Ex-Active)

SB5 EHFTDHARA

BE ZESystem > Tools , A%IEEImport/Export:



Deplay O ﬁ" i @ admin~ SR cECURE
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Configuration Health Manitoring
Users Monitor Audit
Domains Policy Syslog
Product Upgrades Events Statistics

T Coment Updates Exclude

‘M Monitor Alerts Tools

i Licenses Backup/Restore
Smart Licenses Scheduling
Classic Licenses l Import/Export l

Data Purge

Zone

EHERIIRENEEREE, BAEBLHMMEFTONAMAEREA , £l

. TFHUEHREAI(ACP)

o HERSAHEEEE(NAT)RE A

« EBITHRAEKR (WRBEER)
- FIDRARE

F5,



;i_ri Flr?a_-.raIIManagement Center Sy - — _p p— N

T 3 ) I EXpoft

» Access Control Policy
FTDI100_ACP Access Control Palicy
¥ Contextual Cross-launch
* Custom Table View
¥ Custom Workflow
* Dashboard
* Health Policy

* INAT Threat Delense
MAT Threat Daflensa

matl
~ Platform Settings Firepower
firepower_test_palicy Piatferm Settings Firepowsr

~ Platform Settings Thieat Datense

E FTD100_P5 Platform Settings Threat Deferse

» Report Template

Export |

~ e . EREANE , TXEEHVPNHEEBNEE., ZEFME , BFEHEFMC2 ( BE
FMC ) L ¥ B E#HEBVPN.

M RAE N BECiscosR FRID CSCwf05294

FRE—{E.sfolEZ , Hla0bjectExport_20250306082738.sfo

SR B/RIRFMCHMIBR/EESEFTDT ( EEE)


https://tools.cisco.com/bugsearch/bug/CSCwf05294

0 Firewall Management Center

Drenace Managomaent

Ovarview Analysis Policios Devices Objects Integration Depioy @ @ 1 @ odminv Wl cccupe
—

Migrate | Deployment History

View By: Group -
AM(s)  ®Emor(d) ®Waming(0)  Offine(0)  ®Mormal(s)  ® DepioymentFending (1) ® Upgrade (2)  #Sno 3 (4) Q Search Device
—
Collapze All Downicad Dovice List Bepost
Namw Model Version Chassis Licenses Access Control Policy Auto RollBack
v FTD_HA (2} #:
@ P Snon 3 Firawall 3120 Threat Dafense 7422 Ma Essontals, IPS (2 morm..)  FTD3I00_AGP :
10.62.184.84 - Routod = : ] = £
Packet Tracer
A FTD2 [Snoft 3 Firowall 3120 Threat Dotense 74.2.2 Manage Essentials, IPS [ more._.)  FTD3100_ACF ) Packet Capture
10.62.184.85 - Roused Rovert Upgrade
Health Monitor
3 Ungrouped (1) Troutdeshoot Files

FEFDEEMIER

Confirm Delete

Are you sure you 'want 1o delete the
device, "FTD1"?

FTD1 CLIBRZ® :

<ftroot>
>

show manager s

No managers configured.

>

FTD12 EMIBR&E MY B BIAREE -
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HR7 ASFTDIRAERRYHEAFMC2 ( BEFMC)

N e ARREELNRSEEFTD HARYBEEHEMCHIBR, %—5E , NERAEE
BHAAMEEN (HIMACP. NAT ) MR SESIE W AR EIRRETES  IEE

ZRELH,
— NMREFBFMCLEFERBNRARE , RRSHBERETIITUTRE

a. BERRIE
bEAEMEBEY—EFHER. EXELERTEARRE (FE 1) NERHER.
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Configuration
Users

Domains

Product Upgrades

Content Updates

Crost
Cros:

Licenses

Smart Licenses
. Classic Licenses

Health
ronitor
Policy
Events

Exclude
Monitor Alerts

Deploy Q@ & @ =dmin~ iy SECURE
P {

Menitaring
ALt

Syslog
Statistics

Tools

Backup/Restons
Scheduling

] =

Data Purge

i#1#Upload Package:

Depoy Q. @ 3 @

admin v 4l SECURE

Upload Package

LEER:
"L, Firewall Management Center
“1=* | System | Tools / Upload Package
Package Name

[ Upload ] Lz:an::e: |

Chrensiew

Analysis Palicies Devices Objects

L (C50 ey

8K




-+, Firewall Management Center

X Orverview Analysis Policies Devices Objects Integration
T 1| System [ Tools /| Package Import

~ Access Control Policy
FTD3100_ACP Access Control Policy

' MAT Threat Defense
natl MNAT Theeat Defense

* Platform Settings Threat Defense
FTD3100_PS Patform Seitings Threat Defense

. Import ||| Cancel |

EFMC2 ( BEFMC ) LBINEYUR/ZLES

i Orverview Anabynis Polickes Dewices Ojects Integration

‘ rh Firewall Management Center
"" Y ERETT = i WG L0
| Import Manifest
Mabwaork and Port objects will ba reused if nams and content matchas with existing objects, in all othar cases objects with duplicate namas am imported as naw objects with & numbar appended to
Ehiy NAMD.

FTDI0_ACP [Access Contiol Polcy]
neat] (NAT Thraat Dalenso)
FTD3100_PS (Platform Somings Theoat Doloenso)

w Imterface Objects

INSIDE_ZONE_3100 (Routed) Security Zones Select.. -
QUTSIDE_ZOME_3100 (Rowtod) b Seciity Zonos Sehect.. -
Import Cancel

&R LAAFMCY ( RIFFMC ) FEEMRBR AR

Mew Security Zone

Please anlar & name

l CUTEIDE_ZONE_3100

=3l -

BEEImport#k , EHBRASHEEREEAZIFMC2 ( BEFMC)

“ Interface Objects

INSIDE_ZONE_3100 (Routed) » Security Zones INSIDE_ZONE_3100 v

OUTSIDE_ZONE_3100 (Routed) » Security Zones OUTSIDE_ZONE_3100 v

| Import | | Cancel




EBEEX :

& Import

Import FTD3100_ACP (Access Control Policy), FTD3100_PS (Platform Settings Threat Defense), 4s X
nat1 (NAT Threat Defense)
View Report

SRS AFTDT ( EEXE ) FFMEIFMC2

BI{EFTD1 ( JEXE ) CLIXREHEES .

<#froot>
>

configure nmanager add 10.62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

BEZFMC2 ( BFMC ) Ul Devices > Device Management , A% Add FTDEE :

Firewall Management Center
i g R Owverview  Analysis Policies Devices Objects  Integration Deploy Q ° {:} 9 admin ~ 'éﬂ'_;é'é' SECURE
—
Migrate Deployment History
View By: Group v
All (0) ® Error (0) ® Warning (0) Offline (0) ® Normal (0) Deployment Pending (0) ® Upgrade (0) Q, Search Device Add v
—
Collapse All
High Availability
Cluster
s . Access Control
Mamea Model Var... Chassis Licanses Policy Auto Rolll Chassis
Group
Ungrouped (0)

MREEEFMAR , FSRAUE R REE
. https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-
and-troubleshoot-firep.html

D EE E— P EARRS R RE
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https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-and-troubleshoot-firep.html

Add Device

Select the Provisioning Method:
® Registration Key ' Serial Number

| | CDO Managed Device

HEI-E'ZT
| 10.62.184.84

Display Name:

FTD1 I

Registration Key:®

Access Control Palicy:*
| FTD3100_AcP v

FERFIERT TR A EEMEE



Smart Licensing

Mote: Al virtual Firewall Theeat Defense devices require a perfonmance ter license.

Make sufe your Smart Licensing account containg the available Boensss you nesd,

I's impoman to choose the ter thal matches the license you have in your sccount.

Click here for information about the Firgwall Threat Defense parformance-tiened ensing.
Until you choose a ter, your Firewall Threat Defense virual defaults to the FTDwS0 selection,

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
Sedect a recommended Tier v

Carrier _
Mahware Defense |

P
URL

Advanced
Unbguee AT 10:+

Transier Packats
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Firewall Management Center

& &
FTD1

Cisco Secure Firewall 3120 Threat Defense

25 | Secure Firewall Device Summany

Device Interfaces Inling Sets Routing

General

Name:

Transfer Packets:
Troubleshool:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration;

Device Configuration:

OnBoarding Method:

Crosnview

DHCP

Anplysis Policies

VTEP

fiy

FTD

Logs [ |
Routed
Maone
Default

Enatded

e Eapssut DHGeperrilugss]

Fegistration Key

Dvices

Licens

Esaentis
Export-
Elahsvard
IP5:
Carmier:
LIRL:
Secure
Secure

Secure

N W MBEESTSRERTIEE b, (RUFER)  SRAEFERINYREFRED
e

BBNER (ACPRLES. NATR2EH, Bl AR

),

Device Configuration Import

This will replace current device configuration with new
configuration from mported fle. Do you want 1o continue ?

Yes

FMCEH ERE.



Dewnce Conlguration Impson

Device configurations imported successfully 7a X
View Import Report

HEBHEEFREFTD1L , flZLEE. ACP, NATE :

o9
FTD1 =
(==

& £ s

&

¥ B EE 8 EEE @
» mom - m m m =

TN % ON % ON RN N N R N NN
@ @ W

/N B MBEAWACPERISSMEEITE | BIACPIREEE (Imatch compile) A 455 Ei
HEFBEE R, EALEAE S SRBACPIEZMREE -

<#root>
FTD3100-3#

show asp rul e-engi ne

Rule compilation Status:

Conpl et ed

HER10.THFTDERE
LeE , BEREREEREZMEIFMC2 ( BEFMC ) MEARE R ERFTD1RMARE R RNAIA &,
HBARNAT, FARE. QoSEXRM, EFEBEFTD, LEED , B ERK , EHBREABEMRE

o



plan , FEAREREALSEERE  BRBERHEMRE

_F.irewail Management Center Pa——

[=!

tform Settings
g

Platform Settings

FTD3100_PS

Analysis

Device Type

Paolicies

Devices Objects

Threat Defense

Integration ~ Deploy  Q @ I @ admin v el cEcURE
Object Management
New Palicy
Status

Targeting 1 devices
Qut-aof-date on 1 targeted devices

Bs

MREE TNAT , AIEEANATRBAESESRERE , BEFFHEF

Firewall Management Center ) ) . ) ) ) )
Bev NAT Cverview  Analysis  Policies  Devices  Objects  Integration  Deploy  Q @ i @ admin « el ope) e
—
MAT Exemptions MNew Policy
NAT Policy Device Type Status
Targeting 1 devices =
natl Thraat Defense Out-of-date on 1 targeted devices % E -’ | |
HEeEFHEAENE
SZEEEEAR
Flrewaﬂ.uaf.!‘:a??mep[‘ C_?Ner Overview  Analysis  Policles  Devices  Objects  Inegrabon vevoy O @ % @ semnv il cpcurs
—
FTD1 E
Cisco Secure Firgwall 3120 Threat Defense
Device imerfaces inling Sets Routing DHCP VTEP
Wirtual Tunnels Q, Search by name Add Interfaces v
interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address Path Monitorng  Virtual Router
=
Etheinét] |5 Prysical Disabipd ra
@emoman 6 Physical Disabled F 4
& thomet1 /7 Physical Disabled r
@ Eramen /8 Physical Disabied ra
@etremet1 3 Physical Disabied r
(& etnemat 10 Phyrsical Disabied r
[# Etremat1 /11 Prysical Desabian s
@ ethemet) 12 Pisical Disabied s
[@etremet 13 Pryysical Disabied ra
(& Ethement 14 Phyrsical Disabied ra
B erremett 15 Physical Disabiod .
Eetromati g Physical Disabled ”
W Port-channel] EtherChannel Disabled £u
I Port-channell 200 INSIDE Subinterface | INSIDE_ZONE_3100 10.0,200.70/24{Static) Disabied Global A3
[ Port-channel! 201 OUTSDE Sublnterface | QUTSIDE_ZONE_3100 10,0,201.70/24{Static) Disabied Global -
Displaying 1-20 of 20 interfaces Page| 1 o1 ol

BRHAEEEEMTIFTDERE !



Firewall Management Center

i

i Cverview Anatysis Policies Devices Oujects Integration Depioy O @ 3 @ adminv

FTD1 =3

Cisco Sacure Firewsdl 3120 Threat Defense

Deirvies IFASEEs Inilie Sats Rouling DHCP VTEP

Manage Virtual Routers t+ Adddl Roate
Mabaork byt ;'Et:’:'-?.‘.'_-u S i Gateway Tunneled Matric Tracked
Virtual artiog ¥ IPvd Routes
any-igvd QUTSIDE Gobal 10,0200 .80 false L S

T IPvG Routes

N W BEERESAHDEBNER (HILVPN ) WEMET .

Analysis B b
Create Mew VPN Topology (7]
Topology Mama:* ed:
YPN3T100
») Policy Based (Crypto Map) Route Based (VTI)

Mabtwork Topology:

Point to Point  [[3=365 0 kbl ] Full Mesh

IKE Viershon:® IKEw1 IKEw2
Endpoints IKE IPsec  Advanced
—
Modea A -+
Davice Name VPN interface Protected Nehworks
FTD FTD OUTSIDE (10u0.301.70) e _ 1000 00.0 rd i
Mok |
Davic e MNorme VPR Interfoce Praotected Networks
Extramat Remota_FW 10,0, 301,50 e _ 10.0.102.0 . i

[ . Ensure the protected networks ane aliowed by access control policy of each cewvice,

N fiE . MEEBHFTDES hEBE B EFMCHIS2S VPNSZE BN EESFEFTDEE
5 B BEMCATE BVPN,

HEHENENR




- Firewall Management Center

HR11 . BRFE T ENFTDAERE
i, BERWRFTD CLIEMERERTHERME.
BRLBMEFTDA "show running-configs i, B LAEAWinMergesidiffE T B 1T HHLE,
LEINMAEERANEZER -
- KEFIHR
- THEHHRA

* ACL rule-ids
. BEMZEREA

HER12. AT

ERSRD , BERERERE EEREBNEMEE/RFEFMCHIFTD2X M E B &
FMCHIFTD1,

2B



FTD1 (Ex-Standby)

FMCA1
{source)
— mgmt IP
r— 062184121
—]
—
Regsiraben
= mgmit 1P
1062, 148 247
—]
FMC1
(target)

=

mt IP
(62.184.84

Regawatios  Naw Registration

FTD2 (Ex-Activa)




FTD1

=

Trafﬁg

FMCA1
(source)

mit IP

mgmt 1P 62.184 84
10.62.184.121
—
—

Fiegistration

Registraton
i = ;:g mgmt IF
10.62.148.247

FMC1
(target)

=

FTD2

AN\ GEE  REMWEETUR, DRI | SB5 —LRBTE | BIFERESEBI
FTD1,VPNE#EY , SAtLEH#,

/N EE  BRESHACPEE  BHEIREUR (25 LRSEI0) .

B BAMFTD2ATEMRNBMMEBHNXBRR[ERE, B8, CRRESEAMEKER

BRE !

M g BRWMALECAEENPRE At EESF NS EEBENARPRE, ZEEH
SERIRMEBNARPIRE | LUNRABEIR,




52 Br  SSETWLUEAFTD CLIES % GARPE A B8 M4 B (ARPIREY -

<#root>
FTD3100-3#
debug nenu i paddrutl 5 10.0.200.70

Gratuitous ARP sent for 10.0.200.70

BHBHFWHENWESEIPEELLG S, Hit , EEREBEENARPIRINELL A A BHEENERE
IPEAGARPE R EIHEE FIR,

HBR13.8 % —EFTDBERIFMC2 ( BEFMC )

REZE—IERREHALRY, At , BEFERFMCT ( RKIRFMC ) FMIBRFTD2 |, WA H M E
FMC2 ( BREFMC ) .

o



FMCA

FTD1

mgrmt 1P
10,62 184,121

FMC1
(target)

mgml [P
10,62 148.247

mgmit P
10.62. 1584,

FTDZ




FTDn

EMCA o ——
(source) ""“I’F
mt 1P
= mgmt IP B0
— 1062 184 121
—
— —_
e —
— mgmt [P
10.62 148,247
—
—

R maml IP
FMC1 "I G184 85
{larged) GN\

<y

FTD2

WMRENVPNIEREEREIFTD2 , AIAAEMBRFTDZ B R EBER. EFRABRT , SERELU
TARABHEE




Ermror

The Device 'FTD2® cannot be deleted
Because the folowing VAN
Configuration{s) refer this device.
Site to Site : VPN3100

Please edit/remove the VPN
canfiguration(s) to delete the device.

CLI Bag&:

<tfroot>
>

show nanagers

No managers configured.

EARFRBFTDAEEMEI B |FMCET , BEBRER —ERFNELR. —BREFERER KXEE
N2 EET LR,

plan , MREEEARN , FRIBARK , ARBEHEHER :



<ffroot>
>

configure firewall transparent

R&

<{froot>
>

configure firewall routed

A& BEFEMBIFMC2 ( BfEFMC )

<#froot>
>

configure manager add 10. 62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.
>



Add Device )

Select the Provisioning Method:
@ Registration Key () Serial Number

| CDO Managed Device

Host:t

10.62.184.85

Display Name:
FTD2

Registration Key:®

Group:
Mone v |

Access Control Palicy:*
| FTD3100_ACP -

Smart Licensing

MNote: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDvED selection.

Performance Tier {only for Firewall Threat Defense virtual 7.0 and above);
Select a recommended Tier L4
| Carrier
Malware Defense
IPS
URL
Advanced
Unigue NAT ID:t

Transfer Packets

Cancel ]
% =B .
li‘l:l X .
) FrOvIMOSTEN COMEr g ot o e e o & 58| e [E
. —
Migrate | Depioyment Hissary
MewBy: | Geoup -
A (3 ®Eror (1) ®Wanning (0} Cfinag (0] # Hormal {1) © Deployment Pending () ® Upgrade (2] ® Sno 3(2) QL Soweeh m
— Devies
Kadanza Al Donvminaed Devie Lis Arosr
s bisdei ersion - Ueenses Becess Centrol Pubey st ol
~ Ungrouped {2
- T:. ,m’ Pouted Fltsll 1120 Thiadt Dulurs Tan Manage Essartists, 1P (2 mare..) FIDI100_ACP P s
@ FTo2 Snan3 Fiegeseall 3120 Thesat Dol 7422 F LIPS (2 mas.. FID100_N . :
10.82.184.85 - Fiouted S Manage Sapatisls. IPS (2 mose..) 03100_ACP ] i

SEB14. EBFTD HA

MYEE : WAEHS ( BRE IERHAMBIMER —#K ) X BEEMWHIRE#IT, EHAZSHRE , ERNHE
P& , MBS T EI1208E,

£ BEFMCL , EfiFIDevices > Device ManagementHAdd > High Availability,

A\ % BREEEERENFTD (EHRBIPRFTD ) ERETEHEE .



Add High Availability Pair

Name:*
: FTD3100_HA

Device Type:

r Firewall Threat Defense

Primary Peer:
| FTD1

Secondary Peer:

FTD2

i Threat Defense High Availability pair will have primary
configuration. Licenses from primary peer will be
converted to their high availability versions and applied
on both peers.

oo

EFREHARE , SRZELNHE. HAIP. EBEMACHUSE,
#8FTD1 CLIER :

<ttroot>
FTD3100-3#

show failover | include host

This host: Primary - Active
Other host: Secondary - Standby Ready

fEFTD2 CLIEREE :



<ffroot>

FTD3100-3#

show fail over | include host

This host: Secondary - Standby Ready
Other host: Primary - Active

FMC UIE&E :

= i r
] Firewall Mal I?QE"men_l Center Overview Anatysis Policies Devices Objects Integration Depioy Q. @ £ @ admin~  Juks cpcuRE
Migrate | Deployment History
View By: | Group .
Al(Z)  ®Emer(d) @ waming (0} CMine (@) ® Normal (2) Deployment Perdting (0] @ Upgrade (2) @ Snont 3 (2) Q, Search Device
—
50 A o ad Denice
Name Model Version Chaasis Licenses Access Control Policy  Auto RolBiack
 Ungrouped (1)
FTDI100_HA .
High Avaslabedity s
FTO(Primary; Actve] (EEER Firewall 3120 Theoat Deforas 7.42.2 Manage Essentiols, IPS (2 more..)  FTD31
0.62.184.84
FTD2{Secondary, Standby) Snort 3 Firewall 3120 Theaat Dedarae 74.2.2 MiA Essentials, IPS (2 more...)  FTDGI00_ACH
10.62.184.85

K% , ER/EMEKRFTD2RENERTH.



FTD1 (PrmanyActiva)

&

{source) h
P
— mgmi P 62 184 84
= 10,62 184 121
—
— .
— mgmt 1P
1062 148247
—
—

\\ C mgmip
FMC1 e _10.62.184.85
(targe) Ehaa

el

FTD2 (Secondary/Standby)

- EHMEAEZERE
- BFTDR—EFMCEEEI S —{EFMC



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/get-started-device-settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7c8
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/760/management-center-device-config-76/high-availability.html#task_686C71A99B5C4CA18FC6681F83B23F45
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
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