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FMC and FTD Platforms: All Mot supported
FMCon 7.7.0 Yes ASACLI9.23.1 No
FIMC REST AP Yes
FTD Supported Versions 7.7.0 only ASDM 7.231 Mo
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Platforms
FTD

Licenses Required Mo licensing requirements for this
feature.

Woaorks in Evaluation Mode Yes

IP Addressing IPvd
IPvE

Multi-instances supported? Yes

Supported with HA'd devices Yes

Supported with clustered devices? Yes

Other (only routed mode | transparent mode), etc. No Special Notes

Internet access for the RADKIt cloud enrollment required | Access to prod.radkit-cloud.cisco.com
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Starting the RADKit service
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RADKit Service Enroliment
The RADKIL sénvice is anabled. To make the service functional, enfal using SS0.
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EFASSOR M — IEZRER

HEM—ERNAERER (RRE  BORRBIERRE ) o E—TAcceptiZif.

F‘ Ciscé RADKit Access
Do you accept this authorization request?

Ervironment: PROD
Endpoint IP Address:  192.8.2.66

Endpoint Hostname:  192.9.2.66

This page means that a RADKIL instance is attempling to connect 1o the RADKE Clowd
with your S50 credentials.

If you o med inftiate this request, please ciick "Dany” nowe I you are canan that
this request is legitimate, chck "Accept’

I you SuSpEct that an Begitemale SeSson may have Deen granted Coess in the past,
chick the "Log owt all sessions” bution below to immeadiately log out all RADER 550 sessions

associated with your user ID. This wilf not log out your S50 sessions in other applications.

£ FASSOREM — S BRI

BORERDE , FHETHEMIERERYERCFMCERESEH AR,



[ Cisco RADKit Access
Authentication result: Success
You may now close this window and return to your application.

If you suspect that an dlagitmate sassion may have been granted access now of in the past,
click the button below 10 immediately lag out all RADER S50 sessions assocated with
wour user 10, Thes wal' nar 109 out your S50 ses50ns in olher Sppkcations.

Log out all sessions

RADKItfR %% & 5

£ 15 E M IR IDEE M RADKItAR % ( FEARHBIH , IDASBK|ji-znxg-3gkt ) » AILAGIDERZIBIRLE
. BERIGENTACIREARM , EMMIEEHALRADKIE FImEREIRADKItAR % .

T—%E#%—T Create New Authorization £ Z# -

alane Firewall Management Center
elsen =

), Search Deploy

Remote Diagnostics i
= Remote Diagnostics o @D Disabie the RADK service
s Current Authorizations Device Sudo Access [ RADEIt Service anrclled with the identity Biji-zrxg-3gkt ﬁ‘]
e
Overview
Authorizations List
ul Type to search o [ T—— N
Analysis
o,
Paolicie:
=
Devices
.
Object
There are rd suthedizations.
S
Intagratisn Create Now Authorization 1o got started,
RADKE Sorvice Version: 1610
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Create New Authorization

@ sowe Authorization

You can authorize a support anginear 1o access the management contor and its managed network dovices for troubleshacting, You can determing the
deviees that can be accesced and thi: Sceess sehedule. You can nevoke 1he SULRGIEAton any time belon il expires. Ay 0nQOING SUBPOTL Sestion
associated with the authorization will be instantly di when the pires ar when access is revoked,

Setup Autharization
Lets start by create autharization by entering 1he sUppodL engnears email address.
Suppert Engineer Email Address *

[ user@icisco.com ]

BMHERE: SR2
 SRIEEXETIEMUNSBNEE, & , IRGMR , RTEMEEENS BT IE

- SR2BFEIBECEENERIRA, HRIBEEE , ATLLUEEFMCHI/EFTD, FXE
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, T2EANextiz R,
. SudoﬁFﬁ*ﬁfﬁ’EDewce Sudo AccessEBHIREERM (FTREEMREDRE ) .

Create New Authorization

(0) sotup Authorization @ vovice Seection

Device Selection
Specily the devices that the sUpport engineer can access.

@ Giant access o all devices () Grant secess 1o spacific devices

2 B 1 saree to provide access to al devices

| A\ Beware. Some of the devices may have sudo access.

BERBERRENMEE

- REEERXERNRALNERE (Hlan , EBRREAF RERZET.70RE ) .
- THEREBECERABEEFRNERE. RADKIitKEsftunnel(TCP 8305)3hfIEE .,
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- BUARERER , £EWIEEIRADKIUEE, fFMCRHEEER , £ESHR EE, PR
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BMFERE SRS

- FPRIBEXEIREMAHBREENFEKE,
« B "Now, WiISERERRE , = ,
& "Grant perpetual access until revoked o

- AREFERER1R. TUAREAFFERE ; B - LRAERNFEREE,

Create New Authorization

() Sotup Authorization () Dovics Solocti (4] the Access

Scheduls the Access

With due consideration on the network impact, choose B suitable schedule for the support engineer to access the management center and its natwork fior
troubleshooting.

® now () Grant perpetual access until revoked

Duration *
) -]

Time presots: 1 hour, & hours, 12 hours, 1 day, 1 woek

BUMREBRE
RE-—IREEBHE. £EE , EAETURENFELE.



Create New Authorization

(7) Sotup Authorization ——— (2} Dovice © summary

Summary
Review your cholces, If satisfied, click the Create button. To modify your entries, cick the correspanding Edit icon

Setup Autharization &

Suppert Engineer Emall Address; user@cisco.com
Device Selection 7

Grant access to all divices

Schedube the Access 5

Schedule for: Now

Duration: 1 day

BAUMBRECDTRK
RERNTRE , BETEIER

Create New Authorization

© Done! Authorization is created

Using the Capy ican, copy the folowing information and share it with the support engineor. All activity duwing the remate sessien will be recorded; logs can
b viewid in the prévious Ses4iong sectian.

dregreacisco.com is scheduled to $ign in 10 Secure Firgwall Management Center on 18/08/2024, 17:58:48, for 1 day.

AADKR service 1D Bkji-znxg-3gkt (7

@ This service 1D is displayed on the tog-right comer of this page.

What's next

Create Another Authorization

ERRERE  BEBCH

- ERREEERTE "ERRE, BEEFP,
- Actions ( &G fIF % ) ERevoke accessFEdit authorization,
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Remote Diagnostics

= Remote Diagnostics @D oisatie the RADKII service
Heme Current Authorizations  Device Sudo Access RADKit Service enrclled with the identity Bijl-zrug-3gkt (3
[
Overview
Create Hew Authorization
ul o
Analysis
o,
Emaill Authorization Status Duration Time Left Bevice Count Actions
Policies
userficisco. com G Active 1 dary 23 hours 58 minutes
Devices
.
Objests
Integration

r LEI0

& BESudoah B E

« BHsudofhBRRERY 2 B /5 B B /R1EDevice Sudo AccessHE A,
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o AN, ERTLAE AR BUR/Z Asudofhf.
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Remote Diagnostics

= Remote Diagnostics @D oisatie the RADKII service
Heme Current Authorizations | Device Sudo Access RADKIt Service enrolled with the identity Bkji-znng-3gkt (3
[
Ovorviow

DBevice Sudo Access

nl Q) Typa t 3
Analysis :
) =
| Device Name * Profile Name Sudo Status
Policies
) 1za60000 1 Users (Tl Disabied
= [ 2180002 1 Usars (P Disabied
Devices = -
[[] Firewall Managemant Center 1 Users (I Disabled
. :
userg@cisco.com
Objocts
Integration
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Device Sudo Access

Enabie sutdo access for all devices?

ERMASudosr BN EE

- BMASRZEAEENsudoshB# , EEARIASudo Status¥| S E .

« XETREMAEMERMLETsudo su,EREZR/N, XEIEMAFTEERRER,

- Remote Diagnostics

@D Disatie the RADKI service
L ‘Gurrent Authorizations Device Sudo Access RADKIE Service enrclled with the identity Bijl-znng-3gkt (7
L
ot oo Lo
nl [QT;-oe‘.osearcn ] Total devices 3 | Access Enabled 0
Analysis
o,
B oevice Name = Profile Name Sudo Status
Policie
B rvziseno0 1 Users @D Enabied
= 2180002 1 Usars Enalled
s a L&
B Firewal Management Center 1 Users @D Erabied
: [rvcseco ]
Objest:
-3
Integration
RADKR Service Varsion; &0
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o

FMC REST API

RADKIitiR#REST API
A7 X ERADKIt Service L Y I MBEUR/E , 5I A T THAIURL:

* GET:/api/fmc_troubleshoot/v1/domain/{domainUUID}/ radkit/services
- f{FMCH# R FT B RADKitFRIE & %1,

» GET:/api/fmc_troubleshoot/v1/domain/{domainUUID}/radkit/services/{id}
- REENIDEEURZRRADKItIRIE E .

» POST:/api/fmc_troubleshoot/v1/domain/{domainUUID}/radkit/services
- FEFMC L2 RADKithR# ( BUA/ZRAZERE ) -

RADKit AR 75 B 5%

RADKItAR # & H B 4F
- FH
* id
* isRegistered
* serviceld

. IR

{
|

"i:-. ne': "Rﬁ”KiISEI‘ViEE“?
"1d": "DummyContainerId",
"status": "RUNNING",
"iskEnrolled™: true,
"serviceld": "8kj1-znxg-3gkt",
"wersion": "1.6.10"



BRXE  RADKitE FinfE AR

X B . RERADKItE Fif

o EFBFMC/FTD , XEABEERZERADKItE Fif,
- ZEFIREWindows, MacHLinuxfE¥ R % LETT,
SEABUURZECEAESEZEEE. SERADKtRENE BRI E "FE, .
- RS ETMEESENSEFERELZEETE , EERADKItAREID,
HREMBE  FMCREFEEFTDH AT LARRADKtE Fiwshf |, EHEREERESH
RrEEo

EE I Z#ERADKItE F i

RADKIt% 5 i 7] LA ZS #h #E hitps://radkit.cisco.com/downloads/release/Z 8 , REFE AU TR SRR
% E : radkit-client

ZEERX T ARWindows, MacOSHILinuxo

oese i 7.7 47%40

15:87:59.8862 INFO | internal | CXD object created without authentication set, call “<this object>.authenticate()" to set authentication.

Example usage:

client = sso_login(

client certificate_login(

client = access_token_login(

§ ( )
ed_service()

direct_login()
client.grant_service_otp()

»»>» client = sso_login( )
A browser window was opened to continue the authentication process. Please follow the instructions there.
Authentication result received.

)
/prod.radkit=cloud.cisco.com/forwarder=4/"

"rn.gl | C:\nnett). forwarder s forwarde url='wss://prod.radkit=cloud.cisco.com/forwarder=4/"
—-cloud.cisco.com/forwarder-4/ 5

INFO i N { er client created. rder_base_ prod.radkit-cloud.cisco.com/forwarder-4/']

INFO i E Cc to forwarder [forwarder_base_url=' prod.radkit=cloud. zom/ forwarder=1/"' uri="y
.com/forw f

url= ://fprod.radkit-c
om/ forwarder-1/websocket/' l
| 1m:c1n:l | Forwarder client created. [forwarder_base_url='wss://prod.radkit-cloud.c

False -
FTD B a 5e False se 172.16.8.182

.1 FMC ] alse alse False alse firepower
vice 8kji-znxg-3gkt.

»»> I

RADKItE Fit R 8 E , Z8EAGH ( T—HoHHFMER ) .

RADKitZ F i & AT

EFMCHEREREERENBRANE FEA L,
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« RADKitEFig & AN EHIIEENREIDS S, FILRAF , RADKIitARIFID 8abc-znxg-
Sabc BB X BEEBEFMCHEENARTE.

<#froot>
>>>

client = sso_l ogi n("user @i sco. comnt')

A browser window was opened to continue the authentication process.

Pl ease follow the instructions there.

Aut hentication result received

>>>

service = client.service("8abc-znxg-3abc")

15:09:03.639Z INFO
15:09:03.727Z INFO
15:09:04.2447Z INFO
15:09:04.332Z INFO

internal | Connection to forwarder successful [forwarder_base_url="'wss://prod.rad
internal | Forwarder client created. [forwarder_base_url="wss://prod.radkit-cloud
internal | Connection to forwarder successful [forwarder_base_url="'wss://prod.rad
internal | Forwarder client created. [forwarder_base_url="wss://prod.radkit-cloud

RADKIt® F i IR 7B E dn
BARyIHIRIFFERE ( Cisco TACTIZH ) BREFBNBFENSG S :

<tfroot>
>>>

service.inventory

<radkit_client.sync.device.DeviceDict object at 0x1154969a0>

name host device_type Terminal Netconf SNMP Swagger HTTP de
172-16-0-100-1724078669 127.0.0.3 FTD True False False False False 17
172-16-0-102-1724078669 127.0.0.2 FTD True False False False False 17
firepower-1724078669 127.0.0.1 FMC True False False False False fi

Untouched inventory from service 8kji-znxg-3gkt.

FEHWRER —fHiiterst ( T—8%2 ). FAEMTNEBHDREENESAEFE (WHE
B ETIED ) o



RADKitZ Fif : BhEiE
AREFEEERHEENSG T :

<{froot>
>>>

ftds = service.inventory.filter(attr="nane', pattern='172-16-0")

>>>

ftds

<radkit_cTlient.sync.device.DeviceDict object at 0x111a93130>
name host device_type Terminal Netconf SNMP Swagger HTTP description failed

172-16-0-100-1724078669 127.0.0.3 FTD True False False False False 172.16.0.100 False
172-16-0-102-1724078669 127.0.0.2 FTD True False False False False 172.16.0.102 False
2 device(s) from service 8kji-znxg-3gkt.

RADKitZE FImE EEHANSFEDT D

EARLEIH service.inventory) W SEENWETE Mfirepower-1724078669.1 , A%EE ( EAHIH
AFMC ) MBI EEBX &5 .

<tfroot>
>>>

service.inventory["firepower-1724078669"].interactive()

08:56:10.829Z INFO | internal | Starting interactive session (will be closed when detached)
08:56:11.253Z INFO | internal | Session log initialized [filepath='/Users/use/.radkit/session_logs/clie

Attaching to firepower-1724078669 ...

Type: ~. to terminate.

~? for other shortcuts.

When using nested SSH sessions, add an extra ~ per level of nesting.

Warning: all sessions are logged. Never type passwords or other secrets, except at an echo-Tless passwor

Copyright 2004-2024, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v82.17.0 (build 170)
Cisco Secure Firewall Management Center for VMware v7.7.0 (build 1376)



RADKitE Fin i BHITH T

ERELHITHT !

<#root>

>>>

result = ftds. exec(['show version', 'showinterface'])
>>>

>>>

result.status

<RequestStatus.SUCCESS: 'SUCCESS'>

>>>
>>>

result.result['172-16-0-100-1724078669' ][' show version'].data | print

> show version

——————————————————— [ firepower J----—-—-——-———————————-

Model : Cisco Secure Firewall Threat Defense for VMware (75) Version 7.7.0 (Build 1376)
UUID : 989b0f82-5e2c-11ef-838b-b695bab4l1ffa

LSP version : 1sp-rel-20240815-1151

VDB version : 392

=\
=
Nid

KEFHIESR

« BIBRADKit®E Fi , Cisco TACTIZA Al LUEIBSSHEMR R EEW HITEEIRIE , STEERK
W HERRIE =R,

BRI #E : RADKitiZ &2

{5 FARADKItHE 25 122 41| 12

« 5% , Cisco TAC & I 72 il A] LA FI RADKit#8 28 #5242 3 ff ARADKItE F i, HIRRIR4HIE
= RADKItE F ik — B2

« RADKItig 1 &|B R —EIAE , T AEARADKItESiHIAREMENGSHNECL). ©
B ARMMREERZIRADKItIRIEHIE , BYEBRSFEURTH/ LEER , METAMEN
RIRREAIZI.

o {F RS 5B EINetwork Console:radkit-network-console
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o FE7.7.0LMEMFTDAT ARIZEUABARE,
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SRS 2
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« BIE M Developer Tools, Network B 88 /R B H LiEITHIAPIFL | o] AR EEBRFMC LRI
B, TEER—TAHABERYIZ—T "RE, RESLLIEE,
« ENetwork BB F R EAPIFURAEXRBNEERE,

: i [0 Elements | Network @5 A4 M2 8
(0] . a —
Search Deplo admin v =
@) ploy @ @ | el @ T Q o ; Disable cache
Mo throttling =
@) Disable the RADKit service Y Filter ‘ Hide data URLS

RADKit Service enrolled with the identity gjx8-s6wg-44sh [ Hidg extansion'bRLs

All Fetch/XHR | Doc - Font | | Img | Media | Manifest || WS | Wasm
Blocked respol Blocked reques
2 s 4000 s 6000 ms
Create New Authorization
1 1 0
Back
X Headers
Reload } featureflags ¥ General
fon Time Left Request URL: https:jfudScO

Save As..
Print...

[5] 37177.343bfabd
[5] 8498.4ba59691.|

1p14-vrouter.c

COmn

tual until rev... -
[ Cast...

Search with Google Lens
Open in reading mode

[2] 93167.0d91bca7.js 35/apiffmc_tr
oubleshoot/v

81187.9b2a3aae.js 1/domain/e27
Gabec-a0f2-1
1e3-8169-6d
49b625f[r
adkit/authariz

Send to Your Devices

Create QR code for this page T

[7] 53589.d9a9
52345.ab863ael.js

Translate to English .
ations

GET
@ 200 OK
Remote Address: 10.83.77.163:2

View Page Source
 Inspect

¢ pib.cgi
» pib.egi
jb.cgi

RADKItfR#Goh /T E B API



Go Middleware for the RADKit integrationf FIAPIFEIY | 8 LM 1L A BIBFMC APIEREE A
FA%%E. Go Middleware APIR 5 A /var/log/auth-daemon.log. Go Middleware#{THI ZhEE2E :

- FHAERE ABREERADKItE S FFMRADKItIRTE

- EEFTAERBRADKItEAENWRENBEEENBE,

- FHEFEAEIUSEIEBRADKIE A EZENMEEEE,

- BIURBRADKHEAERE  YEEENBEEEARTHEAEE (FTEREERNEEHEN
BE ) WEFE,

- {EUUEMRADKItE A & IZH#,

« MiBRIRI/RADKItE A & R,

RADKItAR ¥ i FEHEER B 56

- BEHRFMCH# : fFMC ssh& 5% Hipigtail o
« {ERA PN EKBEAPI:/var/log/auth-daemon.log
- @&RADKitflauth-daemonRIEE R A EE :

Ivar/log/process_stdout.log

/var/log/process_stderr.log
FRIEEL A @S EFMC/IFTDRIEHERR P,

- AEBRADKItARFE B 5 : /var/lib/radkit/logs/service/
- fR#E (FMCHIFTD ) LWRADKitE Fin#THIREN B
. /var/lib/radkit/session_logs/service

EE 35 ZF|Cisco TACH B

- SHREREE.

- BENER,

- BRIR,

- B E RN Pigtail#/var/log/auth-daemon.log H #12 B,

EEEE

FEFMCTE#% B 56 R RC Sk RE IR T 38 IR v 25 = i ) DA AR T B R AT AT

RADKIit& 7% A &%

#RADKitE FIR1EEE ( FMCHIFTD ) E#THRENRADKItERE A FHFERFMCH
/var/lib/radkit/session_logs/service L :

- AR BERADKItIRIEA S,

- ELXAFIEEHREHRBHITH,

- WAILARUIGERE R (B2 RT—f ),
- BEEEEERREEE  SESFE—E,



RADKItERI g% A&

BB —T Download All Logs. 4R , AIBUSHERADKItE F ik #1471 8 B iR E I RADKIt& 5% B
HEATE "HUEMNESFE) EBPFERFHNEERERTH,

Remote Diagnostics @D Disabie the RADE service
Current Authorizations Davice Sudo Access Previous Sessions RADKIt Service enrolled with the identity 157y-Tvak-fir2 [
Q Type to sea i
Log Filename - Date
20241015-144940-88_4mVLk.e2ee h2-7-SSHPUBKEY-17 2-16-0-103-1729002334 lag 15 Oct, 14:50
20241015-144838-88_4mVLk.e 2ee.h2-5-5SHPUBKEY-172-18-0-101-1729002 334 log 15 Oct, 14:49
20247015-144741-BB_4mVLk.eZee h2-3-5S5HPUBKEY- firepowar-1729002333.log 15 Oct, 14:48

R BEBROBEARAY 7 Bl R

bad 52138 b

MR HIK "Connect to localhost:2080 [localhost/127.0.0.1] failed ( E#RFlocalhost:2080
[localhost/127.0.0. 1]k Bk ) 1 ZEEMISEER | ERFIEE (ERWER ) . , FERMRFMC SSHER
B A Eauth-daemon:

<{froot>

root@firepower:~$

sudo pntool restartbyid auth-daenon


mailto:root@firepower:~$

E127:0.0.1] failed: Connection refused
[Connection refused)

&l
E AL EE @

"remoteDiagnostics" : {
"isRemoteDiagnosticsEnabled": 0 // 0 = false , 1 = true

}

®REE

w R E A MM

B MRFMCREEEPBRAREA MR EEPoxyEaEA ?

A2 , MREREE RSB prod.radkit-cloud.cisco.com ( AREILHE ) -

B EAERS UK ECSHIdPARIEL R ?

% : RADKitE L% Cisco SSO. B LLUEREMEMN A RARFEERIIR SR , LUET BB
BN E FBHEMRADKItARTE .

% B B :RADKIthR 24~



R : FMC 7.7k 22 B{E R A< 89 RADKit? & 20 A E B FMC 2 & BER A& B RADKIit?2:E 2 & 1]
UEFRETFMCHIEMNBE R T ETER ?

A.

« 7.7.0F FBHIRADKItHR A& 51.6.12,
« RADKItBR ¥ i A< B ;R FEFMC Remote Diagnostics ( FMCiRiRm2HT ) EEMESS :
RADKitAR RS : 1.6.12. 4

Flrewall Management Center

ubleshoot | Remote Diagnostics

2 Remote Diagnostics @D bisable the RADKiL service

RADKit Service Enrollment

Overview

The RADKIt s nabled, T ke the service functional, enrel using 550,
nl
Analysis
Enroll with S50
L]
Policies
Devices
Objects
Integration

RADKit Service Version: 1612

« RADKItEEFMCH R BMSHRENBHE -, TXEBEFMCHEBARRADKItARIE
FREEHMu

B REAUSEIEHRAFMCEERNINEEE ?
% . DEHFMCEBNEE S REF IS FIRADKIEE , AR TR BEEETHM,
A : RADKItft B R BEAFMCIEH R —2B o EITiEG ?

BLEFEER/FMCIRIR — 82 ETiRE .
- BARIES lk&ﬂ’ﬁﬁﬂ'ﬁ%’rﬁh{ IKAFE ; EREESFERRERE,



BRRER -

FMCHLE {5 — RADKit
https://radkit.cisco.com/
https://radkit.cisco.com/docs/index.html
https://radkit.cisco.com/downloads/release/
https://github.com/Cisco-RADKIit/Intro



https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/770/management-center-admin-77/health-troubleshoot.html#Cisco_Concept.dita_224b9660-4bcc-4290-b228-1c36f4652011
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/770/management-center-admin-77/health-troubleshoot.html#Cisco_Concept.dita_224b9660-4bcc-4290-b228-1c36f4652011
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/770/management-center-admin-77/health-troubleshoot.html#Cisco_Concept.dita_224b9660-4bcc-4290-b228-1c36f4652011
https://radkit.cisco.com/
https://radkit.cisco.com/docs/index.html
https://radkit.cisco.com/downloads/release/
https://github.com/Cisco-RADKit/Intro
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